STP & SNR
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o B3aumopencteue MSTP c nponpuetapHbiMn PVST+/RPVST+.
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BBepeHue

B ntoboli coBpeMeHHON KOMMbIOTEPHON ceTu, Byab TO CeTb KPYMNMHOIro MHTEpHeT-NpoBanaepa uan
KopriopaTMBHasi C€Tb HEHObLLOIro NMPeAnpusaTUs, HeobxoaMMo Tak Uan nHavye obecnevynTb pe3epBUpoBaHNe
KaHanoB cBa3u ana 6ecnepeboliHoin paboTbl ceTU UAK 4SS MUHKMMaJIbHOro MPOCTOA CEPBUCOB, Belb B
COBPEMEHHbIX peanusax, fake MMHYTHOe OTCYTCTBME AOCTYMa K CETU MOXKET O6biTb 04eHb KPUTUYHBIM KaK
ONs KINEHTOB, Tak U A5 onepaTopa. Moa pe3epBupoBaHNEM, Hanpumep, NOHNUMAOT OpraHn3aLnio
[OMO/IHUTENbHbBIX JINHKOB (AOMO/HUTENBLHOIO nJieda), 4Tobbl B C/ly4ae NageHus MHKa, Tpauk nepetek Ha
BTOpOE MNJIEYO - TorAa nosib30BaTe NN U He 3aMeTAT NPoCTOos CBA3N.

NMoMMMO pesepBUPOBaHUS, Takxe Heobxonnmo obesonacnTb CBOK CETb, B YaCTHOCTU, OT BO3HMKHOBEHMS
HeXxenaTesibHbIX KoJsielu/rneTenb. Hanpumep, ecnin KTO-TO CaydaliHo, a, MOXeT BbITb faxke, crneymasbHo
3axo0Tesl OpraHnM30BaTb AOMOJIHUTENbHbINA JIMHK MEXAY KOMMYyTaTopamMu (BO3MOXXHO, 3TOT YeN0BeK Kak pa3
xoTen AobnTbCa HEKOEro pe3epBuUpoBaHns, TMB0 NPOCTO XOTEN HaBpeaAuTb HaM) N TakMm obpa3om
OpraHm3oBas KosbLo. n gake y>xe 6bi1 OpraHn3oBaH pe3epBHbIN JIMHK, 4TOObl ero Mo>XXHO 6bIJ10 NOAHATH
B CJly4ae aBapum, HO KTO-TO MO OLINBKe BKIKYNA afMUHUCTPATMBHO NOPT Ha KOMMYyTaTope Npu Opyrom
AKTUBHOM JIMHKeE.

Bce 3Tu 3aga4m No yCTpaHEHMIO HeXXeslaTelbHbIX KOJ1eL, 1 NeTeslb KOMMYyTaluun B COBOKYMHOCTU C
0TKa30yCTOMYMBOCTbIO pelaeT Hebe3bIi3BeCTHLIN NpoTokon STP (Spanning Tree Protocol). IMeHHO 0 HeEM 1
€ero Buaax v nonaeTt peyvb B AaHHOM CTaTbe.

HecmoTps Ha TO, 4TO B ceTn IHTEPHET y>Ke MHOXXeCTBO pa3 paccMaTpuBaam paboTy AaHHOr0 NPOTOKONa,
Mbl CoEelaeM 3TO elle pa3 M NocTapaeMcsa caenaTb MakCMMabHO NogpobHo, Tak Kak, BO-MepBbIX, C
MOMEHTa OCHOBaHUSA NPOTOKOJ1a NPOLUJIO AOCTAaTOYHO 60/bLIOE KOIMYECTBO BPEMEHN, BbILLJIO O4EHb MHOTO
cTaTen, BebuHapos, 0630p0B, rae Kakabl No-cBoeMy paccMaTpuBa AaHHbIA MPOTOKOJ, Mbl XXe
rMocTapaeMcs OCBEXUTb BCE U MPUBECTM K OAHOMY BUAY, @ BO-BTOPbIX, HE MOMELLIaeT OCBEXNTb 3HaHUS
nepeg TeMm, Kak Mbl Bygem paccmaTpuBaTb NpuHUKMN paboTel STP/RSTP/MSTP 1 nx HacTponky n paboTy Ha
KoMmMyTaTopax SNR.

Ho 3a4em BoobLe Ham Hy)XeH STP, NoYeMy Mbl MPOCTO TakK HE MOXKEM OpPraHM30BaTb AOMNOJIHUTENbHbLIN
hunsnyecknin NMHK? Yem BoobLe MoXeT BbITb YpeBaTO HaIMyme Kosew, B ceTn?

Y1066l OTBETUTH Ha 3TOT BONPOC, BCMOMHUM NPUHLUN paboTbl KOMMyTaTopa. KoMMyTaTop onepupyeT
TaKNMN CYLLLHOCTAMMN, Kak Kagpbl (frame). 9To PDU KaHanbHOro ypoBHs. W npu ceBoen paboTte koMmMyTaTop
onupaeTcs Ha agpeca B 3Tux PDU, koTopble Ha3biBatoTcd MAC-afgpeca - agpeca KaHanbHOro (L2) ypoBHS.
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Puc. 1. Mpumep camoro pacnpocTpaHeHHoro opmaTa Ethernet kaapa n3 Bukmneamu

Korga Ha nopT KOMMyTaTopa NpMxXoauT Kagp, KoMMyTaTop CMOTpUT B nose Ethernet-zaronoska SMAC
(Source MAC Address - agpec oTnpaBuTens nam agpec NCTOYHMKA), U3BnekaeT oTTyaa MAC-agpec v
3anucbiBaeT B CBO Tabnuuyy kommyTaumm (Tabanuy MAC-agpecos nnm CAM-tabanuy).

BbirnaouT 3Ta Tabnnua cnenytowmm obpasom: cootseTcTeBme VLAN, B KoTopoMm 611 n3yvyeH MAC-agpec, K
camomy MAC-agpecy n K NopTy, 3a KOTOpbIM Bbis1 n3yyYeH faHHbii MAC-agpec (T.e. C Kakoro nHTepgenca K
HaM npuvwen Kagp ¢ aaHHbIM MAC-agpecom oTnpasuTens). MoryT BCTpedaTbCs eLe pa3nyHble Nons B
Tabnuue MAC-afpecoB, HO cedac OHM HaM He TaK MHTEPECHbI, Mbl BCMOMHWJIN TOJIbKO CaMble BaXKHble OJ15
n3ydveHus STP.

[STP & SNR]

Puc. 2. Kagp npuiien Ha oguH 13 NopToB KOMMyTaTopa

SNR-52982G-24TE#sh mac-address-table
Read mac address table.
Vlan Mac Address : Creator Ports

20-bb-c0-3f-77-87 DYMAMIC Hardware Ethernet1/0/5

f8-fB-82-72-10-05 STATIC System CPU
f8-fo-82-7d-ad-d3 DYMAMIC Hardware Ethernet1/0/5

1
1 aB8-al-59-1a-45-20 DYMAMIC Hardware Ethernetl/0/1
1
1

Puc. 3. Npumep 3anncu n3 tTabnmuybl MAC-agpecos

Hanee KoMMyTaTopy HEOBXOANMMO NepeHanpaBUTb AaHHbIA Kagp. Ona 3Toro oH cMoTpuT B Ethernet-
3arosioBke nosie DMAC (Destination Address - agpec nosiy4atens uin agpec HasHa4yeHus), n 3aTem
KOMMyTaTop 3anyckaeT npouecc noncka MAC-agpeca nosy4aTtens B cBoen Tabavue KoMMyTauum.

Korga KoMMyTaTop HaxoAuT 3annck B cBoel Tabnuue o MAC-aapece nosyyaTtens, To 6e3 MUMWHUX
pa3ayMunin KOMMyTaToOp OTMPAaBJISIET Kagp Ha NopT, COOTBETCTBYOLWNIA AaHHOMY MAC-agpecy.

OnHako, ecnm 3anucu B Tabnumue o AaHHOM afpece HET, TO KOMMyTaTop OTMPaBUT Kagp Ha BCe NOPThI,
KpoMe Toro nopTa, OTKyda Npulen AaHHbIA Kagp (Takon Tun Tpaduka Ha3sbiBaeTcs "unknown-unicast").

KoHe4Hble yCTpoWCTBa, KOTOPbIM He npefHa3HavYaeTcs OaHHbIA Kaap, T.e. KoTopble umetoT MAC-agpec
OT/INYHbIN OT MAC-agpeca nosiy4yaTens, NpoCcTo oTOPOCAT AaHHbIM Kaap N Ha 3TOM €ro XXU3HEHHbIN MyTb
3aKOHYUNTCA.

MoMUMO 3TOro, HEKOTOpPbIE KaApbl 3aBe4O0MO MOryT ObiTb LUMPOKOBeLaTenbHbIMU (broadcast, T.e. umeTb
MAC-agpec Ha3Ha4veHus FF-FF-FF-FF-FF-FF), Hanpumep, npu paboTe Takux npoTokosnoB kak ARP, DHCP, n
T.0., T.€. KOr4a Mbl HE 3HaeM, KOMY MMEHHO OTMPaBAATb MakeT, Mbl ero OTrpaBMM BCEM, B HaAEXAeE, Y4TO
Halla uesb, KTo 6bl TO HU Bblf1, MONYYUT AaHHbLIA Kagp U OTBETUT HaM (Npu HeobxogmmocTu). Hy 1 pas yx
Mbl BCNOMHUAN broadcast-Tpadnk, BCMOMHUM U MHOrO0agpecHbIn nan MynbTuUKacT (multicast) Tpaguk,
Korga Tpadumk TOYHO TakXXe passiMBaeTCs BO BCE NOPThl, KPOME TOro, OTKyAa OH rnpuLlesn.

NToro, y Hac ecTb Tpy MeToda OTNPaBKKN TpadukKa, Npn KOTopoM Tpadumk B ntobom cnyyae bynet
OTNpPaBAsATbLCA BO BCE MNOPThI, T.K. Mbl HE 3HAeM, Kya UMEHHO UM KOMY ero oTrnpaBaaTb. Takon Tpaduk
Ha3biBaeTca BUM-Tpaduk (Broadcast, Unknown-unicast, Multicast).


https://en.wikipedia.org/wiki/Ethernet_frame

SWi1 Swz

PC1
sre.mac: PC1 » sre.mac: PC1 » FC2
| ——»

Hst.mac: MACH * « fst.mac: MACH «
1
- * ) [ 1 ) | -
# src.mac: PC1 #
fst.mac: MACH

A:A1:50:1A:45:20 1 l 1 MAC2
PC3 * * PC4
= 1t 14, + 1R

MAC3 MAC4
SWa SW4

Puc. 4. Mpumep oTnpaBku unknown-unicast Tpadunka

Ecnun mbl BHOBb 0bpaTmmcs Kk Ethernet-3aronoeky (HeBa>kHO kakol popmaT: Ethernet Il nnn IEEE 802.3), B
HeM Mbl He YBMAWM MN0JIS, KOTOPOE OrpaHNYMBaET BPEMS XN3HU Kagpa (Kak, Hanpumep, none "TTL" B
3aronoske IPv4-nakeTa, nnm "Hop Limit" B ¢omukcnposaHHOM 3arosioBke IPv6, T.e. Ha ypoBHe L3). A 370
3Ha4uT, 4TO NnakeT byaeT 6ny)KAaTb MO CETUN BEYHO, TOYHEE 40 TeX Nop, NoKa KOobLO He ByaeT pasopBaHo
(umeeTcs B BUAY hunsmnmyeckoe/agMUHNUCTPATUBHOE OTKJIIOYEHNE NIMHKA, INOO BLIK/IKOYEHME KOMMYTaTOpa).

Oco060 B 3TOM HMYEro CTPALIHOro HEeT, YTO y Hac no ceTu byneT Be4yHo 6ny>xaaTb Napa naketos. OQHAKO CO
BPEMEHEM OAMNH OTMNpPaBJIEHHbIN paHee NakeT, 6eckoHevyHOo 61y>)KAaloWMiA B HALWWEM LUMPOKOBELLATEIbHOM
[OMEHe, Pa3MHOXXUTCS, NJIOC He CTOUT 3abbiBaTb, 4TO BONLLINMHCTBO APYrNX COBPEMEHHLIX MPOTOKOJIOB
NCMOb3YIOT LWMPOKOBeLaTe /bHble coobLieHns anis ceoen paboTel (TOT cambin BUM-Tpadumk). N ecnun B
06bIYHON CUTYaLMKN KOJI-BO LUMPOKOBELLATESIbHbIX MAaKeTOB HEe A0JIXKHO cocTaBnsaTb 6onee 10% oT obuiero
TpadurKa B CETU, TO B fL@HHOM CJly4ae uUx Koa-Bo byaeT o4yeHb HBbICTPO pacTu, BCAEOCTBME YEro YXKe Yyepes
HECKOJIbKO MUHYT CeTb OKa)KeTcsi HepaboTocnocobHon: noTepun Tpadhuka oo 90-100%, oTcyTCcTBMNE
BO3MO>XHOCTW yNpaBJlieHNs CeTeBbIMM YCTPONCTBaMM U T.04.

OnuncaHHag cuTyaumnsa Npu HEKOHTpoanpyemom pocte BUM-Tpadhmka B CeTU Ha3blBaeTCH
LINPOKOBELLLATENIbHbBIN LUTOPM, KOTOPbIN ABMSETCA cnefCTBMEM BO3HUKHOBEHUS KoJleL, 1 neTesb B CeTU.

Ha pucyHke HMXXe rnokasaH npuMep Havyasa WMPOKOBELLATENbHOMO WTopMa. To ecTb, KOMMYyTaTop yBMAEN,
4yTO Kaap coaepxuT dst.mac (MAC-agpec nonyyaTens), 3anMcb 0 KOTOPOM OTCYTCTBYET B ero Tabnuue,
MO3TOMY OH OTMPaBUT Kap BO BCe NOPThl. TO XKe caMoe cAenaloT U Apyrue KoMMyTaTopbl (Tak>xe Kaapsl
6yayT OTNPaBAsATbLCSA U B MOPThI, 3@ KOTOPbIMW HAaX0OATCA KOHEYHbIE YCTPOMCTBa, TaM oHM ByayT
oTbpackiBaTbCs, BeQlb Kaap NpeaHa3HavaeTcs He uM). Mpuyem byneT y)ke ABe KONUU Kaapa, KOTOPbIX CO
BpeMeHeM byaeT cTaHOBUTLCA elle bonblue, BeAb Y HAaC BCe YeTbipe KOMMyTaTopa COegUHEHbI MeXay
cobon n3bbITOYHBIMUN NNHKaMMN, a MexaHn3Ma TTL B Ethernet HeT.
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Puc. 5. MNpumep Havyana WNPOKOBELLaTeIbHOro WropMa

Haxxe ecnn ceTb byneT paboTocnocobHa Kakoe-TO BpeMsi, Mbl MOXXEM CTOJIKHYTbCS C eLle 04HUM
HenpuATHBLIM aBneHnem - MAC Address Flapping (dpnannmHr MAC-agpecoB). CyTb AaHHOIMO MOHATUA B TOM,
4YTO KaZp, KOTOPbIA OTNPaBU Kakor-nnbo nonb3oBaTenb, byaeT 6€CKOHEYHO X0AUTb MO CeTH, n
KoMMyTaTopbl ByayT nlydaTb ero n 3anmceiBatb MAC-agpec otnpasuTens (Source MAC Address) B ceoun
Tabnnubl. OQHAKO Yepes HEKOTOPOE BPeEMS, TOYHO Takomn XXe Kaap byaoeT nonyyeH y>xe Ha Apyrom nopTy
KOMMYyTaTopa, COOTBETCTBEHHO KOMMYTaTOpP U3MEHUT 3anuncb B CBoen Tabauue, monaras, 4To AaHHbIN
oTnpaBuTeslb HAXOANTCHA UMEHHO 3a AaHHbIM NOPTOM (KyAa npuiwien Kaap), XoTa 3To MoxeT bbITb 1 He Tak.
N Tak BypoeT NpopoKaTbCs MOCTOSAHHO: OAUH 1 TOT e MAC-agpec byaeT pukcnpoBaTbCA Ha pa3HbIX
nopTax, 3To 1 Ha3blBaeTcs - paannuHr MAC-afnpecoB. B pesynbTaTe 3TOro fABjieHUs, aHHble,
rnpegHa3Ha4YeHHble KaKOMY-MB0 NoslyvyaTesnto, BMOJIHE MOTyT 1 He OOWTU A0 Hero, Tak Kak Kagp byaeTt

OTrnpaB/ieH B “HernpaBW/ibHbIA” NOPT.
N36exaTb WKMpoKoBeLaTeNbHOrO WTopMa 1 pnannmHra MAC-agpecoB HaM MOMOXKET NMpoTokos STP.

STP (Spanning Tree Protocol) — ceTeBon NpoTOKO (MM CEMENCTBO CEeTEBbIX MPOTOKOJ10B)
npedHa3Ha4YeHHbIN 019 aBTOMATMYeCKOro yaaseHus LNKIIoB (NeTesib KoMMyTaunm) n3 Tonosorum ceTu Ha
KaHaJIbHOM ypoBHe B Ethernet-ceTsx. [epBoHavanbHbIN NPoTOKoN STP onncaH B ctaHgapTe 802.1D. Mo3xe



MOSIBUNOCb HECKOJIbKO HOBbIX MPOTOKONOB (RSTP, MSTP, PVST, PVST+, ...), OT/INYaOWNXCA HEKOTOPbLIMU
ocobeHHOCTAMU B anropuTme paboTbl, B CKOPOCTU, B OTHOWEHUN K VLAN'am 1 psige opyrvux Bonpocos, HO B
LLesIOM peLlalLnx Ty e 3afdady noxoXxumm criocobamm. Bce nx npmHato 0606uweHHO Ha3biBaTb STP-
NPOTOKONaMMU.

STP ncnone3syet anroput™ STA (Spanning Tree Algorithm), pe3ynbTaToM paboTbl KOTOPOro ABASETCA rpad B
BUAe oepeBa (CBA3HbIN 1 6€3 MPoCTbIX LMKIIOB).

ObpaTuMcsa kK onpeneneHunto n3 sukmnenunun: "Mpad — MmateMaTmyeckasa abcTpakums peasibHON CUCTEMbI
nobon npmpoabl, 06bEKTLI KOTOPOW 061afatoT NapHbIMU CBA3AMU. ['pad Kak MaTeMaTU4YeCKUin 06 bEKT eCTb
COBOKYTMHOCTb ABYX MHOXECTB — MHO>X€CTBa CaMUX 061bEKTOB, Ha3blIBAEMOI0 MHOXXECTBOM BEPLUMH, U
MHO>XEeCTBa X MapHbIX CBA3eN, Ha3bIBAEMOIr0 MHOXKECTBOM pébep. D1eMeHT MHOXKeCTBa pébep ecTb Napa
3JIeMeHTOB MHO>XeCTBa BepwunH."

Ecnv nepeBoanTb AOCNOBHO: Spanning tree - oxBaTbiBaloLee, CBA3YyOLWEE NN OCTOBHOE AepPEBO.

CeA3yloLlee Uan oCTOBHOE AepeBo (Kak ero Yalle Ha3biBaloT B MaTeMaTuKe) - 3To noarpadg 6e3 umkos,
colep>Kalluin Bce BEPLUMHbI UCXoOHOro rpaga. Fpybo roBopsi, 0CTOBHOE AEPEBO MOJTYHaeTCA U3 NCXOLHOr0
rpaga yaaseHmeM MakcumasnbHoro Yncna pébep, BXoAALWMNX B LMKJIIbI, HO 6€3 HapylLueHWsa CBA3HOCTU rpada.

To ecTb, BO3BPALLAACh OT MaTEMaTUKN K CETAM, CBA3YIOLLEee NepeBo COAEPXKUT BCE UCXOAHbIe
KOMMYTaATOPbI, HO MNPX 3TOM B HEM HET LIMKJIOB, TO €CTb U36bITOYHbLIX COEAMHEHUNN MexX Oy 3TUMU
KOMMYyTaTopaMu. 3TO eC/In PacCMaTPUBaATb JIOrMYECKYI0 TONoormio. 3 drusnyeckoi Tononaormm
M36bITOYHbIE JINHKW HUKYOA HEe ncyesatoT. [I03TOMY MOXXHO CKa3aTb, YTO (hu3nyeckast Tonosnoruns -
MOJIHOLIEHHbI rpad, a nornyeckas Tononorus, nosyyeHHas B pesynbTaTe paboTel anroputma STP -
noarpad, rae Kaxkablie gBe HoAbl COeANHEHb! TOJIbKO OAHUM MyTeM.

MosToMy, Kak u” 6b1J10 CKa3aHo paHee, OCHOBHasA LeJb STP, BHe 3aBUCUMOCTU OT peannsaunm rnpoTokKoJia -
aBToOMaTuU4eCckKoe ynaJjieHne UnkKios (neTenb KOMMyTaLI,I/IVI) n3 Tononornn cetm Ha KaHaJibHOM YpPOBHe.

CnepBa Mbl pacCMOTPUM NMoapobHo Tpu Buaa (peanunsauum) STP:

® KJslaccuyeckunm STP;
e RSTP (Rapid STP);
e MSTP (Multiple STP).

Tak>xe, BCKOJIb3b YMOMSIHEM NPO CeMencTBO NpornpueTapHbix Cisco NnpoTokonoB PVST n nx B3anmMonoencrene
C MyJIbTUBEHAOPHbIMU STP-NpoTOKONaMU. A 3aTEM PAaCCMOTPUM UX HACTPONKY U paboTy Ha KOMMyTaTopax
SNR.

Ecnuv KTO-TO y>Xe B feTanax 3HaeT U NoHMMaeT paboTy Bcex MPOTOKO/I0B CEMENCTBa spanning-tree, MOXXHO
rnepenTn cpasy K pacCMOTpeHUto rnaBbl: "HacTpolika n paboTta STP Ha kommyTaTopax SNR".

STP (802.1D, Spanning Tree Protocol)

MNMepBOHaYabHbIN (knaccnvyecknn) STP 6bin pa3paboTaH B 1985 roay Panunen MNepnmaH (Radia Joy Perlman -
aMepUKaHCKM NPOrpaMMIUCT U CETEBON MHXXEHEP), 3a YTO OHa B CBOK 04Yepedb nojy4una npossuie «MaTb
NHTepHeTa», Tak Kak NpoTokon STP caenan BO3MOXXHbIM MOSIBJIEHNE MacCOBbIX CETeN C MCNOJIb30BaHUEM
TexHonorum Ethernet, noTtoMy 4To MHaye NCNosb30BaHME KOJbLEBLIX Tornosoru B Ethernet 66110 6bl
HEBO3MOXXHbIM.

Bnepsbie STP 6bi1a1 cTaHgapTm3oBaH IEEE (Institute of Electrical and Electronics Engineers) B 1990 roay B
cTaHpapTe |IEEE 802.1D-1990, KoTOpbIl B CBOIO o4epedb Oblal 3aMeHeH Ha 802.1D-1998 B 1998 roay.
[daHHbIN CTaHJapT OoNuCbiBaeT He TOJIbKO caM STP, B HEM 0MNMUCaHO KakK B MPUHLMME HY>XXHO KOMMYTUPOBaTbh
Tpaduk B Ethernet-ceTsax, n, COOTBETCTBEHHO, Tak)Xe onMcaH NnpoTokon STP.

B 2001 roay BbIWIO JonosiHeEHUE K cTaHgapTy 802.1D - IEEE 802.1t-2001, raoe 6bi1a n3amMeHeHa gJviHa
rnosien gna cosgaHus yHnkanbHoro Bridge ID gna kaxgoro VLAN, 1 nsMmeHeHbl 3Ha4vyeHuns path cost Ha
JIMHKax, HOo 06 3ToM no3gHee.

B 2004 roay kKak 802.1D-1998, Tak 1 802.1t-2001, n onybnnkoBaHHbIN B TOM e 2001 IEEE 802.1w-2001
(ctanpgapT o1 RSTP) 6611 nepeHecersl B IEEE 802.1D-2004 (npuyem opurnHanbHbin STP 6bin1 yoaneH ns
3TOro AoKyMmeHTa n 6bin 3aMeHeH Ha RSTP). Ho 06 3ToM onaTh »Ke no3gHee.

Hanee yrnybnatbeca B cTaHgapThl He 6yaeM, Heo6xoANMMO BbIJI0 MOBEPXHOCTHO PAaCCMOTPETL XPOHOJIOIUIO U
MPUHAANEXHOCTb K CTaHAapTaM, Tak KaK y Tex, KTo Bnepsble pa3bupaeTtcs ¢ STP, MoOXXeT BO3HUKHYTb
Hebosnblwas nyTaHMUa € 3TMM. Ceyac HaM Ba)KHO TO, YTO OpUrnMHanbHbIN STP NPUHATO accoLMMpPOBaTb CO
cTaHgapTom 802.1D, B KOTOPOM OH U 6bI1 U3HAYasIbHO OMNUCaH.


https://ru.wikipedia.org/wiki/%25D0%2593%25D1%2580%25D0%25B0%25D1%2584_(%25D0%25BC%25D0%25B0%25D1%2582%25D0%25B5%25D0%25BC%25D0%25B0%25D1%2582%25D0%25B8%25D0%25BA%25D0%25B0)

MpoTokon STP paboTaeT Ha kaHaNbHOM (L2) ypoBHe. STP no3BonseT genaTb TOMOAOrn0 N3bbITOYHOW Ha
hn3n4eCcKoM ypoBHE, HO NMpPU 3TOM slorm4eckn 610kKnpoBaTb NeT/N. JOCTUraeTCcsa 3TO C MOMOLLbIO TOrO, 4YTO
KOMMyTaTopbl B STP oTnpaBastoT cneunanbHble coobuieHns BPDU 1 obHapy>XunBatloT hakTnYeckyto
TOMNOJIOrUKO CeTn. A 3aTeM, Nocae onpeaeneHns posenn KOMMyTaTOPOB U MOPTOB, YacTb MOPTOB
610KMpyeTCa Tak, 4Tobbl B UTOre noJjlydnnach slormdyeckas Tononorus 6es nertesb.

Kak Mbl y>xe ckasanu, B STP onsa obwerHnsa n obmeHa nHgopmaumen mexny cobom KOMMyTaTopbl
MCNONb3YIOT cneumalbHble NakeThbl, Tak Ha3biBaemble BPDU (Bridge Protocol Data Units).

Cpa3y oTMeTuM 13 onpepnenerHuns "Bridge" (ceTeBon mMocT). Ecnm KopoTko, bridge - ycTpolicTBO, KOTOpOE
HaXo4WUTCS Ha NPOMEXXYTOYHOWM CTaANMN Mexay KOHLEHTPaToOpOoM (OH Xe xab) n kommyTaTopoMm. MNpoTokon
STP pa3pabaTbiBasica eLle BO BpeMeHa, KOra MUCroJjib30BaJInCb ceTeBble MOCThl. Cenyac TakMe yCTPOMCTBa
B COBPEMEHHbIX CETSAX, pa3yMeeTCs, He UCMOJIb3YIOTCSA, Kak 1 Xabbl, noaTomMy nog "bridge" mbl B
OaNibHeNLWeM KOHTeKCTe byaeM MoHMMaTb MMEHHO KOMMYTaTop.

YT10 )Ke KacaeTcs BPDU, To gaHHble coobLeHmnsa MoryT NCnosib30BaThCA HE TOMIbLKO AN NMpoTokosa STP.
CyuiecTBylOT eue, Hanpumep, LLDP BPDU, LACP BPDU n T.4. Mbl xxe B ganbHenwem nog BPDU 6ynem
MOHMMaTb MMEHHO spanning-tree BPDU.

BPDU B STP 6biBatoT ABYX BUOOB: KOH(UrypaumnoHHbie (Configuration BPDU, Tak>Xxe B intepaType MOXKHO
4yacTo BCTpeTuTb onpeneneHue “Hello BPDU"”) n 06 nameHeHun Tononorum - TCN (Topology Change
Notification BPDU).

B knaccn4yeckom STP Configuration BPDU paccbinatoTcsi UME@HHO KOPHEBbLIM KOMMYTaTOpPOM (M1
PEeTPaHCAMPYIOTCA OCTaJIbHbIMU) N UCMOb3YIOTCA A/ MOCTPOEHUSA TOMOJIOMNK, BTOPLIE, KaK MOHATHO U3
Ha3BaHWA, OTCbINAIOTCA B C/ly4ae U3MEHEHUSA TOMOoJIOrnn CeTu.

Configuration BPDU nmeeT cnegytowme nons:

Protocol Identifier (MpeHTnpunkaTop npotokona STP, 2 6anTta): 0x0000;

Protocol Version Identifier (Bepcus npoTokosa STP, 1 6anT): 0 gna STP;

BPDU Type (Tun BPDU, 1 6anT): 0x00 ana Configuration BPDU;

BPDU flags (®narun, 1 6anT): 6ut 0 (Mnagwwnn) gna TC (Topology change), 6uTt 7 (cTapwwun) ana TCA
(Topology Change Acknowledgement), ocTanbHble HE NCMONb3YIOTCS;

Root Identifier (WpeHTudrkaTop KOpHEBOro KoMMyTaTopa, 8 6anT): Root Bridge Priority + Root Bridge
System ID;

Root Path Cost (PaccTtosHue po KopHeBoro kommyTaTopa, 4 6anTa);

Bridge ldentifier (MoeHTudnkaTop KOMMyTaTopa, 8 6anT): Bridge Priority + Bridge System ID;

Port identifier (MpeHTuguKaTOp NopTa, 2 6anTa);

Message Age (Bpems xunsHmn coobuienuns, 2 6anTa);

Max Age (TanmMep - MaKCMMasibHOE BPeMS XU3HU cooblieHuns, 2 banTa);

Hello Time (Tanmep - nHTepBan otnpaBku Hello BPDU, 2 6anTa);

Forward Delay (TanMep - 3agep>XKa CMeHbl COCTOSHUIA, 2 6anTa).

[STP & SNR]
Puc. 6. Npumep namna Configuration BPDU

TCN BPDU cocTonT TONLKO U3 3arojloBKa U MMeeT ciefytowme nons:

Protocol Identifier (MgpeHTndUnKaTop Nnpotokona STP, 2 6anTa): 0x0000.
Protocol Version ldentifier (Bepcua npotokona STP, 1 6anT): 0 gna STP.
BPDU Type (Tun BPDU, 1 6anT): 0x80 ans TCN BPDU.

[STP & SNR]
Puc. 7. Npumep pamna TCN BPDU

Kak Mbl MmOxeM 3amMeTuTb, BPDU coobuweHuna STP nHkancynmpytotcs cnepsa B LLC (Logical Link Control -
802.2). Kak Mbl MOMHMM, 3TO BEPXHUI MNOAYPOBEHb KaHaIbHOro ypoBHa mogenn OSI. LLC ocyuwlecTBnseT
yrnpaBJsieHne nepejadyen AaHHbIX, a Takxke obecrnevymBaeT NPOBEPKY U NPaBUILHOCTb Nepefayu
MHGpOopMaLUM No CoOegUHEHUIO.

3a4yeM 370 6bIN10 CAeNaHo - HEMOHATHO, HO hakKT ocTaeTca pakToM, STP nHkancynnpyetca B LLC, gake ecnm
dopmaT L2-kagpa Ethernet - Ethernet Il, a He 802.3 (no kKpaliHen Mepe Tak HaM 06 3Tom coobLlaeT
Wireshark).

Camu BPDU, kak npasuo, OenaTca Ha TPU YCJI0BHbIE YacTu: 3TO HEKUI 3arosioBok BPDU, Priority Vector u



Tanmepsbl STP.

3aronoBok BPDU 3aHuMMaeT 5 6anT n coaep>XnT Takme nons Kak Protocol Identifier, Protocol Version
Identifier, BPDU Type v BPDU Flags.

Priority vector 3aHnmaeT 22 6ainnTta n coctouT n3s Root Identifier, Root Path Cost, Bridge Identifier, Port
Identifier (nepenatoLeln CTOPOHbI), 1 elle Npu Nosy4yeHun MoryT gobaensaTecs 2 6anTta Port Identifier
(MpyHUMalOLLLEN CTOPOHbI), HO B COBPEMEHHbIX CETAX 3TOT MapaMeTp He UCMOJIb3YeTCs, Tak Kak
rnpeaHasHa4vyeH N5 pa3peLleHnss He0AHO3HaYHOCTU B CJlyYae nNpuMeHeHns xaboB 1, COOTBETCTBEHHO, Npu
noslyAynJjieKCHOM pexxume paboTbl Ha KakoM-NMbo KOMMYTUpYIOLEM UHTepdence.

MoppobHo Priority Vector Mbl paccmaTpuBaTb He ByaeM, CKa)KeM JInllb, YTO BEKTOP NpuopuTeTa - 3TO
COBOKYMHOCTb HEKON MHPOPMaLMN, KOTOPO 0OMEHMBAOTCS KOMMYTaTOpPb! A5 OnpeneneHns ak TUBHbIX
MapLIpyTOB U BblYUCAEHUS Tonosioruun. Priority vector no3ssonsieT onpenenaTb, kakas BPDU nyywe
(superior), a Kakas xy>e (inferior). OnpenensieTcs 310 no 22 6anTam COAEPXNMOTO.

Mbl 4n5 NPOCTOTHI, Kak 1 BCe oCTalibHble, Byaem cpaBHMBaTbL BPDU He No 3Ha4YeHUt0 BEKTOpa NpuUopuTeTa, a
no oTAEeNbHbLIM MOSIAM, KOTOpble BXoAAT B Hero: Root Identifier, Root Path Cost, Bridge Identifier, Port
Identifier. Kak 3T0 NnponcxoauT, Mbl y3HaeM HEMHOIO No3aHee.

N nocnenHsas 4yactb BPDU - TaliMepsbl, 3aHMMaloT 8 6anT, UCNONb3YIOTCS HENOCpeaAcTBeHHOo npu paboTte STP,
npu CXoAMMOCTMK CeTU U T.A4.

Bce koMMyTaTOpbl (MO YMOYaHMIO Ka)Kable 2 ceKyHAbl) oTrpasasatoT BPDU co Bcex paboTaroLwmx NopToB Ha
MYNbTUKaCTOBbIN Ethernet-agpec 01-80-C2-00-00-00 (B cnyyvae 06bI4HOro MyibTUBEHAOPHOro STP) nnn,
Hanpumep, Ha 01-00-0C-CC-CC-CD (B cny4ae nponpueTtapHoro Cisco PVST), KOTopbiA NpOoCayLUMBaAlOT BCe
KOMMYTaTOpPbI, Ha KOTOPbIX BK/OYEH 1 3anyweH STP. Ecin Ha kommyTaTop npuxoant Hello BPDU, 10O oH
MOHMMAET, 4TO 3a 3TUM MOPTOM TakKXe HaX0AUTCS KOMMYTaTop, @ HE KaKoe-TO KOHEYHOe YCTPONCTBO MW
MapLpyTu3aTop u T.4.

Ons Toro 4tobbl onpenennTb Kakme nopTbl 366J'IOKI/IpOBaTb, a Kakune 6yﬂ,yT nepenasaTb aHHbIE,
BbIMOJIHAETCA aJiIrOPUTM STA, 1 COCTOUT OH U3 cneaywwnmx nocnengoBaTeslbHbIX WWaros:

Beibop kopHeBoro kommyTaTopa (Root Bridge).
OnpepeneHne KopHeBbix NMopToB (Root Port).
OnpepeneHne Ha3sHa4veHHbIX NopToB (Designated Port).
Bnoknposka ocTtaBwmxcs noptoB (Non-Designated Port).

PWwnNH

BbiOop kopHeBoro kommyrtatopa (Root Bridge)

NTak, cHavyana BbibMpaeTCs, Tak Ha3blBaeMbIN, KOpHeBon MocT/koMMmyTaTop (Root Bridge). Root Bridge - 310
YCTPONCTBO (KOMMYTaTOpP), KOTOPbIN STP cYnTaeT ueHTpasIbHOM TOYKON OJ1 BCEX KOMMYTATOPOB B CETH,
BCe fepeBo STP cxoanTcsa K HEMY (MO3TOMY OH 1 Ha3biBaeTCA KOpHeM - root). Root Bridge 6yaeTt oTBevaTb
3a nepecbuiKy Tpadurka B CeTu.

Bbibop KOpHEBOro MOCTa OCHOBAH Ha TakKOM MOHATUN KakK naeHTugmnkaTop kommyTtaTopa (Bridge ID nnn
coKkpaulleHHo BID), koTopbin, HanoMHto, nepepaetca B Configuration BPDU.

Bridge ID - 310 yncno ganHonm 8 6anT (64 6uTta), KOTOPOE NO YMOJIYaAHNIO B CBOEM KJTACCUYECKOM BapuaHTe
COCTOMT 13 AByx nosnen: Bridge Priority (2 6aiTa uan 16 6mut) n MAC-agpeca yctponcTsa (6 6anT nnn 48
onT):

[STP & SNR]
Puc. 8. ®opmaT Knaccmyeckoro Bridge ID

Mo ymonyaHuio Bridge Priority (nprnoputeT) paBeH 32768 Ha Bcex KOMMyTaTopax U MOXKeT NpuHUMaTb
3HaveHus ot 0 po 65535 (27°16).

OfHako, Kak Mbl MOMHUM, STP pa3pabaTbiBasica eLle B JaJieKue BpeEMeHa, Korga gu3aliH CeTen He
noapasyMmeBan ncnosb3oBaHne VLAN, COOTBETCTBEHHO, CTPOUIOCH OAHO obLiee fepeBo OJ18 BCEX
KOMMYyTaTopoB. [1o3ToMy no3gHee cHa4vana Cisco B cBoeM nponpuetapHoM PVST npoTokone, a 3ateM u IEEE
B CTaHAapTe 802.1t-2001 (koTopbIN, CKOpee, ABNANCA fononHeHnem kK 802.1D-1998, a 3aTem gobaBneH B
802.1D-2004) nepeocCMbICANAN 3TOT MOMEHT 1 nepepaboTanm opmaT Bridge ID (Npn 3TOM CoXpaHuB
COBMECTUMOCTb C Kilaccnyecknum STP), n B pesynbTaTe, B YACAE NpPoYero (Mbl 4yTb MO3)Ke pacCMOTPUM, YTO
ele nomeHsanocb B 802.1t) nossBMNOCL Takoe noHATUe Kak “Extended System ID”, u nosiBunach
BO3MOXXHOCTb A06aBnATbL ero B Bridge Priority.

Mostomy popmaT Bridge ID B Bepcuax STP, koTopble nogaep>xusatoT paboTy ¢ VLAN, cTan BbIrnageTb



cnenytowmm obpasom:
[STP & SNR]

Puc. 9a. dopmaT obHoBNeHHOro Bridge ID n3 802.1t

Nnwn ecnn noapobHee, To Bridge Priority cTan BbirnageTb Tak:
[STP & SNR]

Puc. 9b. ®opmaT obHoBNEHHOro Bridge ID n3 802.1t

CeTeBble NHXXEHEepPbI NogyMasnun, YTo OTAaBaTb Ha MPUOPUTET KOMMyTaTopa 16 6UT - CIMWKOM MHOro. 3TO,
Mo CyTu, MO3BOJIUT aAMUHUCTPATOPY pacnpesennTtb 65536 noTeHunanbHbIX ROOt KOMMYTaTOpPOB, HO Takoe
KOJINYECTBO B CETAX ABHO ByAeT U3NWHNM, No3ToMy Ha Bridge Priority octaBunn 4 6uta, a ocTanbHble 12
6uT octaBmam gna Extended System ID (VLAN ID nnun mst instance B cny4yae MSTP).

MoHaTHO, no4yeMy 12 6uT BbigeneHo nof Extended System ID - noToOMy 4TO MakCMMasibHO BO3MOXKHOE
KonunyecTso VLAN - 4096 (212).

OcTaBwmecsa 4 6uta 6ol ocTaBneHbl Ans Bridge Priority, KoTopbln Tenepb MOr NPUHUMaTbL 3Ha4YeHns oT 0
00 61440, npuy4eM TosIbKO KpaTHble 4096 (T.K. B onpefeneHun npuopuTeTa oCTajaucCb UrpaTb Posib TOJIbKO
rnepsble 3Havawme 4 6mMTa, 4YTO HarNA4HO BUOHO U3 PUCYHKA BbiLLe).

OTKyna nony4mnacs Takon amanasoH? Bridge ID Boiducnsetca no gopmyne: “4096*N + Homep VLAN/mst

instance”, roe N - MHOXUTENb, KOTOPbI MOXKeT MPUHUMaTb 3HaYeHns oT 0 go 15 (24 = 16, T.k. ocTanoch 4
6uTa nop none NpuopuTeTa), U NO YMOJSIHaHUIO OH paBeH 8 (To ecTb 3HayvyeHne Bridge Priority Bce Takxxe no
yMon4aHuio 32768), noToMy 4To cTapwumin 6uT B Bridge Priority npuHumaeT 3HavyeHue egmnHumubl (1000, =

810)-

970 1 06BACHSAET TO, NoYeMy 3HavyeHus Bridge Priority nos>kHbl 6bITb KpaTHbI 4096 - N0 3HaYEHUIO
mnaglwero 6uta B Priority, To eCTb MOryT NpuHMMaTh 3HavYeHus: 0, 4096, 8192, 12288, 16384, 20480,
24576, 28672, 32768, 36864, 40960, 45056, 49152, 53248, 57344, 61440 (To ecTb 16 BO3MOXHbIX
3HAYeHUN, Kak pa3 Ha 4 6uTa).

BmecTe obHoBNeHHbIN Bridge Priority n Extended System ID n o6bpa3ytoT HoBbI Bridge Priority B BID. B
npumepe Bbille Ha KapTuHKe npuoputeT bbl Obi paBeH 32768 + 1 = 32769 (priority + vlanid).

OnHako, none Extended System ID Ha CeroAHAWHWA AeHb UCNOJIb3YeTCS NPENMYLLLECTBEHHO TOJIbKO Y
Cisco. KctaTu, nobaBneHune gaHHoro napameTtpa B CisCO MOXXHO BOOOLLE OTK/OYNTb Ha HEKOTOPbIX
nnaTgopmMax: ‘no spanning-tree extended system-id’. To eCcTb 3TOT NapamMeTp, Mo CyTWU, Heobs3aTENbHbLIN 1~
M3Ha4anbHO 6bin BBeAEeH nckntodmTensHo ansa Cisco PVST anga yveta VLAN.

K cnoBy, B Cisco cHa4yana nossunacs npotokos PVST (Per-VLAN Spanning Tree) - nponpueTapHbI MPOTOKON
Cisco, koTopbIn ansa kaxaoro VLAN cTpouT oTaenbHoe aepeBo (Ha CisCo HeT Kak TaKoBOro K/acCn4yeckoro
spanning-tree, Tonbko cBos Bapuaums). OgHako PVST ncnonb3oBas MHKaNcynsaumio Tosbko B ISL trunk. ISL
(Inter-Switch Link) - 3To onaTb ke nponpueTapHbI Cisco NPOTOKOA, co3aaH Ao noasneHus dotlq (Mano roe
ncnonb3yeTcs, gaxke Ha camux Cisco). NMoaTomy nosaHee koMnaHumsa Cisco paspaboTana ynyduweHne ons
PVST - npoTokon PVST+, KOTOPbLIN NO3BOAAET MHKaNCYMPOBaTbh KaApbl C NOMoLLbIO cTaHaapTa IEEE
802.1Q. Mo ymon4aHumio Ha Bcex kommyTaTopax Cisco paboTaeT PVST+. 3Ta nHpopMaLmns MOXXET
NPUroaAnTbLCA HaM, Korgda bynem paccMaTpmBaTb B3aMMOAENCTBUE MYJIbTUBEHAOPHbLIX MPOTOKOJIOB
spanning-tree c cemencTBoM nponpueTapHoro PVST.

OLHaKo Mbl HEMHOIO oTBJsIeKANCH, B STP/RSTP Mbl He BCTpeTnM pnobasneHne HoMmepa VLAN B paclUMpeHHOM
Bridge Priority, Tak Kak 3TO pea/ZiM30BaHO TOJIbKO B Tex Bepcusax STP, KoTopble noaaep>xmBatoT paboTy ¢
pa3HbiMn VLAN (y Hac gnsa pabotbl ¢ VLAN 6ygeT MSTP, HO 0 HeM no3gHee), N0O3TOMY AaHHbIA MapaMeTp
NCMoJIb3yeTCsH B OCHOBHOM TOJIbKO B MPOTOKOJIax, KoTopble yMmeloT paboTaTb ¢ VLAN, a B 06bI4HbIX BEpCUAX
STP/RSTP, napameTp Extended System ID Bcerga, Kak npasusio, NpUHUMaeT HyJIeBOe 3Ha4YeHMe: Ja)ke ecan
1UCcnonb3yeTcsa pacwmpeHHbin hopmaT Bridge Priority n kagp nHkancynmpyetcsa B 802.1Q, To B amne Mbl
BCe paBHO yBMAMM 4TO-TO Bpoge: “Bridge System ID Extension: 0”. MHOrMe BeHOOpPbI, HECMOTPSA Ha TO, 4TO
HoBbIN popMaT Bridge Priority 6b1n1 na>ke ctaHpgapTusnpoaH IEEE, ncnonesytoT 4 6uta nog Bridge Priority
(To ecTb ncnonb3ytoT Priority kpaTHble 4096) n octanatoT 12 6uTt nog VID, Ho He aob6aBnsalOT ero K
3Ha4veHuto Bridge Priority.

370 6bI10 3aTPOHYTO, ONATL XKe, AJ18 TOro, 4Tobbl y YnTaTeNsd, KOTOPbIA TOJIbKO HAa4YMHAET CBOE 3HAKOMCTBO
c STP, yBnpesLuero B MIHTepHeTe Takue CywHOCTU Kak Extended System ID nnu npuopmnTeT NO yMONYaHUIO
32769 BMecTO 32768, He BO3HUMK CTYMOP: YTO 3TO 1 NOYeMYy Tak, MoOYeMy rae-To No ymoadaHuio priority
32768 6e3 pobasneHusa VLAN, a roe-to ewe n VLAN noyemy-To nobasnseTrcs.

BepHemcs K HaweMy obbivHOMY Bridge ID (ganee aong npoctoThl byaeM paccMaTpuBaTb CTaHAapTHLIN BID,



6e3 pacwmpeHnuns onsa VLAN) n sbibopam KOpHEBOro KOMMyTaTopa.

Ha puncyHke Hu>Xe nokasaH npumMmep, Kak BID BeirnaavT B pamne:
[STP & SNR]

Puc. 10. MNMpumep BID B BPDU

CHa4vana cBepsieTcsa Tosbko Bridge Priority. NobexxgaeT n CTaHOBUTCS KOPHEBLIM TOT KOMMYTATOP, Y
KoToporo Bridge Priority meHblie (Hanpumep, 4096 BbiurpbiBaeT y 32768). Ecnm npnopnTeT OANHAKOBbLIN, TO
y>e cpaBHuBatotcsa MAC-agpeca (Bridge System ID), n cHoBa: y koro MAC-agpec MeHblle, TOT U CTaHOBUTCSA
KOpHEBbIM. 10 YMONYaHNIO, Y KOMMYTaTOPOB NpuopuTeT BCcerga 32768, N0O3TOMY B HEKOTOPbIX NCTOYHUKAX
1 NuwyT, 410 BID BbibMpaeTca nmeHHo no MAC-agpecy KOMMyTaTopa, HO 3TO He COBCEM BepHO. To, 4TO
nMmeHHo MAC-agpec AABnaeTcs kato4eBbiM hakTopoM npu Beibope Root Bridge, nponcxognT To/IbLKO ecnn
NMPUOPUTET Y KOMMYTaTOPOB OAVNHAKOBbLIN (4TO 1 ObiBaeT B 60/IbLUNHCTBE C/ly4aeB, €C/IN HE MEHATb
BPYYHYIO HaCTPOMKM MPUoOpuUTETA).

B Havane BLIOBOPOB KaXKAbll KOMMYyTaTOp cHMTaeT cebs KOPHEBLIM, O YEM U 3aABAAET BCEM OCTaJIbHbIM C
rnomMoulbio BPDU, B KOTOPOM npefcTaBnseT cBon naeHtTugukatop BID kak ID KopHeBOro kKommyTaTopa -
Root Bridge ID. B 3Tom »xe BPDU KaXabln KoMMyTaTop nepefaet ceon BID u yka3sbiBaeT, 4To Root Path Cost
= 0, MOTOMY 4TO cHUTaeT cebs KOPHEBLIM.

To ecTb NOCne BKAOYEHNA ceTn abCoNOTHO BCe KOMMYTaToOpbl HABOAHAOT ceTb cBoumMmM Configuration
BPDU, roe Bridge ID = Root Bridge ID, n oTnpaBnstoTcs 3T BPDU BoobLe co Bcex NMopToB, BeAb Ha Root
KOMMYyTaTopax BCe nopThbl ABnsA0TCA Designated, a Configuration BPDU oTnpaBnaloTCs UMEHHO Yepes
Designated-nopThl.

[STP & SNRI]
Puc. 11. Havano Beibopos Root Bridge

Ecnn kommyTaTop nony4vaeTt BPDU, raoe Bridge ID 6onblie, 4em y Hero, To KommyTtaTop oTbpacbiBaeT 3TOT
BPDU 1 nponos>xaeT c4MTaTb KOPHEBbLIM MMeHHO cebs. Ecnin kommyTaTop noaydvaet BPDU oT kommyTaTopa
C MeHblwmnM Bridge ID (Superior BPDU), To OH nepecTaeT aHOHCUPOBaTb UH(POPMALMIO O TOM, 4TO OH
KOpHeBOW N Ha4yMHaeT nepepasaTb BPDU KomMyTaTopa € MeHbLKM Bridge ID, yka3biBas csoi BID, HOBbIN
Root Bridge ID n HoBbih Root Path Cost no 3Toro Root Bridge. 1 Tak KOMMyTaTopbl NpOAO/IKaloT
obmeHunBaTbcst BPDU, noka He pelwaT eauHOraacHo, KTo ke byaeTt Root koMmyTaTopoM.

B uTore, KOpHEBbIM OKa3blBaeTCA TOT KOMMyTaTop, Yen Bridge ID MeHbLUe BCEX.

Mo>xeT bbITb Takoe, 4TO NPX OANHAKOBbLIX MpUopUTETax (HanpuMmep, Be3ae HaCcTPOeH NPUOPUTET Mo
YyMOJ4aHUIO - 32768) KOPHEBBLIM KOMMYTaTOPOM MOXET 6bITb BbibpaH cCaMbll CTapbIin K
HENpPoOn3BOANTENbHbLIN KOMMYTATOpP, U TOr4a BeCb Tpadmk NONOET Yepes Hero, YTo MOXXET NMPUBECTU K
onpepneneHHolM npobnemam B paboTte ceTu. Mo3ToMy nyyule HasHavYaTb NPUOPUTETHI Ha YCTPONCTBAX

BPYYHY!O.

B STP nocne Bbibopa Root KoOMMyTaTopa, TO/IbKO OH NPOAOJ/IKAET pacchilaTb MysbTukactom Configuration
BPDU kaxable 2 cekyHAabl. Ha Root Bridge Bce nopThl aBnstoTca Designated, n HaxooaTcs oHM BCcerga B
cocTosHum Forwarding. pyrve kommyTaTopbl 6yayT nepeHanpaensaTe BPDU oT KopHEBOro KoMmMyTaTopa,
HO CaMW OHUW UX NepecTaloT reHepupoBaTb NOC/e CXOAMMOCTN CeTH.

Kak y>xe 6bino cka3zaHo paHee, Configuration BPDU oTnpasnstoTca ToNbKo Yepe3 Designated nopThi.
KoMmmyTaTopbl He nepeHanpasnatioT BPDU oT KopHeBoro kommyTtaTopa Yepes csou Root nunmn Non-Designated
MOPTbI: C KOPHEBbLIX MOPTOB HE OTMPaBAATCS, MOTOMY YTO HET CMbIC/Ja oTNpaBnasaTe BPDU obpaTHoO
KOMMYTaTOpY, KOTOPLIN ero n creHepuposal, a ¢ Non-Designated He oTnpaBaAOTCA, MOTOMY 4YTO Takue
MopTbl HaxoO4AaTCA B cocToaHuM Blocking, a mpu Takom COCTOSIHUM MoOpTa KOMMyTaTop He oTnpasnseT BPDU
C Hero, a TOJIbKO NpuUHMUMaeT, HOo 06 3ToM no3aHee.

Ponun noptos B STP:

1. Root Port (KopHeBOM NOPT KOMMyTaTopa) - MOPT AN4 Nepefayvn Tpadhuka KOPHEBOMY KOMMYTaToOpy.
Ka>kabll “HEKOPHEBON"” KOMMYTaTOpP UMEET TOJIbKO OAVNH KOPHEBOW MOpPT, BbiBpaHHbIN 13
coobpa)keHnn MUHUMaNbLHON CTOMMOCTU MYTW.

2. Designated Port (Ha3Ha4YeHHbIN NOPT CErMeHTAa) - “HEKOPHEBON” NOPT KOMMyTaTopa Mexay
CerMeHTamMm ceTu, MPUHNMaKLWMN TpadurK N3 COOTBETCTBYIOLWEro cermeHTa. Ha “HekopHeBOM”
KoMMyTaTope MoxXeT bbITb MHOXXecTBO Designated nopToB, a BOT B Ka)KA0OM cermeHTe ceTu Designated
rnopT BCeraa oAvH.

3. Non-Designated Port (“HeHa3Ha4YeHHbIA" NOPT CerMeHTa) - NOpPT, HE ABJIAIOWMNNCA KOPHEBLIM, UK
Ha3Ha4YeHHbIM. [Nepefadva AaHHbIX Yepes Takou MopT 3anpeLleHa.



OnpepeneHne KopHesBbix noptoB (Root Port)

Mocne Toro, kak B ceTn 6bla1 onpeneneH KOMMyTaTop C posibio Root Bridge, Ka)Kabl N3 0CTasIbHbIX
KOMMYTaTOpPOB A0JIKEH HAaWTU OANH N TOJIbKO OAWH MOPT, KOTOPbIN OyaeT BeCTU K KOPHEBOMY
KOMMYyTaTopy. Takol MopT Ha3biBaeTCA KopHeBbIM NopToM (Root Port). OH npenocTaBnsieT eANHCTBEHHbLIN
nyTb 018 AaHHOrO KOMMyTaTopa K KOPHEBOMY.

KopHeBon nopT BbibupaeTca No cneayrowmm KpUTepusam (MNn, Kak X Ha3blBatloT B aHI10513bI4HOM
nutepaType - tiebreaker; npu coBnageHnn NepBoro KpUTepus, BbIBOP NPONCXOANT MO chenyrowemMy 1 T.4.):

HanmeHbwero Root Path Cost (lowest root cost).
HanmeHbwero Bridge ID cocepna (lowest neighbor bridge ID).
Hanmenbwero Port ID cocepa (lowest neighbor port ID).
HaunmeHbwero nokanbHoro Port ID (lowest local port ID).

Root Path Cost (RPC) - 310 06Lwiee 3Ha4YeHne CTOMMOCTN BCEX JINHKOB A0 KOPHEBOIr0O KOMMyTaTopa. JTa
CTOMMOCTb OnpenenseTcs CyMMON CTOMMOCTEN BCEX JINHKOB, KOTOPLIE HY>KHO MPONTK Kaapy, 4Tobbl JONTW
[0 KopHeBOro kommyTtaTopa (lowest root cost). B cBoto o4epefib, CTOMMOCTb JIMHKA ONpenenseTcs NnpocTo —
Mo ero NPOMNyCKHOM CNOCOBHOCTU (4EM BbIlE CKOPOCTb, TEM MEHbLUE CTOUMOCTb).

MpouncxoanT Boi6op Root Port cnepytowimm obpasom:

e KopHeBon KoMMyTaTop nockinaeT BPDU ¢ nonem Root Path Cost, paBHbIM HYJ1O (HOMb, NMOTOMY 4YTO OH U
TaK KOPHEBOW KOMMYTaTOp, EMY He HY)XKHO HUKyAa JobunpaTbCH, KakK M HanpsaMyto NOAKIIOYEHHbIM K
HeMy KOMMyTaTopaM, Beb Y HUX y>XKe eCTb NpsaMoe nogkiodeHne K Root Bridge).

e Banm>Xxanwmnin KOMMyTaToOp CMOTPUT Ha CKOPOCTb CBOEro nopTa, kyaa BPDU npuwen, n gobasnsaeTt
CTOMMOCTb corsiacHo Tabnnue (ecnm 6bITb TOYHEE, KOMMYTATOpP CMOTPUT HE Ha CKOPOCTb MopTa -
speed, a MMEHHO Ha NPOoNyCKHY crnocobHocThb - bandwidth. MponyckHasa cnocobHOCTL NO yMONYaHMIO
paBHa CKOPOCTW Ha MHTepgence, HO MOXXET BbITb N3MeHeHa NPy HEOB6XOANUMOCTK OTAENLHO).

Tabnuvua 1. PekomeHpyeMasa cTouMocTb nopta B STP (13 802.1D-1998) B 3aBMCMMOCTH OT
NPONyCKHOM CNocoBHOCTH

MponyckHasa cnocobHOCTb PekomeHayemast CTOUMMOCTb

4 Mbps 250
10 Mbps 100
16 Mbps 62
100 Mbps 19
1 Gbps 4

2 Gbps 3
10 Gbps 2

Ewle pa3 xo4eTca NoAYepPKHYTh, YTO 3TO MMEHHO PEKOMeHAYyeMble 3Ha4YeHUS CTOMMOCTM JIMHKOB COrJlacHO
CTaHZapTa, HO HaCcTpanBaTb COSt MOXKHO U MO CBOEMY YCMOTPEHUIO.

B ctaHpapTe 802.1t-2001 pekoMeHAOBaHHbIEe 3HAYEHNS CTOMMOCTN OblNN N3MeHeHbI (NMo3aHee Bbin
nepemelyeHbl BMecTe ¢ RSTP B IEEE 802.1D-2004):

[STP & SNR]

Puc. 12. Boigepxka 13 ctaHgapTa IEEE 802.1t-2001



CtoumocTb noptoB B 802.1D 6bina B 16-6uTHOM popmaTe. MNpuyem B CTaHAApPTE yKa3blBanoCh, HTO MMEHHO
CTOMMOCTb path cost orpaHnymBanack 16 6utamm, a BOT CTOMMOCTb A0 Root - yxe 32 6uTa, NOTOMY 4TO B
BPDU nop Heé 6bl10 BblAE/IEHO Cpa3y UMEHHO CTOJIbKO. DTO HECOOTBETCTBME 6bI0 peweHo B 802.1t -
Tenepb Ntobon path cost umen 32-6uTHbIN hopmaT. PekoMmeHayeMmoe 3HadyeHue cost B 802.t monyyaeTcs
nyTem penennsa 20 000 000 000 bit/s Ha NnponyckHyto cnocobHocTb NnHKa B kbit/s (nmbo npocto 20 Thit/s Ha
MPONYCKHY0 CrMOoCcObHOCTb NIMHKaA).

Momumo npoyero, B 802.1t, Kak Mbl y>XXe 3HaeM, nameHuncs dopmat BID, 6bin gobaeneH Edge Tnn nopTta u
T.O.

Ho Mbl 0NATb OTBNEK/INCL (K TOMY »X€ BCE 3TO Mbl MOCMOTpPUM, Koraa byaem pa3bupaTtb RSTP), BepHeMcs K
npoueccy Bbibopa Root nopToB B knaccu4yeckom STP:

e KoMMmyTaTOp yKa3biBaeT HOBOe 3HavyeHue RPC nepep otnpaskon BPDU cBouM coceasaMm: 3TO 3Ha4YeHume
COCTOMT U3 CTOMMOCTM NOpPTa, C KOTOPOro MoXKHO fobpaTbcsa o Root Bridge, To ecTb KyAa npuviien
BPDU oT aToro camoro Root koMmmyTaTopa 1 13 3Ha4yeHust RPC, koTopoe 6b1s10 yKa3saHo B MoJly4YeHHOM
BPDU.

e [lanee 3TOT KOMMYyTaTop, nony4mswmnm BPDU ¢ RPC 0, nocbinaeT gaaHHbin BPDU HuxecToAWMM
KOMMYyTaTopaM, HO y>Xe C HOBbIM 3Ha4YyeHueM Root Path Cost B 3aBUCMMOCTN OT NPOMNYCKHON
CnocobHOCTN NHTepgenca, KOTOPbIA Yy HEFO CMOTPUT B CTOPOHY KOPHEBOIro (Ha KOTOPOM MOJyYuM
BPDU), n nanee no Lerno4yke BHU3.

[STP & SNR]
Puc. 13a. Bbibop Root Port Ha ocHoBe lowest root cost

Ha pucyHke Bbille BUAHO, 4TO KOMMyTaTOpbl CO0bLWAloT cBOMM cocensaMm, KTo asnseTcs Root Bridge, w
CKoJIbKO ByaeT cTomTb AobpaTbCsa A0 HEero Yyepes HuX. [py 3TOM OHM NPOCTO NPMBaBNAIOT CTOMMOCTb
CBOEro nHTepgenca, Ha KoTopom nonyyatoT BPDU, n nepenatoT ero ganbwe. M ecnm gna Kakux-to
KOMMyTaTopoB BbiI6Op KopHeBoro nopta byneTt odyeBnaeH, Hanpumep, Ans SW2 kopHeBbIM iBHO ByneTt
Gil/0/1, noTomy 4To TaM cost 0, B TO BpeMs kak Ha Gil/0/3 OH BUAUT, 4TO €My aHOHCUPYIOT CTOMMOCTb A0
Root Bridge - 8, 3Ha4MT fobpaTbCsa 00 KOPHEBOr0o KOMMyTaTop ByaeT ctouTb 12 (8 + cTOMMOCTb MOpTa, Ha
KoTopoM nony4veH BPDU). 4 (0 + cToMmMOCTb NopTa, Ha KoTopoM 6bi1 nosydyeH BPDU) B flaHHOM KOHTEKCTe
ABHO NyyLle (T.K. CTOUT MeHbLle), 4eM 12. To )Ke camoe 1 ¢ KoMmyTaTopoMm SW3. A BOT A5 APYrux
KoMMyTaTopoB Bbibop no RPC 6yneT HeBo3MoXXeH. Hanpumep, SW4 B faHHOM KOHTEKCTe, noJjiydyaeT
OAVHaKOBble 3Ha4eHns ctommocTun Ao Root Bridge, n kak Torna emy BoibpaTh, Kakol NopT genatb
KOPHEBbLIM?

MocMOTpUM, Kak onpeaesnnancb KOpHeEBble NOPThI:
[STP & SNR]
Puc. 13b. Bbibop Root Port Ha ocHoBe lowest root cost

Kak Bugmnm, Ha SW2 n SW3 KopHeBble NopTbl YAas10Ckb BbibpaTb 6e3 npobnem no HaummeHblweMy RPC, a BOoT
Ha SW4 Ha Bcex nopTax, € KoTopbix npuxonsaTt BPDU - path cost oguHakoBbIn. YTO Ke aenaTb B TaKOM
cny4vae?

Ecnv cToMMOCTb IMHKOB [0 KOPHEBOIrO KOMMYTaTopa CoBMNafaeT, TO B X0 BCTyNaeT crefyowmii
tiebreaker, n Bbibop KopHeBOro NopTa NPONCXOAUNT Ha OCHOBE MeHbLUero Bridge ID cocepa-kommyTaTopa
(lowest neighbor bridge ID).

To ecTb, ecnin RPC Ha 0AHOM KOMMYyTaTOpe OANHAKOBbIN AJ15 pa3HbIX MOPTOB, TO KOPHEBbLIM MOPTOM CTaHeT
nopT, K KOTOPOMY MOAKJIl0YeH cocef, C HanMeHbLKM Bridge ID.

[STP & SNR]
Puc. 14. Buibop Root Port Ha ocHoBe lowest neighbor bridge ID (npu oanHakosom RPC)

Ecnn v Bridge ID KOMMYTaTOpPOB 4O KOPHEBOIrO KOMMYyTaTopa coBnagaeT (HanpuMmep, B Cay4vae, Korga
MeXxnay OBYMs KOMMyTaTopamu gBa u 6onee nmMHKa), To Torga KopHeBown nopT BbibupaeTcsa Ha OCHoBe
MeHbLiero Port ID cocepna (lowest neighbor port ID).

Ha L2-kommyTaTope npu paboTatowemM STP y KaXxaoro nopTa CBOW YHUKaIbHbIN HOMeEp (MaeHTUgnKaTop
Port ID). Port ID, HanpumMmep, 0x8019 (hex) = 128.25 (dec), roe 128 - default port priority, a 25 - ifindex
rnopTa, KOTOpPbLIN onpeaensaeTca Ha KommyTaTope. MNMpuyem, Port ID, Kak 1 B cnyyae ¢ Bridge ID, cmoTpuTCs
Ha APYrOM KOHLLe JINHKa (TO eCcTb He Ha JI0OKaJIbHOM KOMMYyTaTope, a Ha cocefe-KoOMMyTaTope, OTKyAda
rnosiydaeM Kagpbl Ha Hall JIOKaJIbHbIN KOMMYTaTOp, Fae n npouncxognt Beibop Root port).

[STP & SNR]



Puc. 15. Beibop Root Port Ha ocHoBe lowest neighbor port ID (npn oanHakosom RPC n BID)

Ho 4To ecnim n Ha 3TOT pa3 y Hac He NOoJIyYnsIoCh BbisiIBUTb nobepnTens? HanpumMep, Ha HaweM JIOKaJIbHOM
KOMMYyTaTope ecTb [Ba NopTa, KOTopble NoAK/YaloTCsa B Xab, IMHKN OT KOTOPOro B CBOK ovyepenb NAyT B
CTOPOHY APYroro KoMMyTaTopa. Toraa y Hac 6yneT oanHakoBbir neighbor port ID Ha ToKanbHOM
KOMMYyTaTope, COOTBETCTBEHHO HY>X€eH elle oauH tiebreaker onsa Bbibopa KopHeBOro nopTa.

MosTomy nocneaHnn Kputepuin npun Boibope - lowest local port ID, 310 NopT ¢ HauMmeHbWw MM ID Ha Hawem
JlIoKaJIbHOM KOMMYyTaTope.

[STP & SNR]
Puc. 16. Boibop Root Port Ha ocHoBe lowest local port ID (npu oanHakosom RPC, BID, neighbor port ID)

OLHaKO B COBPEMEHHbIX CeTAX BbI6OP Mo TaKOMY KPUTEPUIO MasioBEepPOoATEH, T.K. Xabbl cenvyac NpakTU4ecku
HUr e He NCMOJIb3YOTCSl, HO BCE PABHO He CTOUT 3abbiBaTb 06 3TOM.

Y710 Ba)KHO 3aMOMHUTb:

Root Port HaxoauTcsa Bcerga B coctosaHum Forwarding.
Ha nuHke HanpoTuB Root-rnopTa (T.e. Ha KoMMyTaTope cocene) BCEIOA ponxeH 6biTb Designated-
MopT, MOTOMY 4YTO NYTb 40 KOPHEBOr0 KOMMyTaTopa He MoXXeT bbITb 3ab710KMpoOBaH.

e B cermeHTe Bcerga posmkeH 6biTb Designated-nopT, 4Tobbl NpMHMMaTb Tpadurk, HO HaobopoT -
Heobs3aTenbHO (MopT HanpoTuB Designated moxxeT 6bITb N 3abN10KMPOBaH, a He BbITb Root).

OnpepeneHue Ha3HavYeHHbIX nopToB (Designated Port)

Hanee BbibupaloTCca HasHayvyeHHbIN (Designated) koMMyTaTop B CEFrMEHTE CETU N COOTBETCTBEHHO
Ha3HaveHHble (Designated) nopTbl. CErMeHT - 3TO AOMEH KOJUIM3MIA, T.€. eCn paccMaTpuBaTh
KoMMmyTupyemeblie Ethernet cetun, To 310, rpybo roeops, NnaTy-kopa Mexay KommyTaTopamu. JInbo 3To MoxxeT
ObITb HECKO/IbKO COeAMHEHNI (MaTY-KOPA0B) MeXXay KOMMyTaTopaMum, HanpmuMmep, rnpu UCnosib30BaHnn
xaboB nam obwen wuHbl B Ethernet.

KoMMmyTaTop B CErmMeHTe CeTu, UMEIOLNA HauMeHbLLee pacCTOsIHME A0 KOPHEBOIrO KOMMYyTaTopa,
Ha3blBaeTCsA Ha3Ha4YeHHbIM KOMMyTaTopoM unm Designated bridge, a nopT 3TOro KOMMyTaTOpa, KOTOPbLIN
MOAKJIIOYEH K pacCMaTPUBAEMOMY CErMEHTY CEeTU, ABISETCA Ha3Ha4YeHHbIM NOPTOM.

HasHayeHHbIM (Designated) nopToM BbiIbupaeTca TOT, KOTOPbLIA MMeEET Ny4HLY CTOMMOCTb 40 KOPHEBOIO
KOMMYyTaTopa B JaHHOM cerMeHTe. Ha “HekKopHeBOM” KOMMYyTaToOpe BCerja eCTb TOJIbKO oauH Root mopT u
npw 3ToM MoXXeT BbITb MHOXXecTBO Designated nopToB. A BOT B Ka)KAoM cermeHTe ceTn Designated nopTt
BCerna oAuvH.

PaHee Mbl y)Ke yNnoOMUHasun, 4To y KOPHEBOIrO KOMMYyTaTopa Bce NopThl aBnsaoTcs Designated, n 06bI4HO 3TO
OEeNCTBUTENbHO Tak, HO C HEKOTOPOW OroBOPKOW. Kak Mbl y>Ke CKa3asin, YTO CErMEHT - AOMEH KOJIIN3UNA, U B
Ka)XoM floMeHe Kosum3nin bypeT BoibpaH Tonbko oanH Designated nopT. Ho 4To ecnim K KOpHEBOMY
KOMMyTaTopy ABYMS nan bonee nnHkamum byneT noaksoyeH xab? 31o byageT o3HavYaTb, YTO MOPThI
KOPHEBOIo KOMMyTaToOpa HaxoAATCs B O4HOM CcerMeHTe (B 04HOM LOMEHE KOJIIM3UIA), MO3TOMY TOJIbKO
oaunH 13 HMUX ocTaHeTcsa Designated, a ocTanbHble 6yayT Non-Designated. OgHaKo B COBPEMEHHbIX CETAX
Xxabbl NPaKTNYeCKN He UCMOob3YITCS, MO3TOMY M PAaCcNpPOCTPAaHEHO NOBOPUTb, YTO Y KOPHEBOIO
KOMMYyTaTopa BCe NopThl, Kak npaBuso, asnstTca Designated.

Tak »xe, kak 1 Root nopT, Designated nopT BbIGMpaeTca Ha OCHOBE onpeaesieHHbIX KPUTEPUEB B rMopsiake
oyepepnHocTu (tiebreakers):

¢ HaumeHblero Root Path Cost kommyTaTopa (lowest root cost).
e HaunmeHbliero Bridge ID kommyTaTopa (lowest bridge ID).
¢ HaumeHbluero nokanbHoro Port ID (lowest local port ID).

BbibpaeTcs BCe MMEHHO OTHOCUTEsIbHO CerMeHTa.

Ha npunmepe pncyHKa HU>Xe, pacCMOTPUM, KaK CeTb pasfensaeTca Ha CerMeHThbl:
[STP & SNR]

Puc. 17. Pa3bneHune ceTn Ha CErMeHThI

Ha pncyHke Bbilwe, KaXKAbli CErMeHT BblAEJIEH B KPAaCHbIA 3aaunc. 05 Ka)KAoro cerMeHTa CyLlecTByeT
CBOW Ha3HaYeHHbIN NOpPT. B cermeHTe, roe K KOMMyTaToOpy NOAKJOYaeTCa Kakoe-nmbo KoHevyHoe
YCTPONCTBO, MOPT KOMMYyTaTopa Bcerga bynet Designated. Takxe, Kak NpaBuo, y KOPHEBOr0 KOMMyTaTopa



BCE NOPTbl HA3HAYEHHbIE (TOJIbLKO €CIM K HEMY He NoakJtoveH xab). [laHHble MopPTbl Mbl Y>K& MOXXEM TOYHO
onpenennTb Kak Designated.

A BOT Kak onpenendaTb oCTalJibHble Ha3Ha4YeHHbIE NMOPThbl AJ1A KaXO0ro cerMmeHTa ornncaHo B aJropntMe
Bbllle.

Lowest Root Path Cost He o3Ha4vaeT, 4To Designated nopT 6yaeT BbibpaH Ha ocHoBe HanMeHbLllero RPC Ha
3TOM JINHKe, paccMaTpuBaeTcsad uMeHHO RPC Ha Ka)XAOM KOMMyTaTope B CErMeHTe, Fae Mbl 1 Bbibnpaem
Designated nopT. To ecTb, Ha3Ha4YeHHbIM NOPTOM B cermMeHTe byaeT BbibpaH TOT, Ha KOMMyTaTope
KOTOPOro HanMeHbLlee 3HadyeHne ctoumocTun path cost mo Root Bridge.

[STP & SNR]
Puc. 18. Buibop Designated nopToB Ha ocHoBe RPC

Ecnn Root Path Cost komMyTaTopoB oanHakoBbIn, TO Designated nopT 6yaeTt onpeaesneH Ha 0OCHoBe
MeHbLiero BID B cermeHTe (DP 6yneT BbibpaH Ha KOMMyTaTope C HauMeHbLwnMm BID).

[STP & SNR]
Puc. 19. Buibop Designated nopToB Ha ocHoBe BID

Ecnn n BID B cermeHTe 0AMHaKoOBbIE (T.e. ecqiv 3TO oAMH KoMMyTaTop), To Designated nopTt 6yaeT BbibpaH
rno HamMmeHbLLeMy Local Port ID.

[STP & SNR]
Puc. 20. Beibop Designated nopToB Ha ocHoBe local port ID

Takxxe Designated BbIbupatoTcsa NMopThl, C KOTOPbIX He NpuxoaaT BPDU, T.e. KOMMyTaToOp NOHMMAaET, 4TO 3a
OaHHbIM MOPTOM HAaXOAUTCA KakKoe-TO KOHeYHoe yCTponcTeo (Hanpumep, MK, TenedoH, cepsep, KOTopble He
ymMmeloT oTnpaenasaTe BPDU), n OH CNOKOMHO nepeBoaAnT ero B coctosHme Forwarding, T.K. HET pucka
BO3HUKHOBEHUA NETN.

N Tak>xe, Kak Mbl y>ke roeopunu, Designated-nopTom obs3aTenbHo byaeT nopT HanpoTue Root nopTa B
cerMeHTe.

W BOT y>Xe nocsie Toro, kak BbibpaHbl KOPHEBbIE N Ha3HAY€HHbIE NOPTbI, OCTABLUNECS NOPThbl CTAHOBATCS
Non-Designated n 6noknpytoTcsa, Takum obpa3oM paspbiBas NeT/0. 3ab/I0KMPOBAHHBIA NOPT MOXKET
npoao/XaTb NMPUHMMATb Kaapbl, HO He ByAeT UxX HUKyAa nepeHanpaB/iaTb, TakKXXe OH NMPoAoJKaeT caywaTb
BPDU (T.e. BaXXHO MOHMMaTb, 4TO STP He oTKJ/l04aeT JINHK NOJIHOCTbIO, NOTOMY 4TO BPDU [OJIXKHbI
npoaoJiXaTb OTNPAaBAATLCA Ha C/lyYal NU3MEHEHMs TOMOJI0rMn, He nepefaeTcsa Tonbko data Tpaduk).

[STP & SNR]
Puc. 21. bnokupoBka ocTaBwunxcsa Non-Designated noptos

MooBoas nTor, ewe pa3 cpaBHUM Ass NoHMMaHnsa Root n Designated-nopTel. Root nopT-BbIbupaeTcs Ha
komMmyTaTope onsa OTNPABKW Tpaduka kopHeBoMy (Root) KOMMyTaTopy, Wan B ero B CTOPOHY (MO3TOMY Ha
KOpHEBOM KOMMyTaTope 1 HeT Root mopToB), n Ha 4aHHOM KOMMYyTaTope, rae BolbnpaeTtca Root nopT, aTOT
Root mopT aBnseTca 6anxanwen To4KOM Bbixoda (KpaTHyanwmin nyTe Ao Root Bridge), 4Tobbl nobpaTtbcsa o
KopHeBoro kommyTtaTopa. A Designated nopT, MPUHUMAET 3ToT Tpadumk B cermeHTe (KOTopbIn Obi
oTnpasJieH Yepe3 Root nopT NpeabiayLiero KomMmyTaTopa), 4Tobbl B KOHEYHOM cHeTe Tpaduk gowen 4o
KOPHEBOIro KOMMyTaTopa, 1 ONATb XKe Mo KpaTyanweMy Nyt (MMeHHO No3TOMY Ha KOPHEBOM KOMMYyTaTope
Bce nopTbl Designated, n oH cam bygeT aBnsaTbcsa Designated Bridge B cermeHTe, MOTOMY 4TO UMeeT
“nydwnn nyTb” Ao camoro cebs BO BCEX CEerMeHTax).

Taumepbl STP n uasmeHeHue Tonosorum

B STP cywecTBylOT cregytolime coCToAHMUSA NOPTOB:

¢ Disabled - oTkA0O4eHHbIN NOPT. MOPT, BbIKAOYEHHbIN aAMUHUCTPATUBHO (KOMaHaon shutdown nnm
Bcnencteue errdisabled). JaHHbIV MOPT HUYEro He NepefaeT U HE NMPUHMMAET: HY NOoJIb30BaTeIbCKUN
Tpaduk, HM BPDU. MAC-agpeca, pasymeeTcs, He n3y4aer.

¢ Blocking - 6510knpoBaHue. [laHHOE COCTOSIHME NMpeAHa3HavYeHo A1 NpefoTBpaLleHns neTenb B CeTH.
OQOHaKo, 3TO He 03Ha4vaeT, 4To NopT ByaeT HeaKTMBEH: STP He MOXKET BbIK/OYaTb 3TOT JIMHK
MOJIHOCTbIO. BSIOKMPOBaHHbLIN MOPT BCE PaBHO CayLwwaeT u npuHuMaeT BPDU (xoTb cam 1 HE
OTNpaB/sieT), Tak KaK €My HY>XHO OblTb FOTOBbLIM MepenTn B Apyroe CoCToaHUE B Csly4ae paboThl
anroputma STA. MAC-agpeca oH HE niy4vaet. Kagpbl ¢ faHHbIMU Tak>Xe HE nepeHanpasnseT;

¢ Listening - npocnywwmnBaHue. MopT caywaeT U Ha4YMHAET cam oTnpaBaAaTb BPDU (Tonbko Designated



nopT). MAC-agpeca HE nsyvaet. Kagpsbl ¢ gaHHbIMn HE nepeHanpasnseT;

¢ Learning - obyyeHue. MNopT cnywaeT n otnpaenseT BPDU (oTnpaBnseT Tonbko Designated nopT), a
Tak>Xe BHOCUT nsMmeHeHnsa B CAM-Tabnnuy (HadmHaeT nsyy4aTb MAC-agpeca, no TpaduKy, KOTOpbIA
npuxoaunT Ha NopT). daHHble HE nepeHanpaBnseT;

¢ Forwarding - nepecbisika. NopT cnywaeTt/oTnpasnsetT BPDU (oTnpasnseT Tonbko Designated nopT),
yyacTByeT B noaaepxaHum Tabanubl MAC-agpecoB 1 nepeHanpasisieT AaHHble. TO eCTb 3TO 06bI4HOE
cocTosiHue paboyero nopTa.

Blocking n Forwarding - ctabunbHble cocTosiHMA, a Listening n Learning - npoMe)XyTo4Hble.

Ecnv nopT nameHseT coctosiHme ¢ Blocking B Forwarding, To OH JOJ/I)KeH NPONTU Yepe3 ABa NPOMEXKYTOYHbIX
cocTtoaHua: Listening n Learning. Mepexopn n3 Forwarding B Blocking Mo)XeT BbINONHATLCA Cpa3y.

Root/Designated nopTbl BCerga J0JKHbI OCTaBaTbCA B CTabuabHOM cocTosaHum Forwarding (ecnm TONbKO He
MPONCXOAUT N3MEHEHUE TOMOJIOrUK).

Non-Designated nopTbl BCerga octatoTca B cTabunbHoM Blocking cocTosiHuu.
PaboTa knaccmyeckoro npoTokosa STP ocHoBa Ha TanMmepax.
Kak Mbl y>Xe paccMaTpuBanu Bbille B CTPYKType BPDU, B STP cyLecTBYIOT cnefyoume TanMeps!:

¢ Hello Time - nitepsan otnpasku Hello BPDU. 3T0o nHTepBas, Yepe3 KOTOPbIN MOCLINIAOTCA NakeThbl
BPDU c Root Bridge. Mo yMon4aHuIo - 2 CeKyHObl, HO MOXXHO peaKTUpoBaThb;

¢ Forward Delay - 3agep>xka cMeHbl cocTosaHun. OnpenenseT BpeMs, Kak gosaro Root nnm Designated
nopTbl KOMMyTaTopa ByayT ocTaBaTbCa B COCTOsAHUM Listening n Learning. Mo ymon4yaHuio - 15 cekyHa.
MO>XHO eLle cKa3aTb Tak, 4To Forward Delay - 3To BpeMs, 3a KoTopoe nHpopMmaumnsa 8 BPDU
rapaHTnpoBaHHo byneTt nepefaHa oT Ntoboro kKoMMyTaTopa B Tonoaorum ao noboro gpyroro. lanee
OyaeT NoOHATHO, MOYEeMYy Tak MOXXHO TOJIKOBaTb 3TOT TanMep;

¢ Max Age - MakCMMaJibHOe BpeMs »XMN3HU cooblieHns. MokasbiBaeT, Korga Tekywmn Hello BPDU
ycTapeeT n gosxkeH bbiTb yaaneH. No ymonyanumio - 31o 20 cekyHa (10*Hello Time). Ecnn kagp BPDU
MMeeT BpeMs XU3HU, NpeBbILaolLLee MakCMMallbHOE, TO Kaap UrHopupyeTcs KoMMyTaTopamu. Tanmep
obHynaeTca npn nonydeHun BPDU. Ecnu Tekywuin Hello BPDU ycTapen, Ho HoBble BPDU He npuxogaT
(Tamep He 06HyNseTCA), TO KOMMYTaTOP BOCCTaHaB/MBAET PE3EPBHbIN JINHK.

Mpw BKAOYEHNM yCTpPONCTBa C STP (Mnm npm NogkAYeEHUN HOBOMO NaT4Y-KopAa) BCe NOPThl MPOXOAAT
BblLLENPUBEAEHHbIE COCTOAHNS UMEHHO B TaKOM rnopsigke (3a ncknrdeHmnem coctoaHusa Disabled). Beab npu
BKJIIOYEHUWN Ha OPYroM KOHLE NaTy-KopAa, KOTOPbIA TOIbKO YTO MOAKJIKOYMUAM B MOPT, MOXET bbITb
KOMMYTaTOp, Ha KOTOPOM MOXXET NPUCYTCTBOBaTb NOTeHUMabHasa neTns. BoT nosTomy nopT cHavana 15
ceKkyHn no ymondaHuio (Forward Delay Tanmep) HaxoguTcsa B COCTOAHUM NpocaywmeaHus (Listening) - oH
cmoTpuT BPDU, nonagatouwme B Hero, BbIACHAET CBOE MoJioXKeHue B ceTu. [MoToM nopT nepexonnT K
obyyeHuto ewe Ha 15 cekyHn (cHoBa Tanmep Forward Delay) - nopT cMoTpuT Kakne MAC-agpeca ecTb Ha
JINHKE, N 3anucbiBaeT B CBOK Tabauuy kKommyTaumm Bce MAC-agpeca 13 Kagpos, NoCcTymnatowmx Ha nopT
(Learning), u noTtoM, ybeamBLUNCL, YTO BCe B NMOpPsAKe, HauYMHaET y>xe cBot paboTty (Forwarding). Toro, mbl
nmeeM uesnbix 30 CeKyHA NpoCTos, NpeXxae 4eM NoAKJ/YeHHOe YCTPONCTBO CMOXXET 0bMeHnBaTbLCA
MHopMaLmnen cCo CBOMMU CoceasamMu.

Kak n3BecTHo, Root kommyTaTop oTnpasnseT Configuration BPDU kaxxabie 2 cekyHabl (Hello Time). U 3Twn
BPDU TpaHcAupytoT BCe KOMMyTaTopbl Yepe3 cBon Designated nopTbl. B STP y KOMMYyTaTOpPOB €CTb TaKoW
Tanmep, Kak Max Age. Mo ymon4daHuto - 3To 20 cekyHp (10*Hello Time). Ecnn kapp BPDU nmeeT Bpems
YXU3HW, NpeBbILLatoWee MakCMMaibHOE, TO Kap UTHOPUPYETCS KOMMyTaTopaMu. TanMmep obHynseTcs
(To4yHee cbpackiBaeTcA cHOBa A0 20 ceKkyHA No yMosi4aHuto) npu nonyveHmun BPDU. Hanpumep, Root Bridge
oTnpasun Hello BPDU, OH npuwiesn Ha KOMMyTaTop, KOMMYTaToOp Ha4YMHaeT OTCYMTbIBaTb Mo yMmondaHuio 20,
19, 18 ... 3aTeM, NOCKOJIbKY npowwso 2 cekyHabl (Hello Time), Root Bridge cHoBa oTnpasnseT Hello BPDU, n
npu ero NoJly4eHnm KOMMyTaTop HaYMHaeT OTCYNThIBaTb 3aHoBo: 20, 19, 18 ...

Ecnun Bapyr kommyTaTop nepectaeT nosy4aTtb Hello BPDU oT Root Bridge, To cnycTa nHtepsan Max Age,
Korfa oTcyeT gowen y>xe Ao Hyns, n ecnum Hello BPDU He npuwen Ha KOMMyTaTop, TO KOMMyTaTop
BOCCTaHaBJ/IMBAET pe3epBHbIN JINHK. [18 3TOro oH 3aHOBO “npoBoaunT Bbibopbl” STP: BLIBOp KOPHEBOIO
KoMMyTaTopa, Bbibop Root, Designated n Non-Designated nopTos.

Ecnu 6biBlunia Non-Designated nopT nocne Beibopos cTaHeT Root nnm Designated nopToM, To 13 coCcToAHUSA
Blocking, oH pomkeH byneT nepentun B Forwarding, 4epe3 HECKOJIbKO MPOMEXYTOYHbIX COCTOSAHUIN COrNacHoO
BCeM TarnmMmepaM. N B KOHLLe KOHLIOB paHee 3ab/1oknpoBaHHbIN NopT cTaHoBUTCA Root nnan Designated
nopToM, a aApyrow nopt 6aokupyeTca. IToro, ecan kommyTaTop nepecTtaeT nojay4aTte BPDU, To oH He cpa3y
pearupyeT n He ByOeT cpa3sy Xe CTPeMUTbLCA N3MEeHNUTb Tonosormo STP, moaToMy y Hac 6yaeTt okono 50
CeKyHA NpocTos A0 NOJIHOro nepectpoeHuns Tononorun: 20 + 15 + 15 (Max Age + Forward Delay + Forward
Delay), 4T0O eCTb, HECOMHEHHO, [,OJIFO B COBPEMEHHbLIX peannsx.



OnHako, Max Age TanMep He Bcerga “BcTynaeT B Urpy”. Hanpumep, ecnm nagaeT JMHK MexXay
KOMMYyTaTopaMu, 1 KOMMyTaTop BUOUT, 4TO ero Root nmopT Tenepb HE[OCTYyNeH, COOTBETCTBEHHO OH He
3HaeT, Kak Tenepb A4obpaTbCA 4O KOPHEBOrO KOMMYyTaTopa, HO MpuM 3TOM OH NpoAoJiKaeT nony4yaTs BPDU
yepe3 Non-Designated nopT, TO OH Cpa3y Xe, He A0XXNOASACb OKOHYaHUs Tarmepa Max Age, MeHSIeT poJsib
nopTa ¢ Non-Designated Ha Root nopT, 1 npoxoauT Yepes cocTtosaHug Listening —> Learning —>
Forwarding. To ecTb, npouecc 3aHnmaeT 30 cekyHn BmecTo 50.

A BOoT ecnin 6bl Nocne NnageHus NuHKa nepectany npuxoante BPDU Ha Non-Designated nopTt gpyroro
KOMMYyTaTopa, TO TYT Kak pa3 6bl 1 “BCTynun B Urpy” TanMep Max Age 1 NMpoCcTOn B TaKOM CJlydae COCTaBUT
50 cekyHa.

BoT nosToMy 1 roBopAT, 4TO B Knaccuyeckom STP npocTtonm coctansaeT oT 30 oo 50 cekyHA, B 3aBUCUMOCTH
OT CcUTyauunu.

Boobuwe, Max Age no ymondaHuto - 20 cekyHa. OgHako Bpems, npu KoTopom BPDU ycTapeBatoT, 3aBUCUT OT
TOro, Kak faJleKko KOMMYTaTOp HaXoAUTCHA OT KopHeBoro. Korga kommyTtaTop nosaydaetT BPDU oH BblvuTaeT
3HavyeHne Message Age n3 Max Age Tanmepa. Message Age (BpeMs XXN3HM COOBLLIEHNS) - KOJIMYECTBO
BpeMeHM, npoulejliee ¢ Toro MomeHTa Kak Root Bridge otnpasun BPDU (aHanorun4Ho nonto TTL B IP-
rnakeTte). Root KoMMyTaTop yCcTaHaBAMBaeT 3HadYeHue 0, 1 3TO 3HaYeHNe YBeNIMYMBAETCS Ha OAUH KakabIn
pa3, korga BPDU npoxoanT 4epes Kakon-TO KOMMyTaTop Ha cBOeM nyTu. To eCTb, Ha KOMMyTaTope 3a
KopHeBbiM Message Age byneT 1, Ha ciegyolemMm KoMMyTaTope byneTt 2 u T.4., MO3TOMY Ha KOMMyTaTope
3a KopHeBbIM, BPDU uncTteveT 4yepe3s 20 cekyHa (20-0=20), Ha cneaytowemMm KoMMmyTaTope ycTapeeT 4yepes 19
cekyHa (20-1=19) n 1.4.

Bce Tanmepsbl, ycTaHOBNEHHbIE Ha Root Bridge: Hello Time, Forward Delay, Max Age, onpenensatoT Tanmepsl
BO BCEWN CeTU (T.e. Ha BCEX OCTaJIbHbIX KOMMYyTaTopax).

N3meHeHnaMun Tononorum B STP cyntaeTcs nameHeHms posen DP u RP, a umeHHo:

e Korpga Kakom-nmbo nopT nepexoduT B cocTossHMe Forwarding;
e Korpga nopT B COCTOSAHUM Learning nnn Forwarding nepexoanT B cocTosHume Blocking nnun Disabled.

Ecnn, Hanpumep, Non-Designated nopT cTtaHeT Designated, To 3ToO HE NOCAYXUT TpUrrepom Ans
OMoOBELLEHMNS O CMEHE TOMOJIOrNK, MO KParHEN Mepe He cpa3y. [oToMy 4To, Kak bbl1o CKa3aHo paHee,
TPUIrrepoMm Ans onpeneneHns CMeHbl TOMOMOrnn CIYXXNUT rnepexon B cocTosiHue Forwarding, nnbo nepexon
13 coctoaHmMm Learning namn Forwarding B cocTtosiHue Blocking nnn Disabled. A cmeHa ponen ¢ Non-
Designated Ha Designated, 310 B nepByto o4epenb nepexon us coctossHus Blocking B cocTosiHue Listening, a
3TO He ABAAETCA TPUrrepom Ana OTNpaBKK COOBLLEHNIA, 4HTO TOMOJIOrNA NOMEeHANach.

“HekopHeBON"” KOMMYTaTOp, KOTOPbIN 0BHapy>Xna1 N3MEHEHUS B TONOJIOrMK, HanpuMep, 0ANH U3 NMOpPTOB
nepewen B coctoaHue Disabled (shutdown). otnpasnseT Topology Change Notification (TCN) BPDU
KOPHEBOMY KOMMYyTaTOpy 4Yepe3 ceBon Root nopT.

Korpna mbl paccmaTpuanm popmaT TCN BPDU paHee, To ybeonnmcb, 4To B HEM HET MHGOPMaLMK O TOM, YTO
VMEHHO N rAe U3MeHU1I0Cb, KOMMyTaTOp MPOCTO Cco0BLLLaeT YTO rge-To B TOMNOJSIOM MK MPOU3OLLIN KaKne-TO
M3MEeHeHNs.

OTtnpaBka TCN coobuweHnsa nosTopsaeTca Kaxkabin Hello interval (2 cekyHabl Mo yMon4aHUIO) 00 TEX Nop,
rMoka roJjiydeHmne coobuieHns He byaeT NoaTBEP>KAEHO, HO 0O6bIYHO NOATBEPXKAEHME MPUXOONT
MPaKTUYECKN MTHOBEHHO, MO3TOMY, KakK MpaBuJiIo, KOMMYTaTop yCreBaeT OTNPaBuTb TOJIbLKO oanH TCN
BPDU.

Cnepyowmn kommyTaTop, KOoTOopbI Nosy4mnn TCN BPDU, kak npaBusio, cnepBa Takxe oTrnpasasetT TCN
BPDU 4epes ceoi Root mopT, 1 TONLKO MOTOM OTNpaBAseT Ha3a NoATBep)XAeHNe B OTBET Ha NpenbiayLmii
TCN, KOTOpbI/ OH caM nonay4ua. Jeno B TOM, 4TO HY>XHO KakK MOXXHO CKopee YBelJOMUTb KOPHEBOW
KOMMyTaTop 06 n3MeHeHUn Tonosaormu, NosTomy otnpaska TCN BPDU nMmeeT npruopuTeT nepesq
noaTeepXaeHueM. Ho 3To 3aBUCUT ONATb e OT peanusaunu spanning-tree Ha KommyTaTope.

MoaTBepxaeHne otnpasnseTca B cnenytowem Configuration BPDU, koTopoe bynoeT oTnpaBnaTb
KoMMyTaTop, BbicTaBsieHnem gnara TCA (Topology Change Acknowledgement).

[STP & SNR]
Puc. 22. Otnpaska BPDU c ¢pnarom TCA

Hanee KOMMyTaTOpbl, Y KOTOPbIX NOPT paboTaeT B ponu DP ana cermeHTa, NOBTOPSAIOT NepBble ABa LWara u
otnpasnsaoT TCN BPDU 4yepes cBo KOPHEBOMW MOPT U XAYT NOATBEPXKOAEHUS.

Mocne Toro, kak KopHeBown KoMmyTaTop noaydun TCN BPDU, oH Tak)xe oTnpaBnseT coobuieHne o
nonydeHunu c onarom TCA, a 3aTeM HadyuHaeT oTrnpasnaTb Configuration BPDU ¢ ycTaHOBJ/IEHHbIM hb1arom



TC (Topology Change), yxe 6e3 cniara TCA. KOpHeEBO KOMMYyTaTOp NPOLOJ/HKAET OTNPaBAATb 3TW
coobueHmns B TedeHne Max Age Tanmepa + Tanmepa Forward Delay (20415 = 35 cekyHA Mo yMOA4aHuto).

[STP & SNR]
Puc. 23. Otnpaska BPDU c pnarom TC

3Tu coobLieHns NosyyaloT BCe KOMMyTaTopsl. [Tpu nony4yeHun coobuieHus Hello BPDU ¢ donarom TC,
KOMMyTaTop ucnonb3yet Tanmep (Forward Delay time), ansa Toro 4tobbl 06HOBUTL 3anncu B Tabauvue
KOMMyTauuun. [1ns aToro nocne nosayyvyeHns coobuieHuns c gpnarom TC oH naMeHsieT BpeMs XunsHm MAC-
appecosB (MAC Address Aging Timer) co 3Ha4YeHnsa no ymondaHuto (0bbi4Ho, 3To 300 cekyHA, HO B
3aBMCUMOCTW OT BEHAOpPa MOXeT ObITb No-pa3HOMy) 00 15 cekyHA (Kak pa3 Ha Benm4nHy Tanmepa Forward
Delay). MAC-agpeca yCTPOWCTB, KOTOPble HUKaK He B3auMOAENCTBYIOT HU C KEM, YAaNATCA U3 Tabnuubl
KOMMYyTalumn rno uctevyeHmm 15 cekyHg, a MAC-agpeca akTUBHbIX YCTPOWCTB OCTaHyTcs B Tabnumue.

ObHoBNEHME BbINOJIHAETCH U3-3a TOrO, YTO NOC/Ie N3MEeHeHU B Tonosorum STP, B Tabnmue kKommyTaunm
MOryT XPaHUTbLCSA HeMpaBuibHble 3anucn. Mo3aTomy, 4Tobbl yCTPONCTBa MOrn obwaTbca Mexay cobon
rnocsie U3MeHeHnsa Tonoaornm n ncnonesyetca Forward Delay Tanmep (15 cekyHpA), B NpoTUBHOM ciy4yae 6e3
HeMeaJsIeHHOMN O4YUCTKW 3anncen npupeTcs Xxaatb 5 MUHYT (300 cekyHA, 3Ha4YeHne rno yMon4aHuio), noka
BPEMS XMN3HU 3anumcen B Tabamue KOMMyTaLunM He UCTEYET, 1 KOMMYTATOP TOJIbKO TOr4a y3HaeT 3a KakuMm
MOpPTOM Tenepb HAaXOAUTCA Nosy4vaTesb (Mocne NepecTpoeHns Tonosaorun), 3a CH4ET oTNpPaBKN unknown-
unicast coobuwermns. Oa, cxoammocTb STP 6yneT Bce Takxxe A0 50 ceKyHA, 04HaKOo 3TO Jiyylle, YeM
HEeBO3MOXXHOCTb YCTPONCTB 06WwaTbCcs Mmexay cobon B TeyeHne 5 MUHyT.

STP Toolkit

FoBops 06 STP (BNpoyeMm, Kak 1 0 ntobon Jpyron CyLHOCTN B CETEBbLIX TEXHOJIOMUSAX), HE CTOUT 3abbiBaTb O
6e3onacHocTn. [lesio B TOM, 4TO B CaMOM aJIrOpUTMe spanning-tree HET HUKaKON NPOBEPKN
ayTeHTUUKaunum nam NnpoBepkn 0T KOro MMeHHo npuiwlen BPDU-nakeT, Y4eM fierko MoryT BOCMNOJIb30BaTbCA
3N10yMbILLUNEHHUKN. [103TOMY B STP eCTb Mone3Hbln PyHKLMOHAA UK paclUMpeHne, KOTOPbIA MHOM4a TakXe
Ha3biBaloT STP Toolkit (B TepMuHonorunm Cisco), oH No3BoanT obecnevynTb AOMNOJMHUTENBHYIO 3alWNUTY Npu
MCNonb3oBaHMKM STP, a Tak>Xe COaep>XUT AOMOJHUTENbHbIN (PYHKLMOHaN, KOTOPLIN MOXXeT 6biTb Nosie3eH
npu onpenesieHHbIX yCI0BUAX.

B Hero BxogsT:

Portfast.

BPDU Guard / BPDU Filter.

Root Guard / Loop Guard.

M T.4. (ecTb ewe pyHKUNOHaN, KoTopbin BXxoauT B STP Toolkit, HO Mbl paccMoTpuM Hanbonee
MONYJISAPHbIN).

1. Portfast.

Ha koMMyTaTope nNpu ncnosib3oBaHnn STP MO>XXHO NPUMEHUTb Ha MOpPTYy pexxum portfast. JLaHHbIA PeXUM
Mo3BOJIIET NEPEBOAUTL MOPT Cpa3y e B cocTossHne Forwarding, mnHys Listening n Learning (To ecTb 6e3
npocTos B 30 cekyHA). Npuyem HeCMOTpS Ha 3TO, MOPT BCe paBHO byaeT caywaTb npuxoaawme BPDU.

ﬂ,aHHbIVI pPeX"nM MOXXHO BKJIKOHYaTb Ha NOPTaX, K KOTOPbIM NOAK/TKOYEHbI KOHEYHbIE yCTpOIﬁCTBa, N TaK>Xe, Ha
HeKOoTOpbIX BeHOopax (Hanpumep, Ha Cisco) 3To He BbyaeT paboTaTb Ha trunk nopTax (TOJILKO Ha access,
MOTOMY YTO ApYrne KOMMyTaTopbl MOAK/OYATCA, Kak NpaBuso, Yyepes trunk nopThbl).

Ha nopTax, K KOTOpbIM MOLKJIOYaTCA ApYyrme KOMMyTaTophbl, OaHHbIN PYHKLUMOHAN BKJOYaTb Kpa|7|He He
peKoMeHOYeTCA, TaK KaK eCTb PUCK BOSHUKHOBEHWNA NETJIN.

Tak>Xe PUCK 1 eCcTb Ja)ke NMpu BKJYeHUn portfast Ha nopTax, Kyda NoAK/o4YeHbl KOHEYHbIE YCTPOCTBA.
YTO ecnm, KTO-TO BMECTO KOHEYHOr0 YCTPOWCTBA, NYCTh AaXe HenpeayMbILUJIEHHO, NOAKIIOUYNT KOMMYTaTop
W COeOUHUT MopThl, rae 610 nponncaHo portfast B 3ToT koMmmyTaTop. Obpa3yeTcs neTns.

2. BPDU Guard / BPDU Filter.

Tak>xe Ha NopTy MOXXHO BKAOYMTbL BPDU Guard, n ecnm Ha gaHHbin nopT npuaeT STP BPDU, To nHtepdenc
bynet 3abnokmpoBaH gna npenoTepaweHns obpasoBaHna netnm (err-disabled). Tak)xe pyHKLMOHAN MOXXET
NCMOb30BaTbCA 414 3alMThl OT 3/I0YMbILUJIEHHUKOB, KOTOpble, oTnpaBnasas BPDU, xoTAT BbigaBaTh cebs 3a
Root kommyTaTOp, 4TOOLI NepexBaTbiBaTb BECb Tpaduk, MbBO NPOCTO XOTAT caenaTb CeTb
HepaboTocnocobHom n3-3a 6eCKOHEYHbIX MEPECTPOEHNN, Tak KaKk KOMMyTaTopbl 6yaAyT NOCTOAHHO NoJsyYaTb
TCN BPDU n 6yayT pearnpoBaTb Ha HUX.



BPDU Filter nmeeT cx0oXXnin oyHKLMOHA, HO He OTKJIlO4YaeT MopT, @ NpocTo oTbpackiBaeT Bce BPDU (kak Ha
IN, Tak n Ha OUT).

3. Root Guard / Loop Guard.

Ecnm Ha nopTy NpMeHnTb PYHKUKMOHaN Root Guard, To gaxke npu noctynaeHnm superior BPDU (C MeHbLINM
BID), komMyTaTOp He ByaeT BOoCNpMHMMATb AaHHbIA KOMMYTaToOp Kak HOBbI Root Bridge, a npocTo
3abnoknpyeTt nHTepenc. 3To NO3BOAMT NOAAEPKUBATbL, TOYHEE fa)Ke yaepXuBaTb Tononoruto STP, Kak
HaMm Heobxoanmo. PyHKuUMoHan ByaeT nosieseH, HanpuMmep, ecin Kakon-nMbo 3710yMbILLNIEHHUK 3aX04eT
BKJIOYUTDb €Lle OAVNH KOMMYTaTOp B TOMOJIONMIO U CAeNlaTb ero KOpHeBbIM, YTOObI BECb TpadhuK Les Yyepes
Hero.

Loop Guard »xe rno3BonseT He NepeBoAuTb NMOpPT B cocTosiHne Forwarding, na)ke ecnm KOMMyTaTop nepecTan
nonyyaTtb BPDU Ha 3ToM nopTy. TO eCTb KOMMYyTaToOp Npu oTcyTCcTBMM BPDU MOXeT nocynTaTbh, 4TO TaM
HaxXo04UTCS Tenepb HE KOMMYTaTop, @, BEPOATHO, KAKOe-TO KOHEYHOe YCTPONCTBO, 3HAYUT MOXKHO
pa3bsoknpoBaTh NOPT. A Ha Aesie, HanNnpuMep, No Kakon-To NPUYNHE AaHHble Ha JIMHKe nepecTanu
rnepefaBaTbCs B O4HY CTOPOHY, T.€. JIMHK CTajs 0gHOHanpaBJ/ieHHbIN, No3ToMy BPDU n He npoxoaaT.
MosTomy ecnun npuMmeHnTb Loop Guard Ha nopTy, TO Korga npu oTcyTcTBum BPDU nopT nonbiTaeTcs
nepentun B Forwarding, oH 6yaeT cpa3y »xe 3ab/I0KMpoBaH.

RSTP (802.1w, Rapid Spanning Tree Protocol)

Kak Mbl y>Xe 3aMeTum paHee, BpeMsa cxognMocTn STP 6b1s10 o4eHb 60/bLLINM, faXKe B KOHTEKCTE TOro
BpeMeHn. 50 ceKyHA NpoCToS - Lienast Be4HOCTb, ocobeHHO B MacliTabe coBpeMeHHbIX ceTel. [MosTomy
Hy>XHa Bblfla KaKas-To afbTepHaTUBa, KOTopas He 3acTaBuna cebsa xaaTb. Tak Brnepsbie B 2001 roay
nosBuscsa nNpotokos RSTP (13 Ha3BaHusa “Rapid” MOXXHO goragaTbCs, YTO 3TOT NPOTOKOA A0JKeH paboTaTb
ropasgno 6eicTpee).

RSTP Bnepsble 6b11 onucaH B ctaHaapTe |IEEE 802.1w-2001, 3aTem oH nepekoyeBan B IEEE 802.1D-2004,
roe rnoJsIHOCTbIo 3aMeHnn cobonm knaccuydeckuin STP. B Cisco aHanor mynbTuBeHaopHoro RSTP Ha3biBaeTcs
PVRST+ (Per-Vlan Rapid Spanning Tree) nnu Rapid PVST+ (RPVST+). Rapid PVST+ B kaxxgom VLAN cTpouTt
nepeso. B kaxxagom VLAN paboTaeT RSTP.

RSTP vs STP. UameHeHus B BPDU, HOBble pOJiIu U COCTOSAHUA NOPTOB

Cpa3sy »Xe 0CTaHOBMMCSA Ha OCHOBHbIX oTan4max STP n RSTP, a no3gHee paccMoTpuM ux BCce nofpobHee:

Tabnuua 2. CpaBHeHMue Kn4eBbiXx ocobeHHocTen B pabote STP u RSTP

Kputepun STP RSTP
Bce kommyTaTopbl
KTo B y>Xe CNI0XKUBLUENCHA TOMOJIOMr N TOJIbKO KOPHEBOM oTtnpasasaT BPDU B
oTnpaeBnseT  KoMMyTaTop oTrnpaBnseT BPDU, ocTanbHble cooTBeTCTBMM C hello-
BPDU peTpaHCAnpYHoT. TanmepoMm (2 ceKyHAbl MO
YMOJI14aHUIO)
CooTBeTcTBMe - Disabled - Discarding
Mexnay - Blocking - Discarding
cocTosHuAMM - Listening - Discarding
noptoB B STP - Learning - Learning

n RSTP - Forwarding - Forwarding



Ponun nopTtos

MexaHun3Mmsl
paboThl

N3meHeHne
TomnoJsiorumn

CMeHa
COCTOSAHUN
nopTa

- Root (kopHeBoI). Y4acTByeT B Nepecblike AaHHbIX,
BeJeT K KOPHEBOMY KOMMYTaTOpPY;

- Designated (Ha3Ha4eHHbIN). BegeT oT KOpHEBOro
KOMMYyTaTopa;

- Non-Designated (HeHa3Ha4eHHbI). He y4yacTByeT B
repecoblyike faHHbIX.

Ncnonb3yeT Tanmepsl:
- Hello (2 cekyHabl);
- Max Age (20 cekyHa);

- Forward delay timer (15 cekyHpn).

KommyTaTop, 06Hapy >XMBLUNA N3MEHEHWE TOMOJI0ruu,
Mn3BeLlaeT KOPHEBON KOMMyTaTop. TOT B CBOIO
oyepenb, TpebyeT OT BCeX OCTajIbHbIX OYNCTUTb UX
3anncu o TekyLen Tononornm B TedeHne Forward
Delay timer.

Ecnn “HekopHeBOn” KOMMyTaTop He nosiydaeT Hello
BPDU oT KopHeBoro B Te4yeHne Max Age, oH Ha4nHaeT
HOBble BbI6OpbI.

N3MeHeHneM B TOMOJIOrNM CHNTAETCH, KOrAa Kakon-
nnbo nopT nepexoauT B cocTosHue Forwarding, nnbo
Korfa nopT B coCcTossHUM Learning nnam Forwarding
nepexoauT B cocTosiHne Blocking nnn Disabled.

MNMocnepnoBaTenbHOE NPOXOXKAEHNE NOpTa Yepes
cocTosaHus Blocking - Listening (15 cek) - Learning (15
cek) - Forwarding.

- Root (kopHeBon).
Y4yacTByeT B nepechblyike
OaHHbIX, BEOET K
KOpHEBOMY
KOMMYTaTopy.

- Designated
(Ha3Ha4eHHbIN). BepeT
OT KOPHEBOI0
KOMMyTaTopa.

- Alternate
(gpononHUTEenNbHbLIN). He
y4YacCTBYeT B Nepechlsike
OaHHbIX.

- Backup (pe3epBHbliit).
He yyacTByeT B
rnepecblsIke faHHbIX.

Mcnonb3yeT npouecc
“Proposal and
Agreement”
(npepnoxxerHve n
cornaweHwue).

O6Hapy>xeHune
W3MEHEHWNI B TOMOJIOT N
BJle4yeT HEMEJIEHHYIO
04YNCTKY 3anuncen.

HaynHaeT nencreoBaThb,
ecsin He nony4aet BPDU
B TeyeHune 3 hello-
WHTepBasoB.

N3meHeHnem B
TOMNOJIOMUN CHUTAETCH
nepexon ropTa B
cocTtosiHue Forwarding.

Bo3MO>XHOCTb BbICTpPOro
nepexoda K Forwarding
ans p2p v Edge-nopTos.

PekomeHayemMas cToMmocTb nopTa B RSTP (802.1w) B 3aBMCUMOCTW OT MPOMYCKHOW CNOCOBHOCTM JINHKa
(aHanorm4yHa o6HOBNEHHOW CTOMMOCTU B CTaHAapTe 802.1t ansa knaccmyeckoro STP, paccunTbiBaeTCs
Takxe no dopmyne: 20 Thit/s / bandwidth):

Ta6nuua 3. PekoMeHayeMas CTOUMMOCTb NnopTta B RSTP B 3aBUCUMOCTM OT NPONYCKHON CNOCOOHOCTH

MponyckHasa cnocobHocTb CTOMMOCTb

4 Mbps
10 Mbps
16 Mbps
100 Mbps
1 Gbps

2 Gbps
10 Gbps

5 000 000
2 000 000
1 250 000
200 000
20 000

10 000

2 000



100 Gbps 200
1 Tbps 20
10 Tbhps 2

CoCTOSAHUA NOPTOB:

Discarding - nopT Tonbko nony4aet BPDU: cam BPDU He oTnpaBnseT, MAC-agpeca He nsy4aeT, AaHHble
He nepeHanpaBnseT. 3ameHseT Disabled, Blocking n Listening cocTosiHnsa n3 knaccunyeckoro STP.
CnpaBensinBee pga)ke ckasaTb, 4To Discarding o6beaunHun B cebe Disabled n Blocking n3 STP, a
Listening NnpocToO nepecTan UCcrnoab30oBaTbCA U bbln yaaneH;

Learning - nopT caywaeT n oTnpasnseT BPDU, a Tak>Xe Ha4ynHaeT nsy4atb MAC-agpeca, faHHble HE
rnepeHarnpasnseT;

Forwarding - nopT cnywaeTt/oTnpasnseT BPDU, y4yacTByeT B nogaep>xaHuu tTabnanubl MAC-agpecos,
OaHHble NnepeHanpassiseT.

Ponu noptos RSTP:

Root - TOT >)X& KOPHEBOW NOPT, 4TO U B KJlacCn4eckoMm STP;
Designated - TOT ke Ha3Ha4YeHHbIN NOPT, YTO N B Kaccu4yeckom STP;
Non-Designated genntcs Ha chepytowne:

o Alternate - aflbTEPHATMBHbLIN NMYTb K KOPHEBOMY KOMMYTATOpPYy. DTO, MOXKHO CKa3aTb, Pe3epPBHbIN
("ny4wmnin BTopon", XoTa NX MOXXeT BbITb N HECKOJIbKO) KOPHEBOW NOpPT. NyTb 0OTAMYaeTCsa OT TOro,
KOTOPLIN Ucrnonb3lyeT Root nopT. PerynsipHeii Tpadhuk Ha nopTy 6aokupyeTca. MopT HaxoauTCs B
coctosiHuM Discarding n npuHuMmaeT npesocxoasime (superior) BPDU oT gpyroro kommyTaTopa
(T.e. nn6o c meHbwnMm RPC, BID nnan Port ID).

o Backup - 3anacHon/pe3epBHbIN MyTb B CErMeHT, NPefoCTaB/IAOWNN CErMEHTY JIMHK K KOPHEBOMY
KOMMyTaTopy, 6onbluen ctonmMocTu (T.e. Xyxe), 4em «Designated» nopT. To ecTb, N0 cyTy,
pe3epBHbIA ("Ay4wmnn BTopon", onsaTb XXe MoXXeT BbiTb HeCckoNbKo) Designated nopT. PerynsipHbin
Tpaduk Ha nopTy 6oknpyeTcs. MopT HaxoaAnTcsa B cocTossHnM Discarding n npuHumaeT
npesocxogsauwme (superior) BPDU oT apyroro nHtepdgeinca Ha ooHOM KoMmmyTaTope, T.e. BID B
BPDU oauH 1 TOT »XKe. 3TO NPONCXOAUT TONbKO €CJ/IN UHTEP(ENCHI KOMMyTaTopa 06begNHEHDI B
OOWNH OOMEH KOMIM3UNA, HanpuMep, Yyepes xab nnum yepes obLLyi0 WWHY, HAaNpuMep, KoakCuasbHbIN
Kabenb. OOHaKO Takne TEXHOJIOMMN NPaKTUYECKM HE UCMOJIb3YIOTCSA B COBPEMEHHbIX CETSAX,
rnoaToMy Backup mopT BCcTpe4aeTca AOCTaTOYHO peako.

B KOHLEeNuun HOBbIX pe3epBHbIX MOPTOB RSTP 1 KpoeTcs oAHa 13 NPUYNH BbICTPOro NepeKtYeHns B
c/lydae oTKa3a. BMecTo Toro, 4tobbl nckaTb peweHne NnpobnemMsbl y>xe rnocse Toro, Kak oHa cy4yunach
(Mpnyem genaTb 3TO OYeHb A0JIF0), BCe “NMyTn oTXo4a"” HaM y>Ke U3BECTHbI 3apaHee, ewe A0 NOosSBIEeHMNS
npobnemsbl. Fpybo roeops, B C/ly4ae 0TKa3a OCHOBHOIO JIMHKA, Npon3onaeT BbiICTpoe NepeksioyeHne Ha
pe3epBHbLIN INHK, U Ana 3Toro RSTP He HY>KHO 3aHOBO MPOCYUTbLIBATL TOMOJIOM M0, OH MPOCTO MEPEKSTIIYNTCH
Ha 3amacHoNn, 3apaHee NPOCYNUTAHHbLIN NYThb.

B RSTP ecTb Tonbko oauH Tun BPDU: oH Ha3biBaeTcs “Rapid/Multiple Spanning Tree” (aHanor Configuration
BPDU B 06bIl4HOM STP) 1 nmeeT cnegytowme nons:

Protocol Identifier (MpeHTndmnkaTop npotokona STP, 2 6anTa): 0x0000.

Protocol Version Identifier (Bepcus npotokona STP, 1 6anT): 2 ansa RSTP.

BPDU Type (Tun BPDU, 1 6anT): 0x02 gnsa Rapid/Multiple Spanning Tree.

BPDU flags (®narun, 1 6anT): 6ut 0 (Mnagwwnn) - TC (Topology Change), 6uTt 1 - Proposal, 6uTbl 2-3 -
ponb nopTa: 00 (0) - unknown, 01 (1) - Alternate/Backup, 10 (2) - Root port, 11 (3) - Designated port,
6uT 4 - Learning, 6ut 5 - Forwarding, 6uT 6 - Agreement, 6uT 7 (cTapwwuin) - TCA (Topology Change
Acknowledgement).

Root Identifier (MoeHTUdMKaTOP KOPHEBOrO KOMMYyTaTopa, 8 6anT): Root Bridge Priority + Root Bridge
System ID.

Root Path Cost (PaccTosiHMe no KopHeBoro kKommyTaTopa, 4 6anTa).

Bridge ldentifier (MpeHTndmnkaTop kommyTaTopa, 8 6anT): Bridge Priority + Bridge System ID.

Port identifier (MgeHTndnkaTop nopta, 2 6anTa).

Message Age (Bpems »xu3Hmn coobuieHuns, 2 6anTa).

Max Age (TanmMmep - MakCMMasbHOE BpeMs XUn3HK coobuieHuns, 2 banTa).

Hello Time (Tamep - nHTepBan oTnpasku Hello BPDU, 2 6anTa).

Forward Delay (3agep>XKa CMeHbl COCTOAHUN, 2 BanTa). MMHMManbHOE BpeMs nepexofa KoOMMyTaTopa
B HOBOe cocTosHue. Mo yMmonyaHuto - 15 cekyHA. icnonb3yeTcs npu nepexode U3 coctosaHusa Blocking B
cocTosiHue Listening, n 3aTem n3 coctosiHms Listening B cocTosiHne Learning (ncnons3yetca Ha shared-
nopTax BMecTo Proposal/Agreement mexaHunsma, nnbo ecnm cocen nogaepXmBaeT TOJbKO
Knaccuyeckuin STP).



[STP & SNR]
Puc. 24. MNMpumep gamna RSTP BPDU

Ecnn Ha KoMMyTaTope 3anylweH Knaccuyeckuin STP (802.1D) un ecnm K Hemy npuget RSTP BPDU, To
KOMMYTaTOp He MNOMMET, YTO C HAM AenaTbk. [103ToMy, eCm KOMMYTaTop, Ha KOTOPOM 3anyLieH RSTP
onpenenunT, 4TO Ha APYroM KOHLUe JIMHKa K HeMy nocTtyrnaeT BPDU gopmaTa 802.1D, OH Tak)Xe Ha4vyHeT
paboTaTb B pexume knaccudeckoro STP. 31o 6bs10 caenaHo ansg obpaTHonm coBmecTuMocTum STP n RSTP.

Tak)xe MO>XHO 3aMeTUTb, 4To B RSTP HeT oTaensHoro BPDU anst aHOHCMPOBaHNA W3MEHEHUI B TOMNONOM
(Topology Change Notification - TCN BPDU). BMecTo 3Toro npotokon ucnonb3yet dnar Topology Change
(TC) B 06bI4HOM BPDU, onsa Toro 4tobbl yKa3aTb Ha M3MEHEHUs, Npou3soLweawmne B Tornonorun. OgHako,
onsATb Xe, 4S9 obpaTHOM COBMECTMMOCTU C KOMMYTaTOpaMu, KOTOPbLIE NCMOJIb3YIOT Kaaccnyieckuin STP,
KOMMYyTaTopbl, ucnonb3ytowme RSTP, moryT obpabaTbiBaTb 1 reHepupoBaTb TCN BPDU.

B RSTP, B oT/IM4MK OT Kiaccmyeckoro STP, BCe KOMMYTaTOpbl FEHEPUPYIOT U OTNpPaBnsatoT ceou BPDU 4yepes
Designated nopTbl Yepe3 Kaxkabit Hello Time. Bnarogaps aToMy 6bicTpee MoXXeT BbITb 06Hapy>XeHo
M3MeHeHune TOorMosoruu.

B RSTP npu nameHeHun Tononornm kommyTtaTop oTnpasnseT Configuration BPDU ¢ ycTaHOBMEHHbLIM hslaroM
TC, n, nogobHo kKnaccnyeckomy STP, ero coceni oTrnpaBsieT Ha3ag noaTeepxaeHue B Configuration BPDU ¢
yCTaHoBJIeHHbIM hnarom TCA. A 3aTem coobuwaeT 06 U3IMeHeHUN TOMNOJSIOrNK Y>KE CBOUM COCeasM.

N3meHeHneM Tononornm B RSTP cynTaeTcsa ToNbLKO nepexon non-edge nopTta B cocTossHue Forwarding (B
STP, KakK Mbl MOMHUM, 6blJIN HEMHOIO ApYrue KpuTepun).

HoBble Tunbl IMHKOB

PaHee B STP, ona Toro 4tobbl y6eamTbCs, 4TO MOPT MOXKET y4acTBOBaTb B Nepefave AaHHbIX, TpeboBanuch
TanMepsbl, T.e. KOMMYTaTOpP NaCCUBHO XAajl B TeYeHMe Ha3Ha4YeHHOro BpeMeHu, cnywasa BPDU. Knioyeson
ocobeHHocTblo RSTP cTasno BBeAEHNE KOHLIEMLMX TUMOB NOPTOB, OCHOBAHHbLIX Ha pexxnme paboTbl MHKa:
full-duplex nnu half-duplex, Tunel nopToB point-to-point (p2p) nnm shared cooTBETCTBEHHO.

K p2p-nopTy 06bIYHO NOAK/IOYAETCS TOJIbKO OAMH KOMMYTaTop, T.€. 3TO NPAMOe COefUHEHNE MeX Ay ABYMS
KOMMyTaTopaMu. [laHHble MopThl Bcerga pabotatoT B pexxume full-duplex. JononHUTENbHO HE HY>KHO
ob03Ha4YaTb NOPT Kak p2p, KOMMyTaToOp CAeNlaeT 3TO CaMOCToATeNIbHO. OQHAKOo BCe paBHO, MPU XKEeJTaHWN,
MO>XHO YKa3aTb Ha MopTy SIBHO, 4TOobbl OH 6bI/1 point-to-point.

K shared-nopTy nogkati4yaeTcs oAnH UM HeCcKosibko RSTP koMMyTaTopoB 4yepes xab, nmbo ogHo nnn
HECKOJIbKO YCTPOMNCTB 4Yepe3 TOoT e xab. Shared-nopTbl o/KHBI Bcerga paboTtaTth B pexxmme half-duplex
ons n3bexxaHma Konnmsun. AHanorndHo point-to-point Tuny nopta, shared-nopT He Hy>XHO HacTpauBaTb
BPYYHY0, KOMMYTaTOp CaM onpefennT TUM, HO ONSATb XXE, KaK 1 B Ciydae C p2p-nopToM, shared-nopTt
MO>XHO 3afaTb MPUHYAUTENBHO.

Tak>xe NMosiBMJIOCh MOHATUE NMOrPaHNYHOro nopTa - edge-port (KOTopoe Tak)Ke MOSIBUIOCh OJAHOBPEMEHHO C
3TUM B cTaHZapTe 802.1t), K KOTOPOMY, KaK NpaBuJIo, NOAK/OYATCSA KOHEYHbIE YCTPONCTRA.

Boobuie B RSTP ecTb aBa Tuna noptoB: Edge-port n Non-edge-port. Edge-port - nopT, NOAKIIOYEHHbIN K
KOHEeYHOMY ycTponcTBy (Hanpumep, MK, IP-TenedoH, cepsep 1 T.4.), HA KOTOPOM OTCYTCTBYET BO3MOXXHOCTb
CO34aHunAa NeTneBon CTpykTypbl. Non-edge-port - “HenorpaHnYHbIN” NOPT, K KOTOPOMY MOAKJII0YaOTCA
Opyrne KoMmMmyTaTopsbl, y4acTBytowme B Tornosorum RSTP. EC/in KOHeYHOe YCTPOMCTBO NOOKJ0YAETCS K
KOMMYTaTOpPy HarnpsaMyto, TO Ha KOMMyTaTope edge-nopT Ao/KeH paboTaTb B pexxume full-duplex n 6biTb
point-to-point (To ecTb NOPT ABNAETCA OOGHOBPEMEHHO MOrPaHUYHbLIM, 1 TUMN JIMHKA ABAsSeTCA point-to-point.
Takon Tnn coegunHeHns Ha3biBaeTca edge p2p). Ho ecim KOHeYHble YCTPONCTBa NOAKJI0YAOTCA K
KOMMyTaTopy 4yepe3 xab, To Tun nopta Ha KoMMyTaTope byneT Takxe edge, BeAb K HEMY NMOAKOHAOTCH
KOHeYHble YCTPONCTBA, HO B TO )Xe BpeMs oH byaeT shared n 6bynet paboTaTth B pexxume half-duplex, T.K. K
HeMy noakstoYveH xab (Takon Tun nopTa 6yaeT edge shared).

Kak npasuno, Edge-nopTbl Ha3Ha4YalTCA BPYYHYIO KOMaHAoM “spanning-tree portfast”, T.e. Kak B
Knaccm4yeckoM STP HacTpanBaeTcs pexum portfast Ha nopTy. KoMMyTaTop HE yMeeT CaMOCTOATESIbHO
onpenensATb, KTO K HeMy noakJo4yeH. KoHe4yHo, oH Mor 6bl opneHTMpoBaTbCA Ha Hannde BPDU Ha 3ToMm
MopTy, HO MO CTaHAApPTYy KOMMYTaTop A0J/KeH oba3aTenbHO NnogoxnaTb MUHUMYM 15 cekyHa (Forward
delay Tanmep), npexxae YeM PELLINTb, YTO Ha ero NOopPT TakK W He MPULLIO HXU 0A4HO coobLlieHmne (a 3To
cnnwKom gonro gna RSTP), n npu nogkaodeHun yctponcts, Edge-nopThl cpa3y xe, 6e3 kakoro-nmbo
cornacosaHus, nepexonaT us coctoaHma Discarding B Forwarding, nponyckasa coctosiHue Listening.
HobasneHne/ypnaneHne edge-nopToBs, MM N3MEHEHNE X COCTOSHUN HUKaK He BAMSET Ha TONoJ0ruio:
HUKaKuX nepecTpoeHuin He Bbi3bIBaET.

Shared-nopTbl paboTaloT Mo CTapon cxeme C NpoxoxxaeHnem yepes coctosaHus Blocking - Listening -



Learning - Forwarding, n No3ToMy B C/ly4ae UCNoJfib30BaHua shared-nopTa npenMyLLiecTBa MCMNo/Ib30BaHUS
RSTP oTcyTcTBYIOT. O4HAKO, KaK y>Ke 6blJIo CKa3aHO MHO)XKECTBO pa3 B 3TOW CTaTbe, B COBPEMEHHbIX CETAX
Xabbl NPaKTUYECKW HE NCMOJIb3YIOTCH, MO3TOMY HaBpPAL /I Mbl BCTPETMM TakKoW TUM COeOUHEHUS.

A BOT Ha p2p-nopTax (T.e. Ha MopTax MexXxay AByMa KoOMMyTaTopamun) RSTP ncnonb3lyetT npouecc
npennoXXeHmsa n cornaweHns: Proposal/Agreement. KommyTaTop cnpaBeasiMBO CHNUTAET, YTO €C/IN INHK
paboTaeT B pexmme NOJIHOro AynJjekca n He 0603Ha4YeH Kak MOrpaHMYHbIA, 3HAYUT HA HEM TOJIbLKO OBa
YCTPOWCTBA: OH N ApPYron KoMMyTaTop. M BMecTo Toro, 4Tobbl )xaaTb Bxoaswmx BPDU, oH caM nbiTaeTcs
CBS13aTbCS C KOMMYTATOPOM Ha APYrOM KOHLLE JIMHKa C MOMOLbIO cneunaibHbix Proposal BPDU (06bi4HbIN
RSTP BPDU ¢ ycTaHoB/IeHHbIM haiarom Proposal), B KOTOPbIX €CTb MHOPMaLUS O CTOMMOCTU MapLupyTa K
KOpHEBOMY KOMMyTaTopy. KommyTaTop ycTaHaBnmBaeT ¢nar "Proposal" B8 RSTP BPDU s Toro 4tobbl
npeanoxntb cebs Ha posb BbigeneHHoro (Designated) kommyTaTopa B cermeHTe. Posb nopTa B Proposal
coobuleHnn BCcerga yctaHoBJsieHa B "Designated". BTopon KOMMyTaToOp CpaBHUBAET MOJYYEHHYIO
MH(OPMaLNO CO CBOEN TEKYLLEN N NPUHUMAET peLlleHne, 0 YEM M3BELLAET NepBbiIi KOMMYTAaTOpP
nocpencteom Agreement BPDU (To)xe 06bi4HbIn RSTP BPDU ¢ ycTaHOBMIeHHbIM (hsiaroM Agreement).
KommMmyTaTop ycTaHaBaueaeT cnar "Agreement" B RSTP BPDU gnsa Toro 4Tobbl NpuHSATL Npegbiayliee
npepnoxxeHune. Ponb nopta B Agreement coobuleHnn Bceraa yctaHossieHa B "Root".

PaccmoTpuM faHHbIM npouecc 6bonee geTabHO.

Proposal & Agreement
JlonycTuM, y Hac ecTb Hekas Tononorusa 6es netens.
[STP & SNR]
Puc. 25. Mpumep Tonosormum B RSTP 6e3 n3bbiTOYHbIX JINHKOB

Mbl NOAKJIOHMIIN K KOMMYTaTOPY SW3 [1Ba KOHEYHbIX YCTPONCTBa, 0603Ha4YMAN NMOPThl MOAK/IOHYEHNS KaK
edge-nopThkl, 1 MO3TOMY KOMMYTaTOp Cpa3y Xe nepesesl nx B coctosHue Forwarding.

[STP & SNR]
Puc. 26. NMpumep Tononorun B RSTP 6e3 n3bbiTo4HbIX TMHKOB C AobaBneHnem endpoint ycTponcTs
Bce paboTaeT kak Hafo, BCe nNpeaesbHO NpocTo.

Tenepb npenctaBuM, 4TO Mbl nobaBunun elle oauvH KOMMYTaTOpP U NOOKNIOYUIN ero ABymM4a JIMHKaMn B Hally
TOMoJIoruio.

[STP & SNR]
Puc. 27. obaBunu ewe oanH kommyTaTop B RSTP Tonosnoruto
PaccMoTpum cHa4vana nnHK swl - sw4.

Mpn pobaBneHnn KOMMyTaTOpa B OEPEBO, KOrAa MOAHMMAETCA KaKoM-1Mb0o NIMHK, MOPTbl HA 3TOM JINHKE
cpa3y cTtaHoBaTcA Designated n nepexonaTt B coctosHue Discarding. 3aTem KoMmMyTaTop sSwl oTnpasnseTt
co cBoero Designated nopTta (koTopbIn HaxoauTcs B cTaTyce Discarding) superior BPDU ¢ ycTaHOB/IEHHbIM
cnarom Proposal. B gaHHoMm BPDU KoMMyTaTop Tak)Xe aHoHcupyeT cebsa kak Root kommyTaTop, coobuiaeT
cTaHgapTHO Root Bridge ID, RPC u T.4. TeM caMbiM KOMMyTaTop swl npepgnaraet (proposal): “lNMpuserT, A
KOpHEBOWM KOMMYyTaTop, Npegnarato, 4Tobbl Mo nopT 6bin Designated, a TBown nopT gosixkeH 6bITb Root
rnopTtom” (Ha camom gene, oTnpaBuTb BPDU ¢ ycTaHoBNeHHbIM onarom Proposal 6yayT oba ycTponcTsa, HO,
B KOHEYHOM uMTOore, Ha Proposal 6yneTt oTeBevaTsb inferior ycTpolicTBo, T.K. 6ByoeT BUAETb, YTO NOJYYEHHbIN
BPDU cocepa - superior).

[STP & SNR]
Puc. 28. Otnpaska BPDU c ycTaHoBNeHHbIM ¢narom Proposal

Korpa KommMyTaTop Sw4 Ha APYroM KOHLE JIMHKa noJsiyvyaeT AaHHbIn BPDU, OH BUAWT, 4TO 3TO superior
BPDU, n oH nepesoaunT cBon nopT (Ha koTopom oH noay4mnna BPDU oT Root Bridge) n3 Designated Discarding
B Root Discarding.

MomnMo BCero npoyero, korga inferior kommyTaTop nosy4vaeT Proposal Ha cBoeM NopTy, Npexxae 4em
OTMNPaBUTb KakKOW-TO OTBET, OH Ha4YMHaeT NpoLecc CMHXPOHM3aumn. Cnepsa KOMMyTaToOp NepeBoanT BCe
cBoM non-edge nopThbl B cocTosiHMe Discarding (edge nopTbl He 6nokupytoTcsa!). 9To HY>KHO A1 TOro, 4Tobbl
ybepeybcs oT BO3MOXKHOIo obpasoBaHus netenb B MOMeHT paboThl npouecca Proposal/Agreement. Non-
edge nopTbl NnepesonaTcs B Discarding nMmeHHoO Ha inferior koMmMmyTaTOpe.



[STP & SNR]
Puc. 29. Havano npouecca CUHXPOHM3aUUKM ansa AnHKa swl-swé

MNMocne TOro, Kak NPoOLECcC CUHXPOHU3ALUM HavYancsa, KOMMyTaTop Sw4 OTrpPaBUT OTBET C YCTaHOBJIEHHbLIM
dnarom Agreement B cTopoHy Root Bridge (cornalwieHue Ha npeano)xeHue) n nepeBoanT cBon nNopT 13 Root
Discarding B Root Forwarding.

[STP & SNR]
Puc. 30. OTnpaBka BPDU c ycTaHOBNeHHbIM (haiaroM Agreement

Korna KopHeBOW KOMMyTaTop swl noslydaeT MoJIOXKUTENbHLIA OTBET (agreement) Ha cBoe NpefyioXKeHune
(proposal), oH nepesoauT cBon NopT u3 Designated Discarding B Designated Forwarding.

[STP & SNR]
Puc. 31. CnHxpoHusaumna gna nmHka swl-sw4 3akoH4eHa

Mocne 3Toro CUHXpPOHM3aLUMa A8 3TOrO0 JIMHKA 3aKaH4YMBaeTCs (MOXKHO CKa3aTb, YTO CMHXPOHU3ALMS - 3TO
npouecc, KOTOpPbIN NHULMANN3NPYET KOMMYTAaTOP NpWn NOCTYMAeHN K HeMy BPDU ¢ yCcTaHOBIEHHbIM
Proposal 6uTomM. B 3TOM npouecce KOMMyTaTop NepeBoanT BCe non-edge nopTbl B cocTossHMe Discarding n
oTnpaBisieT OoTBET Ha Proposal, KoTopbI 1 3anyCTuUa 3TOT Npouecc, 1 3To Aake HeobAa3aTeNnbHO A0/IKEH
6bITb Agreement. Mpouecc 3aKkaH4YMBAETCH CPa3y XKe, Kak TOJIbKO KOMMYTaTopy, KOTOPbIA 1 3anyCcTua 3TOT
npouecc, NpnxoanT OTBET, N NOPTbl NepPeXoaNAT B CTabuabHOe COCTOsAHNE).

A BOT Ha KOMMyTaTope sw4, rge B pesyjibTaTe NpoLecca CUHXPOHU3aunun Mbl NepeBenun non-edge NopThbl B
Discarding, ¢ 3Tux NopToB Ha4yHyT oTnpaBnATbCA BPDU c cdonarom Proposal, T.e. Tak Ha3blBaeMbI “pa3pbiB”
TOMOJIOF NN CMECTUJICA C JIMHKA MeXXAy KOMMyTaTopamu swl n sw4, nog KoMMyTaTop SwW3, Ha cJiedylowmnni

JMHK. W onsa 3Toro IMHKa TOYHO Takxke ByaeT NpoxoAnTb NpoLecc CMHXPOHMU3aumKn, gasee npolecc

CMECTUTCSH Ha CriegyoWwmnn INHK 1 T.4.

OpHako, He Bcerga kommyTaTop byaeT oTnpaBnsaTb B 0TBET Ha Proposal ceon Agreement.
[STP & SNR]

Puc. 32. NMpumep cnTyaumm, B KoTopon He byaeT oTnpassieH Agreement B 0oTBeT Ha Proposal

Hanpumep, B LaHHOM ciy4vae, Yy Hac Ha JIMHKax swl-sw4, sw4-sw3 npoLwlen npouecc CUHXPOoHU3auum n
nobpancsa 0o NMHKa Mexxaoy KoMMyTaTopamm sw3 1 sw2. B oTBeT Ha Proposal oT kKommyTaTOopa sw3
KOMMYyTaTop sw2 He oTrnpaBuT Agreement, T.K. OH He COrjlaceH C AaHHbIM MPeasioXKeHNEM. Y HEro y>Xe ecTb
JNyYLWKUn MaplwpyT 0O KOPHEBOro KOMMyTaTopa, 1 Root nopT y Hero y>xe BbibpaH. [103TOMYy KOMMYyTaTOpbI
peLatoT, YTO JIMHK MeXAay HUMK byaeT 3abnokmnpoBaH. Ponn nopToB 1 KTo byaeTt 3absoknpoBaH,
BbIOMpatloTCs cTaHOapTHO: oAuH U3 nopToB byaeT Designated Forwarding, a gpyroi Alternate Discarding. Ha
3TOM npouecc Proposal/Agreement 3akaH4YmnBaeTcs. Y Hac nosy4ymsaacb HoBas Tornosiormns 6e3 netensb.

[STP & SNR]
Puc. 33. Mpouecc Proposal/Agreement 3aBeplueH a1 Hoso RSTP Tonosnorum

Tak Kak BeCb MpoLLecc Tenepb He NpMBSA3aH K TalkMepaMm, NPONCXOLNT OH O4eHb BbICTPOo. Kak TOJIbKO Mbl
MOAKJIIOYNIN HOBbIA KOMMYTaTOP, OH NPakKTUYeCcKn cpaly BNUCbIBaeTCs B 06LLYy0 TOMOJIOM M0 1 MPUCTynaeT
K paboTe, BeCb npouecc 3aHMMaeT ByKBasIbHO 4OV CEKYHA, T.K. ONATb XK€ KOMMYyTaTOpbl HE XAYT
ncTevyeHna Kaknx-nmbo Tanmepos, a obMeHMBaOTCSA coobLeHnaMmn mexay cobor odeHb 6bICTPO (HO BCe
3aBUCUT, KOHEYHO, eLle 1 OT TONOoJIOrun ceTn).

Kak y>xe bbllo cka3aHo paHee, RSTP nmeeT obpaTHyt0 COBMECTUMOCTb C STP.
RSTP B cBOel paboTe ncnosb3yeT obbi4Hble STP TanMepbl B CAeAYOLLNX CIyYasx:

1. KnopTy noakn4yaeTCca yCTPONCTBO, NOAAEPKUBAIOLLLEE TONIbKO Kaaccmyeckmn STP. B aTom cny4vae
MopT KOMMyTaTopa 13 pexxmma paboTbl RSTP nepexoaunt B pexxum STP. A 3Ha4YUT NpoxXoJuT BCe
CTaHpapTHble ans STP ctagun: Blocking, Listening, Learning, Forwarding (B 3aBUCMMOCTK OT TOrO, C
KaKMMK 3Ha4YeHNSMN KOPHEBOIO KOMMYyTaTopa 1 ctouMmocTun 6yageTt nmonydeH BPDU).

2. KomMmyTaTop onpeaennn coegnHeHmne Kak shared. B 3ToM ciiydae UCnonb3yoTCs CTaHOApPTHbIE
Tanmepbl RSTP. Tak Kak K TaKoMy NopTy NMOAKJ/IOYEHO ABa 1 Bonee KOMMyTaTopa, 3aeNCTBOBaATb
MexaHun3M Proposal/Agreement HEBO3MOXXHO.

3. ToAKI0YEHO YCTPOMCTBO, He y4acTeyloulee B STP, 1 Ha NopTy He 3agaH Tun edge. B 3ToM cny4vae nopT
nponaéTt cneaytowme ctagmm RSTP: Discarding (15 cekyHn), Learning (15 cekyHa), Forwarding. Takum
obpa3omMm, OH NepengéT B peXxnMm nepegadm ToJbko Yyepes 30 CeKyHA.



NTaKk, BKpaTue noagbiTOXXNM O NpuHUMNNaXxX pa6OTbI NMPOTOKOJIa RSTP B BMAe cneaywunmx Tesncos:

1. B RSTP 802.1w no cpaBHEHUIO C KNaccnyeckmm STP 6611 nameHeH opmaT cost (KoTopbi Bbin
nosammcTBoBaH 13 802.1t, BbileALLero B TOM Xe roay), usmeHeH copmat BPDU, 6bin1 yaaneHn tun TCN
BPDU, nossBunucb Tunbl IMHKOB: point-to-point, shared n edge-nopT, HoBLIe ponn NopToB: Alternate
(3anacHomn kopHeson nNopT) n Backup (3anacHon Designated nopT), nosasuiock coctosiHue Discarding,
KoTopoe 3ameHwusno Disabled, Blocking, Listening;

2. HecmoTps Ha Bce 3T0, RSTP coxpaHun obpaTHyt0 COBMeCTUMOCTb € STP. Ecnm KomMmyTaTop Ha Apyrom
KOHLLE NIMHKa He yMeeT paboTaTb ¢ RSTP, unu ecnm T1un JMHKa Mexxay yctponcrteamum shared, To RSTP
6yneT paboTaTb No knaccnyeckoMy anropmutMmy 802.1D co Bcemun TaimepaMu 1 coctoaHnamMu. B RSTP
KOPHEBOM KOMMYTaTOp M PO MOPTOB, BCe BbiBMpaeTCcs aHaNOrnyHo;

3. OpHako kn4eBoe npenmMyLlectso RSTP Kak pa3-Taku B TOM, 4TO OH He NpuMBA3aH K KakuM-nmbo
TanmepaM, a paboTaeT 3a cyeT mexaHu3Ma Proposal/Agreement (Ha p2p NMHKax);

4. Ecnv KoMMyTaTop nepecTtaeT nony4daTb BPDU (kKoTopble B RSTP 0TnpaBnsiioT BCe KOMMYTaToOpbl B CeTy,
a He TOJIbKO KOPHEBOWN) OT cocena B TevyeHne Tpex Hello Time (6 cekyHA Mo ymMoa4aHUI0), TO OH
CcYMTaeT, 4TO cocep “MepTB”, yBeAOMSIET BCEX CBOUX COCcefen nyTeM NaBUHHOM paccbinkm BPDU ¢
ycTaHoBJIeHHbIM TC chnarom (u cocenm fenatoT TOXKE CaMoe) 1 3arnycKaeT nepecTpoeHme TorMoJornu:
6biBWKMiA Alternate nopT cTtaHeT Root nopToM 1 3anyCTUT MexaHn3m Proposal/Agreement ans
onpepenieHna COCTOAHUN MopToB.

MSTP (802.1s, Multiple Spanning Tree Protocol)

MSTP Bnepsble 6bi1 onucaH B cTaHaapTe |IEEE 802.1s (gononHeHue k 802.1Q) B 2002 roay, a B
nocnencTemn nepekoyesan B IEEE 802.1Q-2003.

MSTP paboTaeT no ToMy >e npuHumnny, 41o n RSTP (T.e. co Bcemun Proposal/Agreement MmexaHn3MaMmn 1
npo4nM), TONIbKO Tenepsb ewle u ¢ y4yeTom VLAN.

Ka3zanocb 6bl, y HaC eCTb yCOBEPLUEHCTBOBAHHbLIN MexaHu3M STP (B nuue RSTP), KOTopbIn B C/lydae 4yero
cpabaTblBaeT MFHOBEHHO, 3a4eM TOr4a HaM eLle Hy>KeH Kakon-To MSTP?

N3HavyanbHO N5 3alNTbl CETEN C KOJIbLEBLIMU TOMOJIOrUAMUN NCNOJIb30BannCb STP n ero Mmoaundukaums
RSTP, koTopble cTpounn eanHoe ans scex VLAN nokpbiBatoLLiee aepeBo. 3T0 6b1JI0 NPOCTO 1 YAOOHO C TOYKM
3pEeHMnS 3KCnlyaTaumm, HO He No3BoJIAN0 r’MbKo ynpasnsaTb TpadnKoM, pa3Hocs pa3Hbie VLAN no pasHbIM
dun3myecknm KaHanam. C yqyetom 1oro, 4710 VLAN - gocTaTo4HO YAOOHbIN MHCTPYMEHT, KOTOPbIA
MCNoJsib3yeTCsa NPakKTUYeCKn BO BCeX COBPEMEHHbIX CeTSX, Takasd TeXHOJI0rna NoCcTpoeHus nepesa AN
pa3Hbix VLAN 6bin1a npocTo Heobxoanma.

K ToMy »xe, MoXKeT BbiTb U Takoe, 4TO Yy Hac NeT/ISA CyLLeCcTBYEeT TO/IbKO (PU3NYECKU, a JIOTUYECKU NeTIn
MeXXZy KOMMyTaTopaMu HeT, MOTOMY 4YTO Ha NopTax BblAaHbl pa3Hblie VLAN, no3ToMy TpadmK KoJibLEeBaTbCA
He BygeT, HO, K CoXKaneHuto, knaccuyecknx STP/RSTP 3To He ocobo nHTepecyeT, Bedb OHUN HE YMeIT
paboTtaTtb c VLAN.

KoHeuHo, npobnema rubkocTtn 6bina pelweHa B nponpueTapHbix Cisco PVST n PVST+, KoTopble CO34aBanu
OTAENbHbIN NPOLEeCC NOCTPOEHUS NOKpbIBatoWero aepesa ana kaxgoro VLAN. daHHbIi nogxon 6bin
OOBOJIBHO MPOCT C TOYKM 3pEeHUs dKCnayaTauum 1 o4eHb rmbok, HO, BO-MEpPBbIX, 3TO, BCE-TaKu,
nponpueTapHble NPOTOKOJIbI, KOTOPbIE NOJIHOLLEHHO MNOAAEPXKMBAIOTCA TONIbKO Ha obopynosaHum Cisco, a,
BO-BTOpPbIX, Mpu 6onbwom konnyectse VLAN byneT Tpatuthbcs 6osiblue BpEMEHN Ha pacyeT U NOCTPoeHne
TOMOJIOMUKN, @ TaKXXe Mbl MOXKEM CTOJIKHYTbCA C NnepeyTunmsaumen CPU komMmyTaTopa n3-3a 60nbLOro
KonmyecTBa STP npoueccos: ecau, HanpuMmep, y Hac cywectsyeT 3000 wTyk VLAN Ha TpaHKOBOM MNOpPTY, TO
MMeHHO cTonbko BPDU 1 6ypeTt noctynaTth Ha CPU komMyTaTopa Kaxkabii Hello Time.

Tak Kak Tpaduk 6onbwmnHcTBa VLAN nCnonb30Ban MAEHTUYHbIE MYTKN, CMbIC/Ia B pa3gesieHnn npoLeccos
STP pnsa HUX He 6blN10, COOTBETCTBEHHO KOHLeNUus npotokona buina gopaboTtaHa. Tak noasunca 6onee
coBepLUeHHbIN npoTokos Multiple Spanning Tree Protocol (MSTP), KoTopbii abcTparmpyeTcsa OT OTAEbHbIX
VLAN, a ncnonb3yeT Takme NoHATUSA KakK: instance n region.

Kak Mbl y>ke ckazanu, MSTP cTpouT gepeBo He ansa kaxxgoro VLAN, a onga kaxxgoro MST Instance (MSTI).

Ecnn nepeBoanTb O0COBHO C aHIMMNCKOro, instance - ak3emnnsap, konus, obpasey, npumep. To ecTb B
MSTP, instance - HeKas CywHOCTb, KOTOpas MoXeT 06beanHATb B cebe Heckonbko VLAN, n onsa Ka>xgoro
MSTI 6yneT cBoe nepeBo RSTP (ceost RSTP Tononorns) n ceosa Konmsa Tpaduka.

HoBas KOHLEenumsa Bbi3biBasla CJIOXKHOCTU B 3KCMJlyaTauum, Tak Kak 6b1J10 He06X0AMMO NAEHTUYHO
KOHurypmnposatb cootTBeTcTBMe VLAN-MSTI Ha BCcex KOMMyTaTopax. 14 ynpoLweHnsa n nogaepxaHus
obpaTHoOM coBMmecTuMocTun ¢ STP 1 RSTP 6bina pa3paboTaHa KOHLENUNSA PErTVIOHOB.

PernoH MSTP Mo)xeT 6bITb 06pa30BaH N3 HECKOJIbKUX CMEXXHbIX KOMMYTaTOpPOB C 0ANHaKoBbiMn MSID (MST



Configuration Identification), MOXXHO cKa3aTb, C 04NHAKOBbIMU HAaCTPOMKaMMN, COCTOALLUMU N3:

Nmsa pernoHa MSTP.
PeBun3na KoHpuUrypaumm (HeEKoe 3Ha4YeHne, KOTOPOoe AOJIKHO MEHSATLCA MPU N3MEHEHUN
KOHUrypaumm. HasHavyaeTcsa 1 MEeHSAETCHA BPYYHYLO, HO Ha NMPaKTMKe 3TOT NapaMeTp MoYTu He
MNCMOIb3yeTCs U HE N3MeHSeTCs).

o Nanpxxect cootBeTcTBUN VLAN-MSTI (MannuHr VLAN k MST Instance).

py6o roeops, Kakabll pervoH obbeanHaeT B cebe KOMMyTaTopbl, KOTOPbIE UMEKT 0ONHAKOBLIE
cooTtBeTcTBMA VLAN K Instance.

CootBeTcTBue VLAN-MSTI He nepepaeTcsa B BPDU, NnoToMy 4TO ecnm AaHHble BOpPYr 6yayT nepedaHsl
HEBEPHO, TO KOMMyTaTopbl ByAyT HAaXoAUTbLCSA B pa3HbIX pernoHax. MosToMy BMeCTO 3ToOro, y
KOMMYTaTOpPOB YCJIOBHO eCTb HeKas Tabnnua mannuHra VLAN-MSTI, cocTosiwasn n3 4096 sdyeek
(MakcumanbHoro kon-a VLAN), roe kaxxgomy VLAN 6yneT cooTBeTCTBOBaTb Kakon-To MSTI, u
KoMMyTaTopbl 6yayT Bbl4McasaTb MD5-xew oT 3Toro coorBeTcTBUS VLAN-MSTI 1 oTNpaBasATb ero cCocensm, u
y>XXe 3T0 3HavYeHue byaneT cpaBHMBaTbCA KOMMyTaTOpaMu.

Ecnun Bce napameTpbl MSID (MST Config name, MST Config revision, MST Config digest) coBnagatoT y
KOMMYTaATOpPOB, 3HA4YNUT oHWN ByayT HaxooUTbCA B OA4HOM pernoHe MSTP, HO ecsim XOTb OAMH U3 MapamMeTpoB
6yOeT He coBnafaTb, TO KOMMYTaTOpPbl OKa)KyTCH B pa3Hbix MSTP pervoHax.

CyliecTByeT ABa OCHOBHbIX B3anMoaencTeuns B MSTP:

1. BHYTpU pernoHa;
2. MexXxnay pernoHamu.

BsamMopencreme BHyTpu permoHa MSTP

BHyTpu kaxkgoro MST pernoHa ecTb AgBa Tuna instance:

¢ Internal Spanning Tree Instance (IST Instance).
e Multiple Spanning Tree Instance (MSTI).

IST (Internal Spanning Tree Instance, nMbo eLLe MOXXHO yC/bilWaTb Takoe onpeaeseHne Kak “KOHTPOJIbHbIN
instance”) - 3To cneunanbHas KONUA CBA3YIOLLEro AepeBa, KOTopas, Mo YMOJIYaHUIO, CYyLLeCTBYeT B KaX40M
MST-pervoHe 1 He MoXeT 6bITb yaaneHa. IST npucsoeH HoMep 0 (Instance 0). Tonbko IST AepeBo BHyTpKU
pervoHa Mo>XeT OTMnpPaBAATb U Noslyv4aTb Kagapbl BPDU, a Tak)xe CNy>XUT O yrnpaBaeHns TONoJIoOrnen
BHYTpPMW 3TOro pernoHa. Bce VLAN, HacTpoeHHble Ha KOMMyTaTopax MST-pervoHa, No yMon4aHuio
npuBsizaHbl UMeHHO K IST.

Takxe, IST onpenenseT Root Bridge aona scero pervoHa. Root bridge ans IST Ha3biBaeTcA Regional Root
Bridge.

NmeHHO nocpepncTeoM Regional Root Bridge B IST nepepatotcsa Kagpbl BPDU, 4epes KoTopblie CTpoUTCS
OepeBo And Ka)xaoro instance. To eCTb, 418 CHUXXEHNS Harpy3ku Ha KOMMyTaTopsbl, Bce BPDU pa3nunyHbix
MSTI kommyTaTopa obbenunHaoTCcA B oamH BPDU, n pacceinatotcs B instance 0, HO He BO BCEX OCTaJIbHbIX
instance.

MSTI (Multiple Spanning Tree Instance) B oTanyum oT IST BkatovaeT B cebsi VLAN, koTopble 6binn fobaBreHbl
B HEro CTaTUYECKN (BPY4YHYIO), N OOJIKEH COAEP>KaTb Kak MUHMUMYM ogaunH VLAN. MSTI cyLecTByOT TOJIbKO B
npegenax pernoHa.

VLAN, KoTopble Ha3zHa4vatoTca B MSTI, 4O/MKHBI M3HA4YasibHO CyLLeCcTBOBaTb B IST 13 Toro e pervoHa MST.
Korga mbl Ha3HavaeM VLAN ctaTtudeckn B MSTI, kommyTaTop criepBa yganaet 3ToT VLAN u3 IST, n Tonbko
3aTem pgobasnset ero B MSTI. Taknum ob6pa3oM, MOXXHO Ha3Ha4yuTb VLAN Tosibko ogHoMy MSTI B pervoHe.

B MSTP moxeT cyuwectBoBaTb 0T 0 0o 64 nepesbeB MSTI, TouHee HyneBown instance ang IST, n ot 1 oo 64
ons MSTI. To ecTb, Bcero 65 (orpaHnyeHue ctaHgapTa). Ho y Ka>kgoro BeHOoopa 3TO MOXET ObiTb
peann3oBaHo No-pasHoMy, Hanpumep, Ha CisCo Ha HEKOTOPbLIX MaaTRPOpPMax MOXKET CyLLeCTBOBaTbL BCEro A0
16 MSTI (0 - IST, 1-15 - MSTI). Ho MakcuManbHOE KOJ1-BO AJ18 BCEX OAHO - 65,

B npepenax ogHoro pervoHa, B naaHe 6J10KMpoOBaHUS MOPTOB N CXOAMMOCTWN, MSTP noBTOpseT NPUHLMIMbI
RSTP, Ha ocHoBe koToporo u paboTaeT. To ecTb B IST (Instance 0) BbibupaeTca CBON KOPHEBON KOMMYTaTOpP
BHYTpM permoHa - Regional Root Bridge. PernoHanbHbIn KOpHEBOW KOMMYTaTOp BbibupaeTca No cneayowmm
KpUTEepusamMm:



e Lowest External path cost to CIST Root bridge (MMHMManbHas CTOMMOCTW NYTU 00 KOPHEBOIro
KOMMYyTaTopa BCEN CeTU: TOT KOMMYTaTOp, Y KOTOpOro HanMmeHbLlunin Root Path Cost no CIST Root
Bridge n ctaHeT Regional Root Bridge);

Lowest Regional Bridge Identifier (HanmeHbLliunin BID B pervoHe);
Lowest CIST Bridge ldentifier (n3 BPDU, nony4eHHOro n3 pernoHa, roe Haxoautcsa CIST Root Bridge).

(moHsaTusa CIST n CST Mbl paCCMOTPUM HUXKE).

Hanee, cTposaTCcA nepeBbs BHYTPU pervoHa ana IST n kaxaoro MSTI. Ana kaxxgoro MSTI To4HO Tak e
BblbBMpaeTcs CBOW pernoHasibHbI KOPHEBOW KOMMYTaTOp (OH MOXKET coBNaAaTb C permoHabHbIM
KoMMyTaTopoM IST, Ho HeobsA3aTenbHO, N 06bIYHO Ha3biBaeTCcst NPoCcTo, Root KoMMyTaTOp A5 3TOro MSTI,
nnbo Regional Root gna atoro MSTI, HO FrNaBHLIM pervoHasibHbIM KOMMYTaTOPOM BCe paBHO byaeT regional
root umeHHo B IST), n cTponTcsa cBos Tononorns 6e3 n3bbITOYHbIX IMHKOB.

Bsaumopencreme mexnay permoHamm MSTP

Ha camom gene, B coBpeMeHHbIX CeTAX OOCTAaTO4YHO peaKo NCrosib3yeTcda KoHuenunsa ¢ HeCKOJIbKUMKN
pernoHamm, no KpaI7IHEI7I mMmepe B HeboNbLUMX CETAX TOYHO HET CMbIC/a pPa3nendaTb MSTP Ha PEermnoH:bl.

OfOHako BCe paBHO pa3buneHne Ha pernoHbl - 3To 04eHb BaXKHast HYacTb MSTP, U HY>XHO MOHMMaTb, KakK
MPONCXOAUT B3aUMOOENCTBUE MeXY PErmoHaMu, 4TO Mbl U pacCMOTPUM fanee.

Onsa aToro BBenem Takme noHatTus kKak CST um CIST.

CST (Common Spanning Tree) - pepeBo, coeaunHsatouee Mmexay coborn MST permoHbl 1 KOMMYTaTOpPbI, Ha
KOTOpPbIX He 3anyuweH MSTP, a HacTpoeH, Hanpumep, STP, RSTP n T.4.

CIST (Common and Internal Spanning Tree) - NnosiHOe NOKpLIBalOLEee AeEPEBO CeETU, 0bbeamnHAoWee B cebe
CST un IST Bcex MST-permoHos.

Ha nepBbI B3rnaa He o4eHb NOHATHO, MO3TOMY PAacCMOTPUM CXEMY.
[STP & SNR]
Puc. 34. Mpumep IST/CST/CIST Tononormnn

Ha pucyHkKe BbllLle pacCMOTPEHO TPU pa3HbIX pernoHa. B Ka)x,oM pervoHe CTpoOsAITCA CBOW TOMOJIOMNN:

pa3Hble MSTI aepeBbs, HY U, KOHEYHO, OOHO r1laBHOE AepeBO BHYTPU pernoHa - IST. 1ng cea3u Mexay
pernoHamMmm ncnonb3yetcsa gepeso CST (0OHO BbiAeNneHo KpacHbiM). Hy a Bce BMmecTe: IST+CST - 3To yxe
6yanet CIST gepeso.

Ons 3aWnThl TONOJIOr A COEANHEHUS Pa3/INYHbIX PETMOHOB N OTAEJIbHLIX KOMMYTaTOPOB CTponTCcs obuwee
nokpbiBawLee gepeso (CST). Kaxxabin pernoH MSTP npeactasngetca anga CST Kak OTAENbHbIN
BUPTYaJibHbI KOMMYTaTOpP, U NPY B3aUMOLENCTBAN C APYrMMN PErMOHaMKn 18 Hac CyLWEeCTBYeT TOJIbKO
hepeBo CST. Mbl He NoKa3biBaeM cocefsM B APYrUX permoHax, 4To CyLeCcTBYeT N NPOUCXOOUT BHYTPU
Hallero pervoHa, Hally TOMoJormio.

CootBeTcTBUA VLAN-MSTI (TOYHEE XeLl OT 3TUX COOTBETCTBUN) TakXe He NnepenatoTcs 3a npenesnbl
pervoHa. Mo3ToMy fa)ke ecsinm B CocegHeM pernoHe byaet TOYHO TaKoe »Ke COOTBETCTBUE, MEXAY HUMU HE
6yneT Huyero obuiero, T.K. KOMMYTaTOpPbl HAXOOATCS B Pa3HbIX PernoHax.

[ns B3auMofencTBus C ApyruMmn permoHamMm ¢ norpaHnyHbix noptos CST 6yayT oTnpasnatTecs BPDU ¢
oAvHakoBbIM Root Bridge ID, ¢ oanHakoBbIM sender Bridge ID, ¢ ognHakosbiM RPC 1 T.4., faxe ecav BPDU
OTNPaBNSATCA Pa3HbIMXU KOMMYyTaToOpaMn B PermoHe, NoCcKosibKy, Kak y>xe 6bl1o CKa3aHo, permoH
npeacTaBfseTcs B BuAe oaHoOro 60bLworo BUpTyaabHOr0 KOMMyTaTopa.

N camo gepeBo CST hyHKUMOHMPYET no npoTokony STP/RSTP.

B KayecTBe KOpHEBOro KOMMyTaTopa Anda Bcen ceTu (T.e. CST + IST) BuibupaeTtca CIST/CST Root Bridge
(CIST Root Identifier). BoibupaeTca CIST Root Bridge cTaHoapTHO No HanMeHblueMy Bridge ID (nnbo
HaUMEeHbLUINI NPNOPUTET, TNBO HauMeHbLLINIA naeHTudukaTop - MAC-agpec).

Ecnm aToT CIST Root Bridge 6yneT HaxoonTbCA BHYTPU KaKoro-TO pernoHa, To oCTajibHble KOMMYTaTophbl B
3TOM >XKe pernoHe 6yayT NOHMMaTb, 4TO Cpeamn HUX BCex AaHHbIn KoMmmyTaTop byaeT asnatbcs CIST Root
Bridge. A KOMMyTaTOpbl B APYrUX peruoHax npocTo BUAAT AaHHbIA PernoH Kak oguH BUPTYasibHbIN
KOMMYTaTOp, ¥ 3TOT BUPTYaJibHbIA KOMMYyTaToOp 1 ByaeT ABASATbLCA ANA HUX BCEX KOPHEBLIM (HECMOTPSA Ha
TO, 4TO B 3TOM peruoHe eCTb U Apyrue KOMMyTaTophbl).

B MSTP BPDU (nogpo6Ho popmaT BPDU Mbl paccmoTpuMm nosgHee) ana CIST Root Identifier cywecTsyeT Tak
Ha3biBaeMbIn “BHewHM"” RPC - “CIST External Root Path Cost”. OH noka3sbiBaeT HaM, CKOJIbKO ByaeT CToMTb
nobpaTbCa A0 3TOro eANHOro KOPHEBOro KOMMyTaTopa B ceTu. COOTBETCTBEHHO, €C/IM 3TOT KOMMYyTaTop



HaxXxo4WUTCS BHYTPM pernoHa, To Ha Bcex MST-komMyTaTopax B 3TOM pernoHe External Root Path Cost 6ypeT
paBeH HyJ10, T.K. 4O HEr0 HE CTOUT HMUYero JobpaTbCs M3 3TOrO XKEe pervoHa. A ec/in »xe HaM NoCTynu
BPDU oT cocegna (13 gpyroro pervmoHa), 4to gobpatbcs go CIST Root Bridge 6ypneT cToMTb HaM CTOJIbKO-TO,
TO ONSATb K& KOMMYTaTopbl BHYTPU permoHa Hu4ero He npubaBnsioT K 3HavyeHuto External Root Path Cost, a
nepenatoT ero 6e3 N3MeHEHUN BHYTPU pervoHa (egMHCTBEHHOE, 4TO NpMbaBMUTCA CaMa CTOMMOCTb
rnorpaHN4YHoOro nHTepdgenca, Ha KoTopom nonyymnm BPDU).

Mpwu nepepayve nHhopmMaumnm 3a npegensl pernoHa B BPDU Takxe yka3biBaeTcs CIST Regional Root Bridge
(CIST Regional Root Bridge = Regional Root Bridge). Kak Mbl y>xe pa3obpanncb, 3TO KOPHEBOW KOMMYyTaTop
Ons gepesa IST B npefenax o4HOro pernoHa. 1 Kak Mbl y>Ke roBopun, ¢ Kakoro 6sl KOMMyTaTopa B
pernoHe mbl He oTnpasasan BPDU 3a npegenbl aTOoro pervoHa, Regional Root Bridge Bcerpa 6yneT ykasaH
OOWH 1 TOT Xe.

Taknm obpa3oM, ons ogHoro pervoHa B BPDU, oTnpaBnsieMoM cocensiM 3a npenesbl PErmoHa C pa3Hbix
KOMMYyTaTopoB, Bcerga 6yayT oanHakosble rnonsa CIST Root Bridge (8 BPDU npocTto Root Identifier), CIST
External Root Path Cost (B8 BPDU npocTo Root Path Cost), CIST Regional Root ID (B BPDU 3T0 npocTo Bridge
Identifier npn B3anmogencteumn mexay permoHamun). A BoT CIST Port ID (Port Identifier 8 BPDU) moxxeT 1
OT/IM4aTbCS, CMOTPSA C Kakoro rnopTa byneT oTnpasneH BPDU.

B nepese IST, Kak Mbl MOMHUM, KOPHEBBLIM KOMMYyTaTopoM sABnseTcs Regional Root Bridge. PaccTtosaHue go
Hero B npepenax pernoHa ykasbiBaetcd B CIST Internal Root Path Cost. Hy a CIST Bridge Identifier - 3To, no
cyTn, ykasbiBaeTca BID B IST Toro, kto otnpasnn BPDU.

EonHcTBEHHOE, 4TO He aybnnpyetcs B BPDU - Port ID. Mockonbky B MSTP oTnpaBnseTcs Bcerga oaHa BPDU
BHE 3aBUCMMOCTM OT NPUHALJIEXXHOCTU K AepeBy, MO3TOMY 1 noae Port ID HeT cmbicha aybnnpoBaTb s
pa3HbIX OepeBbeB.

dopmat MSTP BPDU

®opmaT MSTP BPDU o4eHb cxox ¢ dhpopmaTtoM RSTP BPDU:

Protocol Identifier (MpeHTNnKaTop NnpoTtokona STP, 2 6anTta): 0x0000;

Protocol Version Identifier (Bepcua npotokona STP, 1 6anT): 3 ana MSTP;

BPDU Type (Tun BPDU, 1 6anT): 0x02 ana Rapid/Multiple Spanning Tree;

BPDU flags (CIST) (®narn, 1 6anT);

Root Identifier (CIST Root ID) (MgpeHTndmnkaTop kopHeBoro CIST kommyTaTopa, 8 6anT);

Root Path Cost (CIST External RPC) (PaccTosiHue no kopHeBoro CIST kommyTaTopa, 4 6anTa);

Bridge Identifier (nm6o 3To BID koMmMyTaTOpa, KOTOPLIN HEMOCPEACTBEHHO oTNpaBua BPDU (Hanpumep,
ec/qin KommyTaTop, He nogaepxmsaetT MSTP), nmbo aTo Regional Root Identifier (npu B3anmopencTenm
MeXXnay pernoHamm), 8 6anT);

Port identifier (CIST Port ID) (MpeHTndgumnkaTop nopTta, 2 6anTa);

Message Age (Bpems xunsHm coobuieHuns, 2 6anTa);

Max Age (TanmMep - MaKCMMasibHOE BPeMs XXU3HU coobueHuns, 2 banTa);

Hello Time (Tanmep - nHTepBan otnpaBku Hello BPDU, 2 6anTa);

Forward Delay (3apep>xka CMeHbl cOCTOsiHUIA, 2 BanTa);

Version 1 Length (Bcerpa Hynesoe 3HaveHue, 1 6anT);

Version 3 Length (Pa3mep MST Extension, 2 6anTa);

MST Extension:

Configuration Identifier (51 6anT):

MST Config ID format selector (1 6anT);

MST Config name (32 6anTa);

MST Config revision (2 6anTa);

MST Config digest (16 6anT);

CIST Internal Root Path Cost (paccTtosiHue oo Regional Root Bridge BHyTpu pervoHa, 4 6anTta);

CIST Bridge Identifier (Ha camom gene, 310 IST Bridge Identifier, 8 6anT);

CIST Remaining hops (K0/a1-BO KOMMYTaTOpPOB, KOTopble npolen BPDU Mexay KOMMyTaToOpaMu BHYTpU
perunoHa. Mo yMon4aHUto MakcuMMasibHoe Kon-Bo - 20, 3aTeM BPDU 6yaeT oTbpowweH. 1 6anT);

e MSTID (M-record, one per-instance) (N*16 6anT).

[STP & SNR]
Puc. 35. lNMpumep namna MSTP BPDU
Kak Bugunm, oo Ha4vana nonsa MST Extension, MSTP BPDU o4eHb TpyaHO oTAn4nTb 0T RSTP BPDU.

Ho, ncxonsa ns onncaHHoro Hamm oopmata BPDU u 13 ckpuHwoTa gaMna, BO3HUKAeT psAf BOrnpocos. [Novyemy
MPUCYTCTBYIOT TakKMe pacxoXX4eHnsa: No4eMy B ONMMCaHHOM HaMu (Oa 1 He TOJIbKO HaMu, @ MHOIrO KeM B CeTU
NHTepHeT) popmaTe BPDU yka3sbiBaeTcsa CIST Root ID, a B gamne - 310 npocTto Root Identifier, noyemy y Hac
ecTb CIST External RPC, a no ¢akTy B BPDU - 310 06bI4HbIN RoOt Path Cost, n 1.4.7



[leno B TOM, Kak Mbl y>xe rosopunum, gopmaTt MSTP BPDU go nonga “MST Extension” aBnseTcs noaHom
konuen RSTP BPDU pns obpaTHOM COBMECTUMOCTU C APYrMMN BEPCUSMU NPOTOKOA, U HEYANBUTENbLHO,
Beldb MSTP ocHoBaH Ha paboTe RSTP (Hanpumep, Mexay permoHamMmm UCNoJsib3yeTcs y>xe 3HaKOMbIA Ham
RSTP co BceMu ero mexaHusmamm). M Bce, go nona “MST Extension”, no cytun asnsietcs CST m
paccMaTpuBaeTCs 3TO BCe KaK B3aUMOAENCTBME MexXXay pernoHamu, segb RSTP paboTaeT Kak pa3 Mexxay
pernoHamu. N gna B3anMoaencTema mexay permoHamm Hy>xeH CIST Root Bridge, nosToMy onncaHHbIN B
BPDU “Root Identifier” - 3To He 4T0 nHoe kak CIST Root ID, a Root Path Cost no Hero - 3To CIST External
RPC. Mpu B3anmMoaencTemnm mexxay pernoHamm Bridge Identifier 6yneT Ha camom gene CIST Regional Root
ID, noToMy 4TO, Kak Mbl y>xe pa3bupanu, npu otnpaske BPDU 3a npenensl pervoHa B kavecTtse BID
oTnpaBuTens 6yneTt Bcerga ykasaH Regional Root ID, Beab BPDU oTrnpaBnstoTcs MMeHHO B Instance 0, roe u
HaxoauTcsa regional root. A BOT BCe, 4TO y>xe HaxoauTtcsa B “MST Extension” - 3To B3auMogencremne
KOMMYTaTOpPOB B NpeAesiax 0gHoro pernoHa. iroro, B8 BPDU nosis Ha3biBaloTCA No-CTapoMy A5 obpaTHOM
COBMECTUMOCTM C APYrMMU BepCcuaMm spanning-tree, Ho HecyT B cebe HEMHOIo UHOI CcMbIca. U ntoc,
3Ha4YeHNs HEKOTOPbIX MOJIEN 3aBUCAT OT TOro, rae nepenaetcs BPDU - BHYTpu pernoHa nam mexay
pervoHamu.

MSID pobasnsaetcsa k MSTP BPDU Tak, 4TO COXpaHSAeTCA COBMeCTUMOCTb € STP n RSTP (NOCKoMbKY CHavYana
BPDU nget noaHOCTbo naeHTU4YHbIM RSTP, TO 1 coxpaHsaeTcsa obpaTHasa COBMeCTUMOCTb - STP n RSTP
KOMMYTaTOpbl MOTyT NpMHMMaTb 1 obpabaTeiBaTe MSTP BPDU). Mpu 3Tom MSTP BPDU, oTnpaBsieHHble
pa3HbIMN KOMMYTaTOpPaMn OOHOr0 permoHa, BOCAPUHUMAOTCA CMeXHbiMU STP/RSTP-KoOMMyTaToOpaMun Kak
RSTP BPDU ogHoro kommyTaTopa. Takum 06pa3oM KosibL,eBasi TONOJIONUS Ha pa3HbiX KOMMyTaTopax Mno-
npexHemy noaaepxmBaeTcs U B pernoHe MSTP coxpaHseTcs rmbkoCcTb ynpaBaeHnsa TpaguKom.

CoBnageHune nonen MST Config name, MST Config revision, MST Config digest o603Ha4aeT NnpuHagJ1eXXHOCTb
K O4HOMY perunony.

Ponu noptoB B MSTP

Kak Mbl y>xe 3ameTunm, MSTP no npnHumnny paboTbl 04EHb CXOXX C ero npapoauTenem - RSTP (Beab MMEHHO
Ha RSTP n ocHoBaHa paboTa MSTP). OgHako, HECMOTPS Ha NX CXOXXECTb, Ppa3yMeeTCs, eCTb HEKOTOPbIE
pasnnyna, HanpuMmep, paccCMOTPUM POJIN NOPTOB.

Kak u B knaccndyeckom STP/RSTP B MSTP cyLecTBYIOT y>Xe 3HakoMble HaM Root, Designated, Alternate n
Backup nopTbl. OgHaKo, CTOUT 3aMeTUTb, 4To B MSTP ponun noptos gna CIST gepesa n ana MSTI HeMHoOro
oT/INYaloTCA.

NTak:
1. CIST:

e Root - mopT, NpeaoCTaBAALWMA HanMeHbLuyto cToumocTb NyTu Ao CIST Root yepes regional root
KOMMYyTaTop;

e Designated - nopT, NpenoCTaBASAOWNNA K MOAKIOYEHHOMY K HEMY CEMMEHTY CETU CaMblil AeLleBbIn
nyTb go CIST Root koMMyTaTOpa;

e Alternate - pe3epBHbIN KOPHEBOM MOPT;
Backup - pe3epBHbI Ha3Ha4YeHHbIN NOPT.

2. MSTI:

¢ Root - nopT, NnpenocTaBAAOLWNIA HAMMEHbLLYIO CTOMMOCTb NyTU A0 regional root koMmmyTaTopa
(permoHanbHoro B IST/MSTI).

¢ Designated - nopT, NpefoCcTaBAAOWNN K MOAKIIOYEHHOMY K HEMY CErMEHTY CETW CaMbIll AeLUEBbIN
nyTb Ao regional root kKoMmMmyTaTopa (pernoHanbHoro B IST/MSTI).

¢ Alternate - pesepBHbI KOPHEBOW MOPT;
Backup - pe3epBHbI Ha3HA4YeHHbIN NOpPT.

Tak>xe, B MSTP nosiBunacbk HoBas poJib - Master nopT.

e Master - 3T0 NOPT C HAUMEHbLUEN CTOUMOCTbIO NyTU U3 pernoHa fo CIST Root koMMmyTaTopa, KOTOPbLIN
HaxoAUTCA 3a npejesiaMu AaHHOro pernoHa. NMHeiMu cnosamu, ecnm CIST Root HaxoouTcs B pyrom
pernoHe, To B TEKYLLLEM pernoHe KopHeBon nopT Ha Regional Root Bridge 6yneT master-nopTomMm.
MopT o CIST Root komMyTaTopa Ha Regional Root Bridge 6yneT aBnaTbca master-nopTom s Bcex
MSTI.

Master-nopT nepexoamnT B cocTosaHue Forwarding TosibKO TOrAa, Korga BHYTPY pernoHa CoWnchb n
CUHXPOHU3MPOBANNCh BCe instance. Mo3ToOMy ecnun B pernoHe 6yayT MOCTOAHHbIE NEPECTPOEHNS
TOMOJIOF NN, MOXKET 0Ka3aTbCs Tak, 4TO pervoH byneT n3onmpoBaH OT BCEM OCTasIbHOM TOMONOM M.
N Tak)xe nosiBnnacb HOBas poJsib JIMHKOB - P2p Bound, nnm norpaHnyHbIN JNHK.

Tun Bound (nnn Boundary) npucBanBaeTCcsl TeM NMoOpTaM, KOTOPbIE CTOAT Ha FpaHuLEe C Apyrum



pervoHoM unu Apyrom pasHoBUAHOCTLIO NpoTokona STP, T.e. coeauHAIT oanH MST pernoH ¢ opyrum,
WIn COegunHSAT permoH ¢ KOMMyTaTOPOM, Ha KOTOPOM 3anyuweH He MSTP.

Topology change

N3meHeHne Tononornm BHyTpu Kakoro-nnbo instance (IST/MSTI) BnnsieT ToNbKO Ha 3TOT caMbil instance B
npenenax pervoHa. Hanpumep, B instance 1 sbigaHbl VLAN 11, 12, 13, 1 Npon30LLII0 U3MEHEHNE TOMOJOrNNn
B 11 VLAN. B TakoM cnyyae, Bce VLAN B instance (11, 12, 13) o4ncTAT cBOU Tabauubl KOMMyTaL M.

Mpyn n3MeHeHUN Tonoaornm Mmexay permoHamm (CST), coobuieHns 06 n3amMeHeHUN TONoA0rnm
PacrnpoCTpPaHATCA MeXay BCEMU pernoHamm, Ho MPUMEHSIOTCS TOJIbKO K boundary nuHkam.

Bsammopencrteue MSTP ¢ nponpuetapHbiMmm PVST+/RPVST+

Kak n MSTP, nponpueTapHblie CiSCO NPOTOKOJIbl TOXXE YMEKT CTPOUTb TOMNONOrnio Ans pasHbix VLAN,
rnossosisas 6banaHcmpoBaTb Tpaduk. OgHako npobsema B TOM, YTO 3TO pa3Hble CTaHOapThbl, U K TOMY e PVST
MO>XET UCMOoJIb30BaTbCA TONbKO Ha Cisco obopynoBaHun. I B coBpeMeHHOM Mupe, Hanbonee BEPOATHO, YTO
B 6o/IbLUMHCTBE ceTen ncnosb3yetcs obopynoBaHUE HE OQHOI0 BEHAOPA, @ CaMbIX pa3HblX. [To3aToMy
HeobxoaAnMo Kak-To obecrne4ynTb B3aMMOOENCTBME MEXAY Pa3HbIMU BEHAOPAMU N UX NPOTOKONAMU, KaK
Hanpumep, MSTP n PVST.

Bo3MO)XHO fiBa BapuaHTa pa3BUTUSA COBbITUIA:

1. Root Bridge npuHagnexut MSTP (6onee npefnoyTUTENbHLIA BapuaHT);
2. Root Bridge npuHagnexxunt PVST (6onee CNOXHBLIA N MeHee NpeanoyTUTesIbHbIA BapUaHT).

MepBbi BapuaHT ABnsieTcs 6onee NnpeanoyTUTesNbHbLIM, B TO BpeMSA Kak BTOpon - 6osiee C/IoXKHbIM U MeHee
npegnoYyTmuTenbHbIM. Ho B tobom cny4vae, oba BaprMaHTa MMeOT NpaBo Ha CyllecTBoBaHue. B cetn
NHTepHeT MOXHO HaNTN MHOXKECTBO CTaTel O TOM, KakK MOXXHO OpraH130BaTb 3TO B3auMoOAenCcTBume, 1
obbAcCHAeTCA, NoYeMy nepsbI BapuaHT 6onee npeanoYTUTEsNbHbIA. HO TeM He MeHee, Be3ae eCTb CBOU
HI0aHChl (MMeeTCsa B BUAY AJ15 06opyaoBaHNA pa3HbIX BEHA0POB). 1 B 4aCTHOCTMW, Kak NPONCXOANT
B3avmogencTeme mexay kommytatopamu SNR n npornpueTapHbiM PVST+ (Rapid PVST+) 1 BCce HI0AHCbI, Mbl
paccMOTpMM Mo3gHee, NO3TOMY cenvac He byaeM Ha 3TOM OCTaHaB/IMBaTbLCA.

Ha 3ToM M0>XXHO 3aBepwnTb 0630p NpoTokona MSTP (1 B LiesioM 0630p My/IbTUBEHAOPHBIX spanning-tree
NPOTOKOJIOB), BCE PABHO BCE HI0AHChI PACCMOTPETb He MOJIy4YUTCs, Kak bl HaM TOro He XoTenoCh.
NHhopMauum 66110 04EHB MHOMO, MO3TOMY OMSTh XKe BKpaTLE MOAbITOXKUM OCHOBHbIE MOMEHTHI:

1. MSTP B oT/inymm oT cTaHAapTHbIX STP/RSTP ymeeT paboTtaTtb ¢ VLAN, 4TO no3BonsieT nobutbcs
6anaHCMpPOBKN U TMBKOro ynpassieHNs TpadnKom;

2. OpgHako, B otan4mm ot Cisco PVST+, goepeBo cTpouTcsa He gnsa kaxgoro VLAN, a ons ka>kgoro instance.
CooTBeTCTBEHHO MosBMaacbL HeobxoaumocTb MannuHra VLAN-MSTI, a ons atoro y>xe 6bina
pa3paboTaHa KOHLENUUS PErMoHOB (KOTOpasi peaKo rae, Ho BCe PaBHO NCMOJb3YyeTCs);

3. KoMmMmyTaTOpbl U3 0QHOIr0 pervoHa AO0/KHbl UMeTb OAVNHAKOBbLIE NapaMeTpbl, B TOM YMUC/ie TOT Xe
MmannuHr VLAN Kk MSTI. BHyTpu permoHa noMmMo nosib3oBaTtesbCknx MSTI gepeBbeB, cyulecTsyeT
OoCHOBHOe fepeBo IST. IMeHHO 3TO AepeBo OTBeYaeT 3a npuem n otnpasky BPDU co Bcex MSTI, n
KOPHEBOM KOMMYTaTOp U3 3TOro gepesa cTaHeT Regional Root Bridge ons Bcero pernoHa;

4. [Onqa cBA3N Mexny pervoHamMun, a Takxe KOMMyTaToOpaMu, Ha KOTOpbIX 3anyueH He MSTP, cywecTeyeT
nepeso CST. B paHHOM cniy4ae, pernmoH BbICTynaeT KakK eguHbIA JIOTNYECKUA KOMMYTaTop.
B3saumopnencteue byneT BecTuch ¢ Regional Root Bridge, a ToT y>xe B cBoto o4yepenb byneTt
rnepenasaTb AaHHbIE BCEM B CBOEM PErNOHE;

5. NonHoe gepeso CIST coctonT n3 CST n IST. Onsa CIST To4HO Tak)ke BbibnpaeTCca KOpHEBOMN
KOMMYTaTOp, KOTOPbI ByaeT rnaBHbIM BO BCEM CErMeHTe CeTu;

6. Ecnn CIST Root HaxoonTCsa B OT/INYHOM OT HaC permoHe, TO B HalLEM permoHe KOpHEBOW MOPT Ha
regional root kommyTaTope byaeT ABAATbLCA master mopToMm - HoBas poab B MSTP.

HacTtpo#uka u pabdota STP Ha kommyTaTopax SNR

Tenepsb, Korga Mol obnagaem BCeEMU HEOBXOAUMBIMU TEOPETUHECKUMU 3HAHUSAMUN, Mbl MOXKEM MEPENTU K
PacCMOTPEHMNIO HAaCTPOMKKM 1 paboTbl STP npoTokonoB Ha kKomMmyTaTopax SNR.

Ha Bcex nuHenkax kommyTaTopoB SNR cyuwecTByeT nogaep>XKa BCex TUNoB MyJIbTUBEHAOPHOIO spanning-
tree: STP, RSTP, MSTP, n paboTtaeT (pyHKUNOHaN Be34e OONHAKOBO, BHE 3aBUCMMOCTU OT YMNCeTa U cepumn
KOMMYTaTOpPOB.



OpHako, Ha cepun S5210, B KoTOpyto BXoAAT TOPII-KOMMyTaTOpPbl C POCCUNCKUM NPOrpaMMHbIM
obecnevyeHnem, ectb cBou HebosbLLIVE HIOAHCbI, MO3TOMY CrepBa Mbl PAaCCMOTPMUM HAaCTPOMKY 1 paboTy Ha
OCHOBHbIX Cepunax koMMmyTaTopoB SNR, a 3aTeM 0TAE/IbHO Ha cepumn € poccunckmm MO - S5210.

Tak>Ke eCTb M HI0aHCbI MpY B3aMMoAencTBum kommytaTopoB SNR, rae 3anyLleHbl MyJibTUBEHAOPHbIE
MPOTOKOJIbl 3aLMThI OT NMeTeslb, C KOMMyTaTopaMu BeHaopa Cisco, rae ncnosfb3yTcs npornpueTapHble
MPOTOKOJIbI.

Bce 370 06A3aTenbHO pacCMOTPUM, HO AaBalTe MO-MOPSALKY.

HacTpo#ka spanning-tree Ha OCHOBHbIX cepusax KoMMyTaTopoB SNR

HacTtpouka STP

Mo yMOMI4aHMIO Ha BCeX OCHOBHbIX JINHENKaX KOMMYyTaTopoB SNR NpOTOKObI 3alWnTbl OT NeTeNb, B TOM
yucne n spanning-tree, oTKAO4Y€EHbI.

YT06bl X BKJIOYUTL, HEOBXO0AMMO B pexxume rnobanbHoOM KoHpUrypaumm nponucaTb “spanning-tree”:
[STP & SNR]
Kak Bugum, spanning-tree 3anyctuncs, npu4yem He STP, a MSTP.

Mo ymonyaHuto Ha koMmmyTaTopax SNR BKko4aeTCcAa uMeHHO MSTP, 0AHaKO MOXHO BbibpaTb U Opyron
pexxunm, Hanpumep, STP nnn RSTP:

[STP & SNR]
Mocne 3Toro B TeKyLen KOHpUrypaumnm ysmanm Takme HacTPONKu:
Mocne 3Toro B TeKyLlen KoOHDUrypauum ysmuamMm Takme HaCcTPONKMK:
|
spanning-tree mode stp
spanning-tree

MpunyeM gaxke ecnn 66l Mbl BbIbpasin cnepBa pexxmm spanning-tree, oTAMYHbIM OT MSTP, 1 TONIbKO NOTOM
BKJIIOYMJIN CaM Mpouecc spanning-tree, To y Hac 6bl BCe paBHO ObI10 HANMCaHO, Y4TO 3anyuweH MSTP, xoTs Ha
camMoM fene, B KOHdurypaumm n no gakTty byoeT TOT peXxXuM, 4TO Mbl Bbibpanu.

Ecnn 6bl 6611 BbibpaH pexxum MSTP, To 3T0 66l He 0TOBpa)Kasocb B KOHpUrypauum, T.K. 3TO pEXUM MO
YMOJI4aHWIO, @ BCE, 4TO HAaCTPOEHO MO yMOJ4aHMIo, He oTobparkaeTcs B KOHDUIypaLmMnm Ha KOMMyTaTopax
SNR (0603Ha4nn SBHO, Ha BCAKNI C/lyYan, T.K. B AaJibHENLLEM €LLe MOXKEM C 3TUM CTOJIKHYTbCS).

Hanpumep, 3To XXe KacaeTcs 1 NnpMopuTeTa KOMMyTaTopa. o yMos4aHUIo, Kak Mbl 3HAaeM, UCMOJb3yeTCs
priority 32768, nosToMy OH 1 He oTobparkaeTcs B KOHUrypaumu.

Ho paBaiTe nonpobyem Ha3zHauYUTbL NPUOPUTET BPYUHYIO, Nonpobyem caenaTb Tak, YTOObl 3TOT KOMMYyTaTOop
CTan KOPHEBbLIM.

[STP & SNR]

N Kak nOMHUM, NpuopuTeT Ao0J>KeH 6biTb KpaTHbIM 4096, Mbl paccMaTpuBann 3To B popmaTe Bridge ID.
Mo3ToMy Npu NOMNbITKE Ha3HAYUTb 3HAa4YeHe HekpaTHoe 4096, KOMMYTaTOp BbIAACT OWKNBKY 1 NoNpoCcuT
BblIbpaTb KOPPEKTHOE 3HAYEHNE.

W nocne 3Toro HacTpolka NpuopnTeTa NOABMUTCA B KOHDUTYpaLmn:
W nocne 3Toro HacTponka npuopmuTeTa NOABUTCA B KOHUrypauuu:
|

spanning-tree mode stp

spanning-tree



spanning-tree priority 4096

K cnoBy, nocsie Toro, Kak Mbl BKJIl04UAM FiobasibHO spanning-tree, oH aBTOMaTUYe€CKM BKJIIOYAETCS Ha BCEX
nopTax.

YT106bl NCKNIOYNTBL Kakor-n11mbo nNopT 13 spanning-tree foMeHa He0bX0AMMO B peXXume KOHpUrypaumm
nopTa nponucaTb: “no spanning-tree”.

CobepeM npocTenyto CXeMy U3 YeTblpeX KOMMYTaTOpPOB:

[STP & SNR]

3anycTuM Ha HUX STP 1 MOCMOTPUM, 4YTO MOJIYYUTCS.

CBA3HOCTN MeXXAy KOMMyTaTopaMn HET (NoKa He CoOeaUHUAN UX NaTy-Kophamun), KaxKabli cHuTaeT cebs
KOPHEBbIM, U KapTuUHa Ha Bcex byaeT MpuMepHoO Takas:

[STP & SNR]

Tenepb coeAMHNUM KOMMYTATOpPbl NaTy-KopAaMu, AN NPOCTOThl NepeuMeHyem nx B swl, sw2, sw3, sw4, n
MOCMOTPUM, KakK NoCcTponTcsa gepeso STP:

swl:

sSw2:

sw3:

sw4:

[STP & SNR]

[STP & SNR]

[STP & SNR]

[STP & SNR]

Bce komMyTaTOpbl 06MeHsAAucs BPDU, cornacmnunce € TeM, 4TO KOpHEBbIM ByAeT KOMMYTaTop SW2, Tak Kak
Yy Hero HanmeHbwWwnn BID (3acyeT BbICTaBAEHHOIr0 BPY4HYIO priority).

Mpnyem cTomT 06paTUTb BHMMaHMe, 4To MAC-afgpec, KoTopbl ABAseTcsa YacTbio BID, 3to CPU MAC
KoMMyTaTopa, a He VLAN MAC (MO>XXHO yBMAETb 3TO B BbIBOAE KOMaHAbl ‘show version’).

llaBaliTe elle pa3 B3rassHEM Ha CXeMy, MPOBEPMM, HYTO aJropuTM spanning-tree otpaboTan BepHo.

[STP & SNR]

D,OJ'I)KHa MoONy4NTbCA TakKad TOMOJOrn4. |/|, KakK BUanMm, aJiroputTm spanning—tree Ha KOMMYTaTopax
oTpaboTas UMEHHO Tak.

Ha 4To MOXXHO 06bpaTnTb BHMMaHMe B BbiBoAE “sh spanning-tree”? [aBanTte 6bICTPO Npobexxumcs rno-
rnopsAKy rno BCEM MOJIAM 3TOrO BbiBOAA.

“Standard”. [lymato, 30eCb 1 Tak BCe MOHATHO, B 4AaHHOM MoJie YKa3blBaeTCs, KAKON UMEHHO Tu1n
spanning-tree Mbl NCNOJIb3yeEM;

“Bridge MAC". 3pecCb BCe TaK e npenenbHo NoHATHO - 3To MAC-aapec TeKyLllero KoMMyTaTopa;
“Bridge Times”. Tanmepbl, NCMOJsb3yeMble spanning-tree;

“Force Version”. AHanor nons “Protocol Version Identifier” 8 STP nakeTte (0 - STP, 2 - RSTP, 3 - MSTP);
“Self Bridge 1d”. Bridge ID TekyLwero kommyTtaTopa (priority + MAC);

“Root Id”. Bridge ID kopHeBoro kommyTaTopa (priority + MAC). MoxxeT coBnagaTb ¢ “Self Bridge Id”, HO
TOorga 3HaveHus nona 6ypeT: “this switch”;

“Ext.RootPathCost”. CTomMoCTb NyTn 00 KOPHEBOro KOMMyTaTopa. B 3ToOM none yka3biBaeTcs
Hanbonbluee 3HayeHne RPC, ¢ “HEKOpPHEBOro” NopTa;

“Root Port ID”. NoeHTUMKaTOpP KOPHEBOIro NoOpTa KOMMYTaTopa;

Hanee npeT y>xe caM BbIBOA M pacnpepeneHue (Tonosorus) noptoB B STP. EAMHCTBEHHOE, 4TO 34€eChb
CTOUT MOSICHNTb, Ha MO B3rna4, nocnegHne gea nond: “DsgBridge” n “DsgPort”. B HMX yKa3biBatoTCA
Bridge ID (priority + MAC) Ha3Ha4eHHOro KOMMyTaToOpa B cermMeHTe (T.e. TOro KOMMyTaTopa, KOTOPbIN



B CerMeHTe Bn)Ke BCEro K KOPHEBOMY), U, COOTBETCTBEHHO, NMOPT Ha HeM. OTClofa HETPYOHO
horanaTbCs, 4TO Y KOPHEBOro KoOMMyTaTopa byaeT yka3aH ero cobcTBeHHbIN BID n ero e Port ID.

BHMMaTeNbHbIN YNTaTENb MOl 3aMeTUTb, YTO B BbiBOAE “sh spanning-tree” ncnonb3yoTcsa Takme Noas Kak
“Ext.RootPathCost”, xoTs1 y Hac He UCMoNb3yeTCsA Ha AaHHbIN MOMEeHT MSTP, NO3TOMY O KAKOM BHELLUHEM
RPC noet peyb? Takxxe caMa cTouMocTb 3Toro RPC He cooTBeTcTBYeT cTaHaapTy 802.1D, a noxo)a ckopee
Ha 802.1t popmaT mnm RSTP. Takxkxe npucyTcTByeT poJib Alternate nopTta, XoTs y Hac Knaccnyeckuin STP.
Bridge ID Mmo)xeT npnHMMaTb 3Ha4YeHus oT 0 oo 61440 n goskeH bbiTb KpaTHbIM 4096, T.e. HOBbIN dopMaT
BID npucyTcTByeT faxe B knaccudeckom STP 802.1D, n 1.4.

deno B ToM, 4To Ha KoMmMyTaTopax SNR no ymon4aHuio ncnonbsyetca MSTP, No3TOMY OCTaJibHble BUAbI
spanning-tree yHacnenoBann HekoTopble ocobeHHocTn MSTP. MNa0C KO BCeMy CcAeNnaHo 3TO ANs
YHUpUKaumm n egnHoobpasns, KoTopble No3BoIAIT 406MTECA onpenesieHHON COBMEeCTUMMOCTH C APYruMun
BepCcusMKU spanning-tree n c gpyrnmm BeHaopamMu, a Takxe obecnevnsaeTt ynobcteo paboThl, NnpueBoas Bce
K O4HOMY BULY.

Mo3TOMy He HY>XHO NepexnBaTb, BCe paboTaeT corflacHo CTaHAapTaM, XOTb U MOXKET Ha3blBaTbCs MO-
Opyromy B knaccuyeckom STP: ExtRootPathCost - 06b14HEIN RPC, Alternate nopt 6ynet Non-Designated
nopTom B cocTosiHum Blocking. la n popmaT path cost Bcerga MOXXHO MOMEHSATbL, A1 3TOM0 UCMONb3yeTCH
cnepylowlaa KoMaHaa:

N3meHeHne popmMaTa cost:
SNR-52982G-24TE(config)#spanning-tree cost-format ?
dotld Path cost with dotld format

dotlt Path cost with dotlt format

Mo yMo4aHUWIo, Kak Bbl y>Ke MOHAAN, ncnosb3yeTcsa dotlt (bonee coBpeMeHHbIN), MO3TOMY U He
oTobparkaeTcsa B KoOHdUrypaummn, Ho ecan Boibepem dotld, To KOHGUrypaumns byneT cnegytowas:

I

spanning-tree mode stp
spanning-tree

spanning-tree priority 4096
spanning-tree cost-format dot1ld
|

NTak, mbl 6e3 ocoboro Tpyaa cobpanm cxemy N HaCTPOUIN Kiaccndeckuin STP Ha kommyTaTopax SNR.
PaccmaTpuBaTb HaCTPOMKY 1 Kak paboTaeT RSTP Ha kommyTaTopax SNR HeT ocoboro cmbichna, T.K. As
HACTPOMKM AOCTAaTOYHO CMEeHUTb pexxmm Ha RSTP: “spanning-tree mode rstp” Ha Bcex KOMMyTaTopax.
MosTomy panee cpa3y nepengem K Hactpomke MSTP.

Ho ona Havana NMOCMOTPUM, KaKne elle eCTb KOMaHbl B peXxunme rnobanbHoOm KOH(*)I/IpraLI,I/II/I, CBA3aHHbIe C
STP.

KomaHpabl spanning-tree us pe>xuma rno6anbHon KoHdUrypaumm

[STP & SNR]

1. agreement-check-cancel.

KntoyeBon ocobeHHOCTbI0 RSTP aBnseTca mexaHm3m Proposal/Agreement. Mol Bbile noapobHo
paccMOTpenn 3TOT MeXaHM3M B COOTBETCTBYIOLWEM pa3gesie B RSTP. OgHako CTOUT YyMOMSHYTb, 4TO
CyLLecTBYyeT ABa peXxuma paboTbl JaHHOr0 MexaHun3Mma:

e Common mode;
e Enhanced mode.

Common mode cooTBETCTBYET peXxXuMy paboTbl, KOTOPLINA Mbl OMUCbIBaAW paHee. I noaaep>XXnBaeTcs OH



Kak B RSTP, Tak n B MSTP.
A BOT enhanced mode, Kak NpaBuJI0, MOXKHO BCTPETUTb TONIbKO B MSTP, n paboTaeT OH HEMHOI o NHa4e.

B enhanced mode cHa4ana TOYHO TaK e, Kak 1 B common mode, BbiLLecTosLee yCTPONCTBO (KoTopoe
reHepupyeT superior BPDU) oTnpaBasieT npeasioXXeHne HuxecToswemy (inferior) ycTponcTsy ¢
yCTaHOBJIeHHbIM dhiaroM Proposal, yka3biBasi, 4TO NOPT, K KOTOPOMY MOAKJ/IIOHAETCA HUXKeCcTosLee
YCTPONCTBO, “X04eT” KaK MOXKHO CKopee nepenTun B cocTossHne Forwarding. MNocne 3Toro Hm>xecrtosiee
YCTPOWCTBO YCTaHaB/IMBAET MOPT, Ha KOTOPOM nosyynno BPDU, kak KopHeBo 1 610KMpyeT BCe CBOW hon-
edge nopThkl. [lanee BbilleCTosALLEE YCTPOWCTBO OTrnpaBaseT BTopon BPDU, y>xe ¢ pnarom Agreement, n
rnocyie 3TOro HxecTosiee YyCTPONCTBO 0TBevaeT eMy Toxxe BPDU ¢ onarom Agreement. U Torpa
BbILLECTOSLLEE YCTPOMCTBO NepeBoanT cBol nopT B Designated Forwarding, n Ha aTom Proposal/Agreement
3aKaH4yMBaeTCs.

Ha kommyTaTopax SNR cyuwiecTByeT ToNibko enhanced meTopn, npu4yem pabotaeT oH 1 ana MSTP, n ans
RSTP. N opnsi coBMecTMMOCTU C 060pyaOBaHMEM, KOTOPOE NoanepXnBaeT 1 paboTaeT B pexxmme common
mode, n ncnonb3lyetcs pyHKUMoHan “agreement-check-cancel”.

dyHKUMOoHan, rpybo rosops, oTka4YaeT npoBepky dnara Agreement, npexxge 4em oTNpaBUTb CBOM OTBET.
MNMockonbky Ha koMmMyTaTopax SNR ncnonb3syetcs enhanced meTton, oH 6ygeT xaatb BPDU ¢ conaramu n
Proposal, n Agreement, n Tonbko Torga 6ynet oTnpaenATb cBon Agreement B 0TBeT. Ho ec/im OH He
rnony4uT Agreement, To He OTMNPaBUT CBOM OTBET, COOTBETCTBEHHO MexaHu3M Proposal/Agreement 6yneTt
HEeBO3MOXeH, 1 ceTb byaeT paboTaTb No anropuTMaM Knaccmyeckoro STP. Ho ecnm npMMeHnNTb OaHHYHO
KOMaHZAy, TO KOMMyTaTOp CMOXXeT oTnpaBnTb Agreement, gaxke ecnv npuwen Proposal 6e3 Agreement (T.e.
KaK B KJlaccu4yeckoM common mode).

Mo ymonyaHuio hyHKLMOHaN agreement-check-cancel oTknto4eH.
SNR-S52982G-24TE(config)#spanning-tree agreement-check-cancel ?

<cr=

2. cost-format.

Y>xe ynoMnHanm paHee Takyto koMmaHay. OHa no3BosiseT BbibpaTb popMaT path cost: knaccnyeckmn
YKOPOYEHHbIN (M3 cTaHgapTa 802.1D - 16 6uT), unmn HoBbIN (M3 cTaHgapTa 802.1t - 32 6uTa).

Mo yMon4aHuio nucnonbsyetcsa popmat dotlt.
SNR-52982G-24TE(config)#spanning-tree cost-format ?
dotld Path cost with dotld format
dotlt Path cost with dotlt format
SNR-52982G-24TE(config)#spanning-tree cost-format dotlt ?

<cr>

3. forward-time.

YcTaHOBKa 3HavyeHusa Tanmepa “Forward Delay Time” (3agep>XKa CMeHbl COCTOSIHUIM). Kak Mbl MOMHUM,
OaHHbIA TallMep onpefenseT BpemMs, Kak gosaro Root nnm Designated nopTel KoMMmyTaTopa 6yayT
oCTaBaTbCA B cocTosiHuM Listening n Learning.

3Ha4vyeHne TarMmepa no yMosiHaHuio - 15 cekyHa.

SNR-52982G-24TE(config)#spanning-tree forward-time ?
<4-30> Delay time <4-30>s

SNR-52982G-24TE(config)#spanning-tree forward-time 12 ?
<cr>

SNR-52982G-24TE(config)#spanning-tree forward-time 12

SNR-52982G-24TE(config)#

OaHako MoXXeT BO3HMKHYTb N TaKas owunbka npu HaCTpOVIKe:



SNR-S52982G-24TE(config)#spanning-tree forward-time 10
ERROR: 2*(Bridge Forward Delay - 1) should be no less than Bridge Max Age!

HdaHHasa owmnbKa roBOpUT HaM O TOM, 4TO 3HayveHune Forward Delay Timer, KOTOpoe Mbl YKa3blBaeM, HENb3S
HaCTpPOUTb, MOTOMY 4TO MHaye 2*(Bridge Forward Delay - 1) 6yneT MeHblLUe, 4YeM 3HaYeHUe TanMepa Max
Age. B NpOoTUBHOM CJly4ae Mbl HE 0OXKAEMCH CMEHbl COCTOosHUI, a BPDU npocTo ycTtapeeT n byaert
oTOpoLUEH.
4. hello-time.
TyT BCe NpPOCTO. ITO HAaCTpPoMKa NHTepBasa oTnpaekn Hello BPDU.
3HaYeHune no yMOJIHaHUIO - 2 CeKYHAbI.
SNR-52982G-24TE(config)#spanning-tree hello-time ?

<1-10> Time value <1-10>s
SNR-52982G-24TE(config)#spanning-tree hello-time 3 ?

<Cr>

5. max-hop.

YcTaHoBKa 3Ha4YeHna cHeTynka Max-Hop B MSTP, KoTopbin onpegenseT Kakoe KOJIM4eCcTBO KOMMYTaToOpOB
MoXxeT nponTn BPDU, oo Toro kak bynet otbpouwleH.

KonnyecTtBo Xornos no ymonadaHuto - 20.

SNR-S52982G-24TE(config)#spanning-tree max-hop ?
<1-40> Max hop value <1-40>

SNR-S52982G-24TE(config)#spanning-tree max-hop 21 ?

<cr>

6. maxage.

ITO MaKCMMaJibHOEe BPeMS XXN3HU coobuieHns. laHHbIN TanMep NokasbiBaeT, Korga Tekywmn Hello BPDU
yCTapeeT N 0oJ/IKeH ObiTb yaaseH.

Mo ymonyaHuto - 3170 20 cekyHa.
SNR-52982G-24TE(config)#spanning-tree maxage 22
SNR-52982G-24TE(config)#

ITOT TanMep TakXe cBsizaH c Tanmepamun Hello time n Forward Delay time. N 4yTobbl MSTP paboTan
KOPPEKTHO, A0JIKHbI BbINOJMIHATLCA Ceylowme yCcnoBus:

SNR-S52982G-24TE(config)#spanning-tree maxage 25

Bridge Max Age should be no less than 2*(Bridge Hello Time + 1) and no greater than 2*(Bridge Forward
Delay - 1)!

7. mode.

Mbl y)Ke pacCMOTpesnn 3Ty KOMaHAy - OHa NO3BOJSET BbibpaTbk pexxum spanning-tree (knaccnyecknn STP,
RSTP nnn MSTP, KOTOpbI Nocne BKAYEHUSA spanning-tree Bcerga BoibpaH No yMON4aHMIoO).

SNR-52982G-24TE(config)#spanning-tree mode ?
mstp MSTP(802.1s)
rstp RSTP(802.1w)



stp STP(802.1D)
SNR-52982G-24TE(config)#spanning-tree mode rstp ?

<cr>

8. mst.
[aHHasa KoMaHAa No3BOJIAET HaM:
a) NnepenTun K HacTponke permoHos MSTP Ha KomMyTaTope:
SNR-52982G-24TE(config)#spanning-tree mst ?
<0-64> Instance value
configuration Region config
SNR-S52982G-24TE(config)#spanning-tree mst configuration ?
<cr>
SNR-S52982G-24TE(config)#spanning-tree mst configuration
SNR-52982G-24TE(config-mstp-region)#7?

MSTI configuration commands:

show Show running system information
abort Exit mstp config mode without saving
exit Exit mstp config mode after saving
instance Set vlan map to instance

name Set mstp region name

no Negate a command or set its defaults

revision-level Set mstp revision level
34eCb Mbl MOXKEM HAaCTPOUTb MannuHr vlan-instance:
SNR-52982G-24TE(config-mstp-region)#instance ?
<0-64> Instance value
SNR-52982G-24TE(config-mstp-region)#instance 1 ?
vlan Vlan
SNR-52982G-24TE(config-mstp-region)#instance 1 vlan 10-15 ?
<cr>
SNR-52982G-24TE(config-mstp-region)#instance 1 vlan 10-15
SNR-52982G-24TE(config-mstp-region)#

HacTpouTb revision-level npu »xenaHuun (XoTA, Kak s y>Ke FOBOPWUJI, 3a4aCTyH0 3TOT NapaMeTp He
MCNonb3yeTcs):

SNR-S2982G-24TE(config-mstp-region)#revision-level ?

<0-65535> Level <0-65535>
SNR-S52982G-24TE(config-mstp-region)#revision-level 2 ?

<cr>
YT06bl BLINTN N3 HACTPOEK pernoHa 6e3 coxpaHeHns N3IMeHeHUn, NCMOb3YeTCa KOMaHaa ‘abort’.
b) HacTpouTb NpuopuTET KOMMyTaTopa AN ONpeAesieHHOro instance:
SNR-S52982G-24TE(config)#spanning-tree mst ?

<0-64> Instance value



configuration Region config
SNR-52982G-24TE(config)#spanning-tree mst 1 ?
priority Bridge priority
SNR-52982G-24TE(config)#spanning-tree mst 1 priority ?
<0-61440> Priority value <0-61440>
SNR-52982G-24TE(config)#spanning-tree mst 1 priority 4096 ?
<cr>
EOMHCTBEHHBIN HI0AHC: OaHHbIN instance OOJI>XKeH y>XKe CyWecTBOBaTb Ha KOMMYyTaTope (TO YTO Mbl Kak pa3
co3faBajv B NpeablayLleM NoAnyHKTe B KOHDUrypauum pernoHa), nHaye KoMmaHaa He NpUMeHUTCS.
9. priority.

Ecnv B npegbigyLiemM nyHKTe Bblsla BOSMOXKHOCTb HAaCTPOUTL NMPUOPUTET ANA KaKOro-TO OnpeaesieHHOro
instance, T.e. gpng MSTP. To gaHHas KOMaHAa NO3BOJISET HAaCTPOUTb NPUOPUTET AN BCero MocTa (T.e. gns
STP, RSTP, HO Takxe u gna MSTP - npuopuTeT byaeT 3afaH ans instance 0, T.k. 3To instance no
YMOJ14aHMI0).

3HaYeHne npunopmuTeTa NO yMon4aHuto - 32768.
SNR-S52982G-24TE(config)#spanning-tree priority ?
<0-61440> Priority value <0-61440>
SNR-S52982G-24TE(config)#spanning-tree priority 4096
SNR-52982G-24TE(config)#

10. process.

HOaHHbIN hyHKUMOHaN ncnonab3syetca B MSTP n no3BonseT pa3butb MSTP Ha HECKOJIbKO HE3ABUCUMBbIX
npoueccos. B ka>xaom npouecce MoryT ObiTb 3a4eNCTBOBaHbI CBOW MOPThI, U MOCTPOEHa CBOS TOMOJIOrUS.
NHbIMM cnoBaMu, o4eHb rMBKMN PyHKLMOHaN yrpaBneHus MSTP.

Mo yMon4aHMI0O Ha KOMMYTaTope TOJIbKO OA4MH MPOLLECC - HYJIEBOM.
SNR-S52982G-24TE(config)#spanning-tree process ?

<1-31> Process Value <1-31>
SNR-52982G-24TE(config)#spanning-tree process 1

SNR-52982G-24TE(config-mstp-process-1)#7?

commands:
show Show running system information
end End current mode and change to EXEC mode

exit End current mode and down to previous mode
help Description of the interactive help system
no Negate a command or set its defaults

spanning-tree Spanning-tree config
SNR-S52982G-24TE(config-mstp-process-1)#spanning-tree ?

forward-time  Forward delay time

hello-time Hello time

max-hop Max hop

maxage Max age

mode Set MSTP mode



mst Mstp instance

priority Bridge priority

process Mstp process

tc-notify TC notification

tcflush Set global top change flush method

transmit-hold-count Transmit hold count

11. tcflush.

YCTaHOBKa pexxiMa nepecTpoeHns Tonosiormm spanning-tree. Kak 6b1710 paccMoTpeHo paHee, npu
nepecTpoeHUn TOMOJIOrnUM MPONCXOANT O4MCTKa Tabanubl MAC-agpecos. [1a, 3TO 04eHb BaXKHO, OHAKO He
BCerga u He BO BCeX ceTAX TpebyeTcsl MOCTOSHHO O4ULLIATL 3aMUCU NPY KaXXK40M U3MEHEHMWI TOMOJIOr K.

Mo3TOMY 3TO MOXXHO HaCTPOUTb:
SNR-S52982G-24TE(config)#spanning-tree tcflush ?
disable Disable flush on top change
enable Enable flush each top change
protect Flush limit mode
disable - FDB He cbpacbiBaeTCs npu nepecTpoeHun Tonoaoruu;
enable - FDB cbpacbiBaeTCcs Npy NepecTpoeHnn Tonosormuy;
protect - FDB cbpacbiBaeTcs He Yalle 4eM pa3 B 10 ceKyHA npu nepecTpoeHnmn Tonosornn.
Mo yMon4aHMI0O HAaCTPOEH peXxuM enable.
SNR-52982G-24TE(config)#spanning-tree tcflush protect ?

<cCcr>

12. transmit-hold-count.
YcTaHOBKa MakKCuUMasibHOro konnyectea BPDU, oTnpaBaseMbix B TedeHne nHTepsaia Hello Time.
SNR-52982G-24TE(config)#spanning-tree transmit-hold-count ?
<1-255> Transmit hold count value <1-255>
SNR-52982G-24TE(config)#spanning-tree transmit-hold-count 20 ?

<cr=

3HayeHune no ymon4danuio - 200.

NMocMOTpUM Tenepb, YTO eCTb UHTEPECHOI0 B peXXMMEe KOHPUrypaumm rnopTa.
KomaHpabl spanning-tree n3 pe>xxuma KoHcdurypaumm nopra

[STP & SNR]
1. spanning-tree.

Mpv NpUMEHEHNN NPOCTO KOMaHAbl ‘spanning-tree’ B pexxnume KoOHQUrypaumm nopTa HUYEro He
npPon3onaeT, NOTOMY YTO, KaK Mbl y>Ke OTMEeTU/IN paHee, N0 YMOJ4YaHUIo, NpuY BKAKOYEHUN spanning-tree B
rnobane, STP BkAOYaeTCsa Ha BCex NopTax KOMMyTaTopa. To ecTb, ‘spanning-tree’ Ha MopTy - KOMaHAa Mo
YyMOJ4aHU0. A BOT KOMaHAO0W ‘no spanning-tree’ Mbl MOXXeM UCKIOYNTL NOPT U3 STP npouecca. Takum
obpasom, BPDU He 6yayT oTnpaBnaTbCsa Ha OUT B gaHHbIN NOPT (T.K. NOPT UCKAOYEH U3 STP gomeHa). A
ecnn BPDU Bce-Taku NpuAaeT Ha NopT, TO OH He byneT obpaboTaH, a byneT otbpoweH. A cam nopT byaeT
Cpa3y )Xe rnepesBefeH B cocTosiHMe Forwarding.



2. binding-process.

Mpwu NpocMoTpe HacTpoek rnobanbHON KOHDUIypaLmy Mbl YITOMUHAAN O TOM, 4TO B MSTP MOXXHO co3aaTb
HECKOJIbKO He3aBUCUMBbIX MpoLeccoB. M KaXKabI MOPT MOXXHO MPUBA3aTb K KaKoMy-1nbo npoueccy, 4To u
henaeT faHHasa KOMaHfa.

Mo ymMon4aHMio NOPT He MpuBA3aH K KakoMy-n1mbo npoueccy.

SNR-52982G-24TE(config-if-ethernet1/0/5)#spanning-tree binding-process ?
<1-31> Process Value <1-31>

SNR-S2982G-24TE(config-if-ethernet1/0/5)#spanning-tree binding-process 1 ?
link-share Link-share port

<Cr=>

3. bpdu.

Mo ymonyaHuto BPDU oTnpaBnsaoTcsa HeTernpoBaHHbIMU: 6€3 Tera ecsm access nopT, uam B native vlan,
ecnn nopT B trunk.

[aHHaa KoMaHOa no3BoaseT oTnpasnsaTb BPDU c nopTa B onpegeneHHom VLAN (c Terom, gake ecsm cam
MopT HaXOANTCA B PEXUME acCess).

SNR-52982G-24TE(config-if-ethernet1/0/5)#spanning-tree bpdu ?
vlan Vlan id
SNR-52982G-24TE(config-if-ethernet1/0/5)#spanning-tree bpdu vlan ?
<1-4094> Vlan id value <1-4094>
SNR-52982G-24TE(config-if-ethernet1/0/5)#spanning-tree bpdu vlan 10 ?

<Ccr>

4. cost.

Mbl 06Ccy>XOanm paHee, 4YTO 3Ha4YeHNA KOCTOB MPOMMUCaHbl B CTaHOApPTE, HO UX MOXKHO U N3MEHSATb, Kak pas
JaHHOW KOMaHOoMN.

SNR-52982G-24TE(config-if-ethernetl/0/5)#spanning-tree cost ?
<1-200000000> Path cost value (dotlt <1-200000000>)(dotld <1-65535>)
30ecb Mbl BAAUM, HTO MOXHO 3aJaTb 3Ha4YeHue Kak nu3 ctaHpgapta dotld, Tak u n3 dotlt.
Mo yMON4aHMIO KOCT paBeH 3Ha4YeHUI0 COrslacHO NPOMNYCKHOM CNocobHOCTKN nopTa, T.e. corjlacHo CTaHdapTa.

OpHako Ha KomMyTaTopax SNR ecTb 0COBEHHOCTb, KOTOPas 3ak/4aeTCa B TOM, YTO Ha NopTax C
MponycKHom cnocobHocTbio 10/100 M6uT/C, MO yMONYaHUIO 3Ha4YeHMe COrlacHO CTaHAapTy byaeT ToNbKO B
pexnme paboTel NMHKa half-duplex. Ecnu pexxmnm paboTbl nnHka 6yaeT full-duplex, To 3HaYyeHue KocTa
6yOeT MeHblUe Ha eanHuLy. 3TO aKTyaabHO U oasa ctaporo (dotld), n onsa Hoeoro opmaTta (dotlt).

Ha Tabnuue HMXXe 3TO HarNsaaAHoO NPOAEMOHCTPUPOBAHO. HalnTu 3Ty Tabnmuy MOXXHO Tak)Xe B HalLnX
command guide.

[STP & SNR]
5. digest-snooping.
BkntoyeHue/BbIKOYEHME ayTeHTudmnkaumm spanning-tree Ha nopTy.

B npoTokosie MSTP ncnofib3yeTcs KOHLUEMLUS PermoHoB. Mbl y)xe paccMaTpuUBasiv paHee, Kakmne OOJIKHbI
6bITb OAMHAKOBbIE MAapaMeTPbl KOMMYTaTOPOB, 4TOObI OHW OKa3aJINCb B OAHOM pPErvioHe:

e ma pernoHa MSTP;
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e PeBu3na KoHUrypaumn;
o Nanpxxect cootBeTcTBUM VLAN-MSTI (MannuHr VLAN k MST Instance).

Ho KoMMyTaTopbl HE NepeaatoT N He cpaBHUBaOT cooTBeTCcTBUE VLAN-MSTI, Mg u T.4. BMeCTo 3Toro oHu
6yayT reHepmpoBaTb MD5-xell OT 3TUX COOTBETCTBUM C NYBSINYHBIM KJIIOYOM ayTeHTUdMKaLNK, 3TOT XeLl
BMecCTe C kto4om bypeT nepefaBaTbCa COCEASAM, U YXKe 3TO 3Ha4yeHme ByaeT cpaBHUBATbLCS
KOMMYyTaTopamu.

OLHaKo HEKOTOpPbIE BEHAOPbLI HE UCMONb3YIOT MYyBJINYHbBIA KIOY ayTEHTURUKALNK, OTCloAa BO3HUKaeT
HECOBMECTMMOCTb YCTPOMNCTB, N OHW OKaXKyTCA B pa3HbliX pernoHax. bnarogapsa komaHae ‘spanning-tree
digest-snooping’ Ha nopTy, byneT KonmpoBaTbCca xew STP-cocefa, Haxo[AaLWerocs 3a AaHHbIM NopToMm. U
TOorga yCTPOMCTBa CMOTYT OKa3aTbCsA B O4HOM peruoHe.

Mo ymonyaHuo ayTeHTUMKaunsa nopTa cocefa He UCrnoJsib3yeTcs.
SNR-52982G-24TE(config-if-ethernet1/0/5)#spanning-tree digest-snooping ?

<cr=

6. format.
YcTaHoBKa ¢opmaTa BPDU.
standard - ctaHnpapT IEEE;
privacy - Clsco-coBMecTumMbIn chopmaT;
auto - aBTOMaTMyeckoe onpepesieHne popmaTa no nocrtynatowmm BPDU.
Mo ymonyaHuio BbibpaH hopmaT auto.
SNR-52982G-24TE(config-if-ethernet1/0/5)#spanning-tree format ?
auto Auto recognized format
privacy Privacy format
standard IEEE Standard format

<cr>

7. link-type p2p.
Bbibop MexaHu3Ma onpeneneHns Tuna NogKA0YEeHHON K MOpTY CETH.
auto - aBTOMaTuYyeckoe onpeaesieHne Tuna CoeAnNHEHNS;
force-true - Bcerga point-to-point;
force-false - Bcerga shared.
Mo ymon4aHuio TN coeinHeHns auto.
SNR-S52982G-24TE(config-if-ethernet1/0/5)#spanning-tree link-type ?
p2p Point-to-point config
SNR-52982G-24TE(config-if-ethernet1/0/5)#spanning-tree link-type p2p ?
auto Auto detect link type
force-false Force to non-point-to-point link
force-true Force to point-to-point link
SNR-52982G-24TE(config-if-ethernetl/0/5)#spanning-tree link-type p2p force-true ?

<cr=



8. loopguard.

OyHKUMOHanN loopguard Nno3BossSeT He NepeBoanTb NOPT B cocTossHMe Forwarding, oa>ke ecnm KOMMyTaTop
nepecTan nonyyatb BPDU Ha 3ToM nopTy. Mpu HacTporke loopguard Ha NopTy, ecam nNpu oTcyTcTemn BPDU
rnopT nonbiTaeTcs nepentn B Forwarding, oH ByaeT cpa3y »xe 3ab/I0KMpoBaH.

Mo ymonyaHuio loopduard oTKO4EH.

SNR-52982G-24TE(config-if-ethernetl/0/5)#spanning-tree loopguard ?

<cr>

9. mcheck.
OTCcneXxuBaHME peXxnMa NOOKIIOHYEHHON CETU N NepekstoyYeHmne Ha STP npu HeobxognmocTu.

Mo yMOM4aHMIO AaHHbIN PYHKLWOHAN OTKJOYEH U Ha NOPTY ucnonbsyetca MSTP. Ecnm nponucaTb AaHHYIO
KOMaHAy Ha nopTy, TO Npu nosay4yeHnn Ha nopTty BPDU copmaTa knaccnyeckoro STP 802.1D, Hanpumep,
nopT 6yaeT nepeseneH B pexxum STP, HO B NpOTMBHOM ciiydae, nopT byaeT npogosnkaTb paboTaTb Kak
MSTP nopT.

KoMaHaa no ymon4aHuio oTKoYeHa. MoxeT 6bITb NpMeHeHa Tos1bKo Npu paboTatowem MSTP, HO He
Knaccumyeckom STP.

SNR-S52982G-24TE(config-if-ethernetl/0/5)#spanning-tree mcheck ?

<cr=

10. mst.
HacTpowkn nopTa B onpepeneHHoM mst.
SNR-52982G-24TE(config-if-ethernetl/0/5)#spanning-tree mst ?
<0-64> Instance value
SNR-52982G-24TE(config-if-ethernet1/0/5)#spanning-tree mst 0 ?
cost Path cost
loopguard Set loopguard port
port-priority Port priority
rootguard Set rootguard port

Mo yMoa4aHMIO BCE HAaXoOMTCs B HysieBoM mst.

11. port-priority.

YCTaHOBUTL NPUOPUTET NOpPTa BPYUHYIO.

3HaYeHne nNo ymona4aHumio - 128.

SNR-S2982G-24TE(config-if-ethernet1/0/5)#spanning-tree port-priority ?
<0-240> Priority value <0-240>

Mpuyem HeobxoanMo, 4TObBLI 3Ha4YeHne 6bI10 KpaTHO 16, T.e. BCe Kak B CTaHpapTe. Ecnn nonbiTaemcs
BbibpaTb Apyroe 3HayYeHune - Nosyy4mm owmnbKy.

SNR-S52982G-24TE(config-if-ethernet1/0/5)#spanning-tree port-priority 10 ?
<cr>
SNR-S52982G-24TE(config-if-ethernetl/0/5)#spanning-tree port-priority 10

ERROR: incorrect port priority 10.



Please check whether its value is between 0 and 240, and increased with step 16.
SNR-52982G-24TE(config-if-ethernetl/0/5)#spanning-tree port-priority 64
SNR-52982G-24TE(config-if-ethernet1/0/5)#

12. portfast.

3pechb BCce npenesibHo NOHATHO: KOMaHAda UCMOJIb3YyeTCA Ha NopTax nogkstoy4yeHnNa KOHe4YHbIX YCTp0I7ICTB.
denaeTtcsa 310 onsa T0ro, 4YTOObI nopT nepexognna cpa3sy XXe B COCToAHNe Forwarding, MNHYA BCe
NMPOMeXXYTO4YHble COCTOAHUA.

Mo ymonyaHuio portfast Bbikao4EH.

Tak>Xe C MOMOLLbI0 OAaHHON KOMaHObl MOXKHO aKTUBMPOBaTb Ha nopTy nmbo dyHkumoHan bpdufiler, nnbo
bpduguard, KoTopbie Mbl paccMaTpMBaIN TakKXXe paHee.

SNR-52982G-24TE(config-if-ethernetl/0/5)#spanning-tree portfast ?
bpdufilter Set edge port filter bpdu
bpduguard Set edge port guard bpdu
<Cr>

Bpdufiler 6yneTt otbpackiBaTb Bce BPDU (kak Ha IN, Tak n Ha OUT), a bpduguard 6yneTt 610kmpoBaTb NopT
npu noctynneHnn BPDU Ha Hero. Mo)XHO faXke 3a4aTb BpeMs BOCCTAHOBNEHUS nMopTa nocje 3Toro.
AHanorunyHo errdisabled recovery:

SNR-S2982G-24TE(config-if-ethernetl/0/5)#spanning-tree portfast bpduguard ?
recovery Auto recovery
<cr>

SNR-52982G-24TE(config-if-ethernet1/0/5)#spanning-tree portfast bpduguard recovery ?
<30-3600> Recovery interval <30-3600>s

13. rootguard.

Ecnv npMeHnTb OaHHbIN (DYHKLMOHAM Ha NOPTY, TO Aaxke Npu noctynaeHnu superior BPDU (¢ MeHbLwuMm
BID), komMyTaTop He ByaeT BOCMPMHMMATb AaHHbIN KOMMYyTaTop Kak HOBbIN Root Bridge, cOOTBETCTBEHHO
MopT AenaTb KOPHEBbLIM U MepecyYnTbiBaTb TOMOIOrMi0 OH He ByaeT, a NpocTo 3abnokupyeT nHTepdenic.

Mo yMon4aHuio PyHKLMOHAN OTKJIIOYEH.
SNR-52982G-24TE(config-if-ethernet1/0/5)#spanning-tree rootguard ?

<cr=

14. tcflush.

dDyYHKLUNOHAN aHanormyeH yHKUnoHany B rnobase, TO/bKO B JaHHOM C/ly4ae 3TO YCTaHOBKa peXxunma
nepecTpoeHuns Tonosorum spanning-tree ansa nopta. To ecTb, Heob6A3aTeIbHO NPUMEHATL 3TO BoobLLe Ha
BCe MopThl.

SNR-52982G-24TE(config-if-ethernet1/0/5)#spanning-tree tcflush ?
disable Disable flush on top change
enable Enable flush each top change

protect Flush limit mode



15. tcnguard / tc-guard.

B npoTokone STP ecTtb BPDU, KOTOpLIe pacCbiyialoTCA YyCTPONCTBAMU B C/lydae 0BHapy>XeHUsS U3MeHeHUs B
cetn. 3T BPDU Ha3biBatoTcsA Topology Change Notification - TCN.

HekoTopble ceTeBble MHXEHepPbl He XOTAT, 4Tobbl 3T BPDU paccbinanncb Ha Kaknx-HMBbyOb yH4acTKax ceTu,
4yTObbI CETbH HE NEepecTpanBasiaCb U CHoBa CXOAMUIACh.

MosToMy eCcTb pUbTpaLMsa TaKNX NAaKeToB - tcnguard.
SNR-52982G-24TE(config-if-ethernetl/0/5)#spanning-tree tcnguard ?

<cr=

B npoTokone RSTP HeT oTaenbHbiXx NakeTos BPDU TCN. OgHako B camom BDPU ecTb chnar TC. 3Ha4veHme,
KOTOpOE YCTaHOB/IEHO B 3TOM (hiare, coobuiaet 06 nameHeHun B ceTu. Onsa puabTpaumm Taknx nakeTos
ecTb tc-guard.

SNR-S52982G-24TE(config-if-ethernet1/0/5)#spanning-tree tc-guard ?
<cr>

W tcnguard, n tc-guard MoryT NpMMeHATbLCA TONLKO Ha BbIX04 C uHTepdenca (Ha OUT). Ha Bxog (Ha IN)
dunbTpoBaTb TCN/TC-flag HEBO3MOXHO, MOXHO TOJIbKO C MOMOLLbIO pa3nun4Hbix ACL.

Tenepb, KOrga Mbl pacCMOTpeNn BCe KOMaHAbl, MOXXeM NepexoanTb K paccMmoTpeHuto MSTP Ha
KoMmMyTaTopax SNR.

Hactpouka MSTP

Tononorms y Hac ocTajlacb Ta Xe camasi, 4To 1 6bina npu HacTporike STP.
[STP & SNR]
TonbKo Tenepb y Hac Besae HacTpoeH MSTP.
MocMOTpUM, Kak COLLNOCh AepeBo spanning-tree.
swl:
[STP & SNR]
Sw2:
[STP & SNR]
Sw3:
[STP & SNR]
sw4:
[STP & SNR]
4TO U3MEHWUI0Cb MO CPaBHEHUIO C BbIBOAOM Kiaccmyeckoro STP?

® Bepcusa NPOTOKOJ1a CMeHunacb Ha MSTP (“Force Version: 3”);

* MOSABMIOCbL pa3feneHune Ha instance;

* MosiBUANCH pa3aeneHune Ha External RPC un Internal RPC, 1 ¢ HUMKN COOTBETCTBEHHO 006aBUINCE MO
Int.RootPathCost n IntRPC;

* NoSABUACA NOeHTUUKaTop permoHasbLHOro KOMMyTaTopPa;

* MOsABMNOCL 0ToBparkeHne NpMHaANeXHOCTM NOPTOB K instance.

[STP & SNR]

CornacHo BbIBOAaM CO BCEX KOMMYTaTOpoB OHU BepHOo onpegennnu CIST Root Bridge, oH xe 6yneT Regional
Root Bridge, ¢ 4eM KOMMyTaTOpbl TakXXe COriacuancb. KoMmmMmyTaTopbl NONasan B €4UNHbIA PErnoH, Beb
HaCTPOMKWM y HUX Y BCEX OAUHaKoBble, aedonTHble. MoaToMy ExtRPC y Bcex paBeH Hy0, a paboTaeT 3aech
TosbKO INtRPC. MoTOMY 4TO, ONATHL XXe, BCe HaX0O4ATCHA B O4HOM permoHe.



Tenepb HEMHOIr0 N3MEHNM KOH(UIypaLuo TakK, 4Tobbl KOMMyTaTop SW2, TOYHO Tak e 6bia CIST Root, HO
Haxoauncsa 3a npenesaMmm pernoHa, U NOCMOTPUM, YTO USMEHUTCH.

swl:
[STP & SNR]
sSw2:
[STP & SNR]
sw3:
[STP & SNR]
sw4:
[STP & SNR]
HaBaliTe pa3zbepemcs, 4TO Xe TyT BoobLLEe MPON30LLIIO.
[ns Ha4ana NOCMOTPUM HaCTPOMKMK, KOTOPbIE Mbl MPOMNMUCANIM Ha SW2:
spanning-tree mst configuration
instance 0 vlan 1-9;21-4094
instance 1 vlan 10-20

exit

spanning-tree
spanning-tree mst 0 priority 4096

I

vlan 1;10-50

!

Interface Ethernetl1/0/1
switchport access vlan 10

To eCTb Mbl MPOCTO, CO34aJ/M elle oAuH instance - MSTI1, TeM caMblM U3MEHUB HAaCTPONKW pPernoHa,
MO3TOMY 3TOT KOMMYTATOP U OTAENUSICA OT OCTasbHbIX.

MNosiBnncs BbIBOA MHOPMaLMn 08 HOBOro instance, n 34eck TOYHO TakK »Xe OMUCLIBAETCA: KTO SABAETCS
root bride, y koro kakon ngeHtngukaTtop, cost n T.4.

Hy n nockonbKy Mbl accouumuposanu rnopt 1/0/1 ¢ VLAN 10, y Hac B BbiBoAe “sh spanning-tree” nopt 1/0/1
CTajl YUC/INTBCA Cpa3y B HECKOJIbKMX instance.

Ho MSTI1 Hac He ocobo nHTepecyeT, oH bbln nobaBseH ckopee ansg Tecta. CMOTPUM, YTO NPOUCXOOUT B
ISTO.

MOCKOIbKY y KOMMyTaTopa SW2 Mo-NpeXHEMY CaMbIll HU3KUI NpuopuTeT, oH BypeT aBnAaTbca Root Bridge,
To4Hee CIST Root Bridge. I NOCKONbLKY OH Tenepb HaXoAnUTCs B OTAENIbHOM pPervoHe, n OH TaM OA4WH, OH Xe
n 6ypeT ona ceoero pervoHa Regional Root Bridge. U Bce KOCTbI COOTBETCTBEHHO Y HEFO MO HYJ/1SM, BeLb OH



agnsaetca CIST n Regional Root.

YT1o KacaeTca ISTO gnga nepsBoHa4vasbHoro pernoHa, CIST Root Bce npu3sHanm sw2, 4TO HECOMHEHHO BEPHO,
He OyMalo, 4TO TYT HY>XXHbl KAKNe-TO KOMMEHTapuu.

A BoT Regional Root Bridge 6bin1 BbibpaH kommyTaTop swl. [oyemy Tak?

PaHee Mbl paccMaTpuBasan NpUHLMM Bbibopa pervoHaabHOro KoMMyTaTopa. MoBTOpMM elle pas, YTobbl
[aJIeKo He InCTaTh:

e Lowest External path cost to CIST Root bridge (MnHMManbHas CTOMMOCTW NYTU 00 KOPHEBOIro
KOMMyTaTopa BCeN CeTU: TOT KOMMYyTaTop, Y KOTOporo HamMmeHbLnin Root Path Cost no CIST Root
Bridge n ctaHeT Regional Root Bridge);

¢ Lowest Regional Bridge Identifier (HanmeHbwnin BID B pernoHe);

¢ Lowest CIST Bridge Identifier (n3 BPDU oT perunoHa c CIST Root Bridge).

KommMmyTaTop swl BblMFpbIBAa€T MO KOCTY U MaKy, MMEHHO NMO3TOMY OH 1 BbibpaH Regional Root Bridge.

1 BCe ocTasibHble KOMMYTaTOPbl B pernoHe 3HaloT, Kak [0 Hero AobpaTbCs, OHU yKa3blBalOT CTOMMOCTb B
nose “IntRPC”".

Ho Ha caMmom pene, orM4yeckn BCe BbIFNSAAUT Kak KOMMyTaTop swW1 NOAK/IOYEHHbIN K KOMMYyTaTopy SW2
(BeOb Mbl MOMHUM, YTO KOMMYTATOpPbl OAHOI0 pernoHa nNnpeacTaBasatoT n3 cebs ognH 60NbLLION BUPTYasbHbIN
KOMMYyTaTop).

Takasa cxema MasioBepPOsiTHA B COBPEMEHHbIX CETHAX, HO BCE )Ke BO3MOXKHa. Mbl MPOCTO paccMoTpenu
NpocTenllyto HacTpoiky MSTP, a TakxXe Kak Bce byAeT BbIrnaaeTb, eC/iM KoOMMyTaTopbl 6yayT B O4HOM
pervoHe, Uam B PasHbIX.

YT1006bI KOMMYTaTOpPbI Obl2I1 B O4HOM permoHe, BHMMaTeEJIbHO CBepFIVITe KOHqZ)I/IpraLI,VIIO, HaCTpOIZKI/I permoHa
OOJ1)XHbI COBMadaThb.

Takxe noapobHbIN NpuMep HacTponkn MSTP Ha komMmyTaTopax SNR y Hac onncaH 34ecb B Halwen 6ase
3HaHWN. PeKoMeHAyeM TakXXe 03HaKOMUTbCS.

Bsaumopeuncreme SNR c nponpuetapHbiMmu PVST+/RPVST+

B xo4e npoBefeHns TeCTOB U UCCNenoBaHUN COBMECTUMOCTU MyJIbTUBEHAO0PHbIX STP/RSTP/MSTP, KoTopble
ncnonb3ytotcs Ha SNR, ¢ nponpueTapHbiMu Cisco npoTokonaMu PVST+/RPVST+ 6b1J10 yCTaHOBMIEHO, HYTO
KOpPpPEeKTHas CXoOAMMOCTb AaHHbIX MPOTOKOM0B ByAeT TOJIbKO B CIeAYHOLLUNX CLLeHapusXx:

1. PVST+/RPVST+ (Cisco) c STP/RSTP/MSTP (SNR), HO KOPHEBBIM KOMMYTaTOPOM A0J/IXKeH BbITb UMEHHO
SNR;
2. MST (Cisco) c STP/RSTP/MSTP (SNR).

Bo Bcex ocTasibHbIX C/ly4asix BO3MOXXHbI MpobJsieMbl B paboTe: HeEMpaBU/bHbLIA pacyeT KOCTOB, MeHsoLLnecs
CTaTyChl MOPTOB U T.A.

MpuynHa 3akntovaeTca B ToM, 4To Cisco oTnpasnseT gea Tuna BPDU:

1. PVST BPDU Ha MAC-agpec 01:00:0C:CC:CC:CD. Kon-so oTnpasnsemMbix BPDU cooTBeTCTBYeT KOJI-BY
VLAN Ha nopTy. Takue coobuieHns kommyTaTopbl SNR nponyckaloT npo3payHo Yyepes cebs, MoToMy 4TO
He MoryT obpaboTaTb MX N3-3a NPOMNPMUETAPHOCTU NPOTOKONA;

2. B untagged VLAN (no ymon4aHuio VLAN 1) TakXXe oTnpasnsietTca BPDU mynbTuBeHAopHOro STP (ecnu
Ha Cisco HacTpoeH PVST) nnmn RSTP (ecnun Ha Cisco HacTpoeH RPVST) Ha MAC-aagpec 01:80:C2:00:00:00.
OTnpasnaeTcsa gaHHbIn BPDU B 04HOM 3K3eMnispe. 3To coobLieHne n 4O/KHO B TEOPUN CO34aBaTb
COBMECTUMOCTb Mexay npoTokonamu. OgHako Cisco B cBoém Bridge ID (a ecnun cuntaeT ceba Root
Bridge, To n B Root Bridge ID) ncnone3yet Extended BID, T.e. nobasnseT 3Ha4yeHue VLAN B Extended
System ID (kak onncaHo B cTaHgapTe 802.1t), u Torga none priority B BID He 6yneT KpaTHbiM 4096. B
aTOM cnydae SNR He MoXKeT KoppekTHO obpaboTaTb Takon nakeT, n STP Ha4yMHaeT PYHKLNOHUPOBAThL
Henpeackasyemo.

B utore, MMeHHO NO3TOMY Mbl UMeeM “npbiratowme” 3Ha4eHns KOCTOB, Unun To, 4To Cisco B Ka4yecTBe
KOPHEBOIr0o KOMMyTaTopa nepmnoanyeckn npmusHaeTt ceba Root Bridge, HO MOTOM OTKa3blBaeTCs OT 3TOrO,
MOTOM CHOBa FOBOPUT, YTO OH KOPHEBOW, XOTHA B/IOKMpYyeT CBOM NMOPThI U yCTaHaBANBAET COSt HEBEPOSATHbIX
pa3mMepos, N T.4.
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MO>XHO, KOHEYHO, NCMOJIb30BaTh 3arJyLWKy Ha nopTax komMmyTaTopoB SNR, koTopasa byneT oTbpackiBaTb
BPDU oT Cisco:

mac-access-list extended PVST

deny any-source-mac host-destination-mac 01-00-0c-cc-cc-cd
exit

!

Interface Ethernetl1/0/X

mac access-group PVST in

Ho 3To pellaeT Tosbko oAgHY Npobnemy - Npo3payHyto nepenady PVST BPDU 4epe3 SNR, HO HMKaK He
rnomMoykeT ¢ 06paboTKor NakeToB, B KOTOPLIX ncnosib3dyeTtcsa Extended System ID.

Nnn moxxHo nonpoboBaTb N3MEHUTL hopMaT, oTnpaBaseMbix BPDU, HO BeposATHee BCero, 3To He gacT
HWKaKoro pesynbTaTa.

Tak>ke BCe 3aBUCUT OT CXeMbl. B Kakol-To cxeme fa, BCce MOXXeT paboTaTb Kak Yacbl, @ B KAKOW-TO MOryT
BO3HWKHYTb BbILLEOMMCaHHbIE Npobaemsbl, n ceTb ByaeT HecTabubHa.

Mo3>ToMy byabTe BHUMaTesIbHee Npu HaCTPOMKe, NAaHNPYNTe CBOKO CETb MMEHHO MO MPUHLIUNAM,
OMuncaHHbIM Bbille. CLLeHapun onrMcaHHbIe Bbille - pabo4yne Kelchl, BCe 0CTas/lbHOE - HE PEKOMeHayeTCs.

HacTtpouka spanning-tree Ha cepuu S5210

Ha gAaHHbIN MOMEHT MO YMOJIHaHUIO Ha KOMMYyTaTopax cepumn S5210 spanning-tree y>ke BKJOYEH (B OTAMNYUN
OT OCTajlbHbIX JIMHeeK koMMyTaTopoB SNR). U BKlOYEH N0 yMON4aHuio pexxum RSTP, a He MSTP.

Mo3ToMy ec/qim BaM MO KaKoW-TO MPUYNHE HE HY)XeH spanning-tree Ha S5210, To ero Heobxo0ANMO OTKJIOYNTb
rnobanbHO KOMaHAoM ‘spanning-tree shutdown’, NIM60 NCKNIOYNTL TONIbLKO KAaKOW-TO KOHKPETHbIN NOPT 13
STP pomeHa KOMaHAoM ‘spanning-tree disable’ B pexxume KoHpUrypauum nopTa.

MoO>XHO 3aMeTUTb, 410 popMaT CLI Ha S5210 HeMHOro oTan4aeTcs OoT NpuBbiMHOro HaM Cisco-like CLI, HO Ha
caMOM [esie 3T0 BCe TOT e hopmMaT, NPoCTo € Hebonbwmmm oTamdmamn. a n Becb pyHKUNOHaN paboTaeTt
aHaslornyHo.

PaccMoOTpUM, Kakne KOMaHbl 34eCb eCTb A/ HACTPOMKM spanning-tree.

BONbIINHCTBO KOMaH4 Mbl yXKe paccMaTpuUBan Ha OCHOBHOW NIMHelke KoMMyTaTopoB SNR, HO TeM He
MeHee elle pa3 NpoaeMcsl Mo BCEM KOMaHZaM, 34eCb MOryT ObITb HEKOTOPbIE OT/INYMS.

KoMaHpabl spanning-tree us pe>xuma rno6anbHon KOHhUrypaumm

[STP & SNR]
1. enable.

HdaHHaa KoMaHga BKJAYaeT rnobasbHO spanning-tree. Ha gaHHbIN MOMEHT, MO YMOJ4aHUIO spanning-tree Ha
KOMMYyTaTopax AaHHOW Cepuun 1 Tak BKJIIOYEH, MO3TOMY 3Ta KOMaHAa B CTaHOAPTHOW KOH(pUrypauum He
6yOeT nMeTb HMKaKoro 3 gekTa.

SNR-S5210G-24TX-UPS-R(config)#spanning-tree enable ?

<cr=

2. errdisable-timeout.

IaHHaa KoMaHOa ABNASAETCHA aHaJIoroM recovery Ha obbl4HbIX KOMMyTaTopax SNR, Korga nopTt nepexoaunT B
cocTosiHue disable, Hanpumep, nocne paboTbl hyHKUMOHana bpduguard.

Mo yMon4aHuio pyHKLMOHaN OTKIOYeH. [pn BKAIOYEHNN BPEMS BOCCTAHOBJIEHUS MO YMOJIHaHUIO PaBHAETCS
5 muHyTam (300 cekyHn).

SNR-S5210G-24TX-UPS-R(config)#spanning-tree errdisable-timeout ?

enable enable the timeout mechanism for the port to be enabled back



interval interval after which port shall be enabled
SNR-S5210G-24TX-UPS-R(config)#spanning-tree errdisable-timeout enable ?
<cr>
SNR-S5210G-24TX-UPS-R(config)#spanning-tree errdisable-timeout interval ?

<10-1000000> errdisable-timeout interval in seconds

3. forward-time.
HacTponkn fnaHHOro TaiMepa 1 oCTallbHbIX aHaNIOrMYHbl TEM, KOTOPbIE Mbl pacCMaTpuUBaanN paHee.
YcTaHOBKa 3Ha4vYeHnsa Tanmepa “Forward Delay Time” (3agep>xKa CMeHbl COCTOSAHUN).
3HavyeHne TarMepa Nno yYMOJIHaHuto - 15 cekyHa.
SNR-S5210G-24TX-UPS-R(config)#spanning-tree forward-time ?
<4-30> forward delay time in seconds
SNR-S5210G-24TX-UPS-R(config)#spanning-tree forward-time 16
SNR-55210G-24TX-UPS-R(config)#
MO>XHO OTMEHUTb YCTAaHOBKY TaliMepa KOMaHAoM: ‘no spanning-tree forward-time’ - oHa BepHeT 3Ha4vYeHne
no yMOM4aHUio.
4. hello-time.
HacTponka nHTepBana otnpaskun BPDU.
3HayeHre No yMON4YaHUIo - 2 CEKYHAbI.
SNR-S5210G-24TX-UPS-R(config)#spanning-tree hello-time ?
<1-10> seconds <1-10> - Hello BPDU interval
SNR-S5210G-24TX-UPS-R(config)#spanning-tree hello-time 4
SNR-S5210G-24TX-UPS-R(config)#

MO>XHO OTMEHUTb YCTAaHOBKY TalilMepa KOMaHAoM: ‘no spanning-tree hello-time’ - oHa BepHeT 3Ha4YeHue no
YMOJTHaHMI0.

5. instance.
B naHHOM pe)xmme Mbl MOXKeM HacTpauBaThb bridge priority ons pa3sHbix instance Ha KoMMyTaTope.
EcTecTBeHHO, Mo yMO4aHWMIO NPUOPUTET ANa BCeX - 32768.
SNR-55210G-24TX-UPS-R(config)#spanning-tree instance ?
<1-63> instance id
SNR-S5210G-24TX-UPS-R(config)#spanning-tree instance 1 ?
priority bridge priority for the common instance
SNR-S55210G-24TX-UPS-R(config)#spanning-tree instance 1 priority ?
<0-61440> bridge priority in increments of 4096 (Lower priority indicates
greater likelihood of becoming root)
SNR-S5210G-24TX-UPS-R(config)#spanning-tree instance 1 priority 8192 ?

<cr=



6. maxage.

MakcnManbHOe BpeMs XXN3HU coobuieHns. JaHHbIN TanMep NokasbiBaeT, Korga Tekywun Hello BPDU
yCTapeeT N oJ/IKeH ObiTb yaaNeH.

Mo ymonyaHuto - 310 20 cekyHa.
SNR-S5210G-24TX-UPS-R(config)#spanning-tree max-age ?

<6-40> seconds <6-40> - Maximum time to listen for root bridge in seconds
SNR-55210G-24TX-UPS-R(config)#spanning-tree max-age 25
SNR-55210G-24TX-UPS-R(config)#

MO>KHO OTMEHUTb YCTAHOBKY TaliMepa KOMaHoM: ‘no spanning-tree max-age’ - oHa BepPHET 3Ha4YeHue o
YMO4aHMIO.

7. max-hops.

YCcTaHOBKa 3Ha4YeHUsa cyeTymka Max-Hop B MSTP, KOTopbln onpenenseT Kakoe KOM4eCTBO KOMMYTaTOpPOB
MoxxkeT nponTun BPDU, go Toro kak bynet otbpolueH. NMpuyem KoMmmyTaTop A0J/KEH paboTaTb MMEHHO B
pexume MSTP, MHa4ye KOMMyTaToOp BEPHET OWNDOKY, N KOMaHAOa He ByaeT NnpuMeHeHa.

KonmyecTtBo xomnos No ymondaHuto - 20.
SNR-S5210G-24TX-UPS-R(config)# spanning-tree max-hops ?
<1-40> hops <1-40> - Maximum hops the BPDU will be valid
SNR-S5210G-24TX-UPS-R(config)# spanning-tree max-hops 10
%Bridge is not MSTP
SNR-S5210G-24TX-UPS-R(config)#spanning-tree mode mstp
SNR-S5210G-24TX-UPS-R(config)# spanning-tree max-hops 10
SNR-55210G-24TX-UPS-R(config)#
MO>XHO OTMEHUTb YCTAHOBKY TaiMepa KOMaHAoW: ‘no spanning-tree max-hops’ - oHa BeEpHeT 3Ha4YeHue no
YMOJTHaHMIO.
8. mode.
Bbibop pexxnma paboTbl spanning-tree.
Ha paHHbIA MOMEHT NO YMOMYaHUIO UCMOMb3yeTCs rstp.
SNR-55210G-24TX-UPS-R(config)#spanning-tree mode ?
mstp MSTP mode
rstp RSTP mode

stp STP mode

9. mst.
KoHgpurypaumusa pernoHa MSTP. Bce 3To yXXe paHee paccMaTpuBan:
SNR-S5210G-24TX-UPS-R(config)#spanning-tree mst ?

configuration Configuration
SNR-S5210G-24TX-UPS-R(config)#spanning-tree mst configuration
SNR-55210G-24TX-UPS-R(config-mst)#?

MSTI configuration commands:



exit End current mode and down to previous mode
help Description of the interactive help system
instance Instance

no Negate a command or set its defaults

region MST Region

revision Revision Number for configuration information

show Show running system information

10. portfast.

B naHHOM KOMaHAe Mbl MOXXeM rnobanbHO 3a4aTh BbI6OP 3alLMTHOrO PyHKLUMOHaNa oT BPDU Ha Bcex
rnopTax B pexxume portfast, rae dyHkumoHan dunbTpaumm BPDU HMKaK He HacTpoeH Bpy4Hyto. Korga
6ynem paccMaTpMBaTb KOMaHAbl peXxnMa KoHUrypaumm nopra, CTaHeT NMOHSATHee.

SNR-S5210G-24TX-UPS-R(config)#spanning-tree portfast ?
bpdu-filter Filter the BPDUs on portfast enabled ports

bpdu-guard guard the portfast ports against bpdu receive

11. priority.

Ecnn B KoMaHpe paHee ‘instance X priority’ Mbl ycTaHaBauBanu bridge priority onsa pasnnyHeix MSTI, To B
OAHHOM C/lydae npuvopuTeT yCTaHaBAMBaeTCsa A1 MOCTa B KOHTPOIbHOM instance, nam IST (nnbo npocTo
ansa mocta B STP, RSTP).

Mo>xHO gake obpaTuUTb BHUMaHME Ha ONMcaHne faHHbIX KOMaHA AN CpaBHEHUS, 4Tobbl BblN10 MOHATHO:
instance Change priority for a particular instance
priority priority - bridge priority for the common instance
3HaYyeHune no ymos4vaHumio - 32768.
SNR-S5210G-24TX-UPS-R(config)#spanning-tree priority ?

<0-61440> bridge priority in increments of 4096 (Lower priority indicates

greater likelihood of becoming root)

SNR-55210G-24TX-UPS-R(config)#spanning-tree priority 4096
SNR-55210G-24TX-UPS-R(config)#

12. shutdown.
BbIKN04MTb Npouecc spanning-tree Ha KOMMyTaTope rnobabHo.
Ha paHHbIN MOMEHT, MO YMOMYaHUIO BKJIIOYEH.
SNR-S5210G-24TX-UPS-R(config)#spanning-tree shutdown ?
<cr>
OTMeHa faHHOM KOMaHAbl: ‘no spanning-tree shutdown’ 6yoeT akBuMBaneHTHa KOMaHAe ‘spanning-tree
enable’, paccMoTpeHHON paHee.
13. transmit-holdcount.

Kak 1 paHee, 3Ta KOMaH4a yCTaHaB/IMBaeT MaKCMManbHOe KosndecTtso BPDU, oTnpasniseMsbix C
KOMMyTaTopa 3a oaunH nHTepsan Hello time.

Mo ymonyaHuto otnpasnseTcsa 6 BPDU.



SNR-55210G-24TX-UPS-R(config)#spanning-tree transmit-holdcount ?

<1-10> range of the transmitholdcount
SNR-55210G-24TX-UPS-R(config)#spanning-tree transmit-holdcount 10
SNR-55210G-24TX-UPS-R(config)#

KomaHpabl spanning-tree us pexkuma KoHcpurypauum nopra

[STP & SNR]

1. bpdu-filter / bpdu-guard.
Mpwn BKAOYEHHOM spanning-tree portfast Ha NOpPTYy, MOXXHO HACTPOUTb PYHKUMOHaN punbTpaunmn BPDU.
SNR-55210G-24TX-UPS-R(config-if)#spanning-tree bpdu-filter ?

default default

disable disable

enable enable
SNR-55210G-24TX-UPS-R(config-if)#spanning-tree bpdu-guard ?

default default

disable disable

enable enable

Mbl MOXXEM MPUHYANTESIBHO BPYYHYIO akTUBUPOBaTb PyHKUMoHan bpdu-filter nnn bpdu-guard Ha nopTy ¢
MOMOLLbIO OMnumMK enable. Tak)xe MOXXeM NMPUHYANTESNIbHO OTKJIYNTb DYHKLUMOHAN A1 AaHHOro nopTa ¢
nomoLubto onumun disable. A BoT ecnu BeibpaHo 3HaveHUe no ymondaHuio - default, To byneTt akTnBeH
PYHKUMOHAN NN HET, onpefenseTcs KOMaHAomM N3 pexnma rnobanbHom KOHMUrypaumm, KOTopyro Mol
paccMaTpuBanun paHee: ‘spanning-tree portfast’.
2. disable / enable.
TyT BCe NPOCTO - OTKJIIOYEHMe / BKJloYeHne spanning-tree Ha nopTy.
Mo ymosnyaHuio, spanning-tree Bkfto4eH Ha BCex nopTax.
SNR-S5210G-24TX-UPS-R(config-if)#spanning-tree disable ?

<cr>

SNR-55210G-24TX-UPS-R(config-if)#spanning-tree enable ?

<cr>

3. guard.

BkntoyeHue 3awmTbl root guard Ha nopTy (47066l Npy Nosy4yeHun superior BPDU, nopT He cTaHOBWJICSA
KOpPHEBbLIM).

Mo ymMon4aHmio (PyHKLMOHaN OTKITIOYEH.

SNR-S5210G-24TX-UPS-R(config-if)#spanning-tree guard ?
root disable reception of superior BPDUs

SNR-S5210G-24TX-UPS-R(config-if)#spanning-tree guard root ?

<cr=



4. hello-time.
YcTaHOBKa 3Ha4vyeHns nHtepsana hello-time gna BPDU, oTnpaBnsseMblX C KaKOro-To KOHKpPETHOro nopTa.
3HayeHne No yMONYaHUIO - 2 CEKYHAbI.
SNR-S5210G-24TX-UPS-R(config-if)#spanning-tree hello-time ?
<1-10> seconds <1-10> - Hello BPDU interval
SNR-S55210G-24TX-UPS-R(config-if)#spanning-tree hello-time 3
SNR-S55210G-24TX-UPS-R(config-if)

5. instance.
B BaHHOM peXXrMMe MOXXKHO MPUMEHNTb HAaCTPOMKK AA MopTa Mo OTHOLLEHUIO K KakoMy-nnbo MSTI.
SNR-S5210G-24TX-UPS-R(config-if)#spanning-tree instance ?
<1-63> identifier
SNR-S5210G-24TX-UPS-R(config-if)#spanning-tree instance 1 ?
path-cost path cost for a port
priority  port priority for a bridge
restricted-role restrict the role of the port

34ecb MOXKHO BbibpaTb cTomMocTb path-cost, port priority n yctaHoBuTb onuuto restricted-role (o0 Hel Mbl
MOrOBOPMM HEMHOIO MO3XKE).

SNR-S5210G-24TX-UPS-R(config-if)#spanning-tree instance 1 path-cost ?
<1-200000000> path cost in range <1-200000000> (lower path cost indicates
greater likelihood of becoming root)
SNR-55210G-24TX-UPS-R(config-if)#spanning-tree instance 1 priority ?
<0-240> port priority in increments of 16 (lower priority indicates greater
likelihood of becoming root)
SNR-S55210G-24TX-UPS-R(config-if)#spanning-tree instance 1 restricted-role ?

<cr>

6. link-type.
Beibop TuMna AnHKa.

Auto - KOMMYTaTOpP 6y,u,eT onpenendaTb TUMN JTMHKa aBTOMaTUYeCKN, NCXoOosda U3 HaCTpoek AyrJiekCa Ha
nopTy;

Point-to-point - 6yaeT npuHyanTensHo BbibpaH p2p TUM JNHKa;

Shared - 6ygeT npuHyauTenbHo BbibpaH shared Tun nuHka, cooTBeTcTBEHHO RSTP/MSTP 6yneT paboTaThk Mo
npuHUMNam Knaccmyeckoro STP.

SNR-S55210G-24TX-UPS-R(config-if)#spanning-tree link-type ?
auto auto - will be set to either p2p or shared based on duplex
state
point-to-point point-to-point - enable rapid transition

shared shared - disable rapid transition



7. path-cost.

YcTaHoBUTb path-cost gns STP/RSTP. To eCTb 0NATb XXe B OTAM4YUM OT KOMaHAbl ‘spanning-tree instance 1
path-cost’, mbl Bbibrpaem path-cost He ansa kakoro-to MSTI, a rnobaneHo ana IST nanm STP/RSTP.

SNR-S5210G-24TX-UPS-R(config-if)#spanning-tree path-cost ?
<1-200000000> path cost in range <1-200000000> (lower path cost indicates

greater likelihood of becoming root)

8. portfast.

MpuHyanTensHo 0603Ha4YNTbL NOPT Kak “edge-nopT”, T.e. NOPT, KOTOPLIA ByaeT cpa3y e NepexoanTb B
coctosHue Forwarding.

Mo ymon4yaHuio hyHKUMOHAN OTKJIIOYEH.
SNR-S55210G-24TX-UPS-R(config-if)#spanning-tree portfast ?

<Cr>

9. restricted-role.
3anpeTuTb NOPTY CTAaHOBUTbLCS root mopToMm.

Ka3zanock 6bl, B 4eM Torga ot/iMyme oT KOMaHAbl ‘spanning-tree guard root’? A oTAn4me B MexaHuU3Max
peanusauunm.

B dyHKUMOHane “root guard” npu nosy4yeHnn Ha NopT nyywero BPDU, 4yeM TekyLin KOpHEBOWN
KOMMYTaTOp, NOPT NepexoauT B COCTOsAHME root-inconsistent (3kBUBaneHTHO COCTOAHUIO Listening).

A BOT B dhyHKUMOHane “restricted-role” npmn noaydeHun Ha nopT nyywero BPDU, 4em Tekywnin KOpHeBOM
KOMMYyTaTop, NOPT MeHsAeT posb Ha Alternate, Backup nnn Designated.

SNR-S5210G-24TX-UPS-R(config-if)#spanning-tree restricted-role ?
<cr>

Mo yMon4aHuio PyHKLNOHAN OTKJIIOYEH.

10. restricted-tcn.

DYHKLMOHAN MOX0X Ha TOT, KOTOPbIA Mbl paccMaTpMBanM Ha 0bbl4YHbIX KoMMyTaTopax SNR (tcguard, tcn-
guard). OgHako TaMm npoucxoausao oTbpacbiBaHMe Taknx BPDU, a 30ecb e, npu noctynaeHun BPDU B HeMm
6yayT npourHopupoBaHbl niarn 06 nsmeHeHun Tononorun, n BPDU 6yneT obpaboTaH 6e3 Hux (He byneTt
oTbpoLueH).

Mo ymMon4YyaHuto yHKLMOHAN OTKJIOYEH.
SNR-S5210G-24TX-UPS-R(config-if)#spanning-tree restricted-tcn ?

<cr>

3aKJiloueHue

NTak, B JaHHOWN CTaTbe Y HAc MNOJIy4nUsI0Cb PAaCCMOTPETbL NOAPOOHO Ka)kablli MPOTOKOJ1 U3 CEMENCTBA
spanning-tree. MoHATHO, 4TO, B /Il060OM C/lyyae, He yAacTCs yYecCTb BCe AeTasin U HIAHCbl, HO Mbl
nocTapasunucb 3TO CAeNaTh.

Tak)xe Mbl paCCMOTPENN HI0AHCbl HACTPOMKKM 1 paboTkl spanning-tree Ha komMmyTaTopax SNR.
B kayecTBe 3ak/l04eHnNs npeasaralo pacCMOTPETb Takme Te3unchl:

¢ [loyemy HE spanning-tree (a, ycnosHo, kakon-Hnbyngb ERPS)?
¢ [loyemy spanning-tree?



1. Noyemy HE spanning-tree (a, yc/oBHO, Kakon-HMbyab ERPS).

L4 BpeMﬂ cxogmmocTu: ToT e ERPS cxoguTca ropasao 6bICTpee NMPaKTN4eCKn BO BCeX CJlyHanX (ooHako

B CJ/ly4ae BOCCTAHOBJIEHUA KaHana, bbicTpee MoXXeT BCe-Taku okasaTbcsa RSTP).

e Spanning-tree pacxoayet 6osnblie pecypcoB CPU kommyTaTopa, 4eMm ERPS;
¢ B ERPS ecTb Hann4due Tanmepa "hold-off", KoTopbIn UCKNOYAET NOJIHY0 HEPaAaboTOCNOCOBHOCTL CETU B

c/ly4ae 4acCToro naMmeHeHusa CoCctodaHn4 nopTa, 4ero HeJib3da CKa3aTb Npo CEMENCTBO spanning—tree.

2. Moyemy spanning-tree.

e [lpoToKosibl STP 0OCTAaTOYHO PaCMPOCTPAHEHHbIE: UCMOJIb3YIOTCA NPaKTUYECKU Ha Slobom

COBPEMEHHOM BeHaope, Npu Kakux-nnbo npobnemax/sonpocax, Bcerga Mo>XXHO 6bICTPO HaTH
MHGpopMauuto no paboTe spanning-tree B ceTn nHTepHeT: oby4atowme BUAe0, Kypchbl, CTaTbU, POPYMbI
M T.40.;

¢ [loCKoJIbKY spanning-tree o4eHb pacnpoCcTpPaHeH, OH BECbMa MPOCT B HACTPONKE N B MOHMMaHUK

norukun ero paboTsbl;

e Mo)XeT NPUMEHATbLCA Ha nobon Tononormnun, Heobs3aTeNbHO Oa)ke B KOJIbLLEBOM.

Kak BuguTe, eCTb CBOU MJKOCbl U MUHYCbI. [T03TOMY Kako MMEHHO MPOTOKOJ1 UCMOJIb30BaTb - BCE 3aBUCUT OT
notpebHocTen n ocobeHHoCcTEN ceTn.

Hanocnenok eue paccCMOTpUM BO3MOXKHbIe Npobnembl B paboTe STP un best practice:

1.
2.

Onsa BKAOYEHUA spanning-tree Ha NopTy spanning-tree gonxxeH 6bITb BKAOYEH r106asbHO;

He Bcerpa ctouT nosaraTbCs Ha aBTOMaTUKY, Jly4ylle ynpaBsiTb CBOEN CceTbio camoMy: Bridge Priority,
path cost n port priority ny4we HacTpanBaTb BPY4HYIO;

MNapameTpbl spanning-tree B3aMMoCBSA3aHbl U HeobxoaMMOo cobnofaTh caenyrLine CoOoTBETCTBUSA,
MHaYe spanning-tree moxxeT paboTaTb HEKOPPEKTHO:

2 x (Bridge_Forward_Delay - 1 sec) >= Bridge_Max_Age

Bridge_Max_Age >= 2 x (Bridge_Hello_Time + 1 sec)

Ecnv no Kakon-To npuynHe He paboTaeT anropmTM rapid spanning-tree - proposal/agreement, a cam
npoTokos paboTaeT No Knaccu4yeckum Tanmepam STP, To HeobxoaMMO NPOBEpPSATb TUMbI
MOAKJIIOYEHHbIX JIMHKOB (p2p nnun shared), Kakon NpoTokoa spanning-tree paboTaeT Ha cocene (MoXeT
ObITb, Ha cocene 3anyueH STP);

JNly4dwe ncnonb3oBaTb RSTP, ecnin HeT HEOOXOAMMOCTM OCYLLECTBASATL 6aNaHCMPOBKY B MHOXXECTBE
VLAN, nnmn coorBeTtcTBeHHO MSTP gnsa 3ton uenu. Knaccnyeckmm STP B COBPEMEHHbIX CETAX
MCMNosb30BaTh HE PEKOMEHAYeTCH;

Ecnm ncnonb3lyeTcs spanning-tree Ha kommyTaTopax SNR BMecTe ¢ PVST, To Heobxoanmo, 4Tobbl
KOpPHEBbIM KOMMYyTaTopoM b6bis1 KomMmyTaTop SNR. B NpoTMBHOM C/ly4yae, pEKOMeHAYEeTCS UCNOJIb30BaTb
MST, a He PVST;

MpepnoyTuTeNnbHee, 4TObOLI B CETW NPUX UCNOSIb30BaHUM MSTP cyuiecTBOBa TOJIbKO OANH PETNOH. DTO
ynpoLlaeT KoHpUrypaumio, ynpaBieHne n yMeHbLLaeT BEPOATHOCTb BO3HUKHOBEHNS OLLINBOK;

Ecnn KoMMyTaTOpbl OKa3bIBalOTCSA B pa3HbIX pernoHax, To HeobxoaMmMo NPOBEPUTbL Ha HUX
KOHCMCTEHTHOCTb HAaCTPOEK: UMSA pernoHa, MannuHr vlan-instance, Homep pesunsnn. Ecnn Bce
0OVHAKOBO, TO HEOHXOAMMO CMOTpPETh Kakoe 3HaYyeHne MD5-xelwa oTNpaBAsAOT KOMMYTaTOopbl, U Npun
HeobxoaAMMOCTU ucnosb3oBaTh digest-snooping;

Mpun omMarHoCTUKe BCerga MoXXKHo 3anycTuTb cbop aebara spanning-tree u, npun HeobxogmMmocTw,
BblbpaTb Kakyo-nmbo onuuio:

debug spanning-tree

SNR-S2982G-24TE#debug spanning-tree ?

boundary-change Boundary-change info

bpdu Bpdu info

change Change info

error Error info

event Event info

fsm-port  Port state machine

proposals Proposals



reroot Reroot

show Show running system information
sync Sync

timer Timer

<cr>

(He 3abbITb NponucaTk ‘terminal monitor’, 4Tobbl coobuieHNs aebara NOSABUINCL B TEPMUHANE).

7 HY>XHO BCeraga rnoMHUTbL, 4TO N3MeHeHNe NapaMeTpoB spanning—tree MO>XET Bbi3BaTb naMeHeHne
TonoJiornn.
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