Y>XacCHbleé U He OYeHb. BMpbel B TeJieKoMe

CerogHs BUpYChl perynsipHo obecnedmnsBaloT Maccy nonynaspHbIX HOBOCTHbIX NOBOOB He TOJIbKO B
cneumrannsnpoBaHHbix CMU, HO 1 B Tex, KoTopble NuwyT 060 BCeM noApsai, BeOb NPaKTUYECKM He 0CTasloCb
Tex cdhep U YCTPOWCTB, 0 KOTOPbIX XaKepbl He AOTSAHYJINCb CBOMMUW MOLLUEHHUYECKUMWU CXEMaMMU.

I TERE IR
i

—
s

N na)<ke, Kak TOJIbKO MNOSIBNAIOTCSA HOBble 10T-yCTPONCTBA, TaK Cpa3y XKe Ha Ka)k[0e N3 HUX HaxXoA4saTCs CBOU
KNHepMOLIEHHMKMW, KOTOPbIE FOTOBbI MOJTY4YUTb Jt06YI0 MHMOPMaLMIO O NoJib30BaTesNe.

MaccoBbIl nepexo Ha yaoanéHHbln pexum paboThl 3agan onpefenéHHble TEHAEHUWN pa3BUTMS 3/10BpeoB
cpenu 3710yMbILLJIEHHUKOB. Ha TeKyLnin MOMEHT cpeaCcTBa aHTUBMPYCHOWM 3aLLMTbl CNOCOBHLI obecneynTb
6e30MacHOCTb OT y>Ke M3BECTHbIX BUPYCOB, COAEPXaLLUNX U3BECTHbIN BPEAOHOCHbIN KoA (CMrHaTypy), inbo
ero MmognurkKauuno, HO y4UTbiBas POCT LeNeHanpaB/ieHHbIX aTak 1 yrpos "HysneBoro gHa", Anasa KOTOpbIX HEeT
C(HOPMUPOBAHHBIX CUFHATYP N penyTauuoHHON NHGOPMaLVN, NCMNOJIb30BaHMe "Kinaccmyeckmnx"
AHTUBMPYCHbIX CPEeACTB 3awwmnThl byneT HeJoCTaTO4YHO.

I'Ip06neMa BNPYCOB B TEJIEKOMMYHUKaUNAX BCerna CT1odJ7la 4OCTAaTO4YHO OCTPO. COBpeMeHHbIe BUNPYChbI
nMmerT Maccy paBHOBVID,HOCTeVIZ TPOAHbI, HepBW, BCEBO3MOXXHble LUMNOHbI, BbIMOraTeJun, MalHWNHIOBblE
nporpamMmmel, OOTHETHI U Oaxke NPOCTO peKNaMLLUNKN.

"Ha OaHHbI MOMEHT BblgenseTcs 3 Hanbosiee pacnpoCTPaHEHHbBIX N KPUTUYHBIX TUMA Yrpo3:

e Cb6ou B paboTe. Mo cneunduke paboTbl onepaTopoB CBA3U AaHHbLIA TUMN Yrpo3 ABASETCA
Hanbosiee KpUTUYHBLIM B CBA3M C HeOonyLleHNeM oTKa3a paboTocnocobHOCTN aKTUBHOIO
ceTeBoro obopynoBaHusa 1, Kak crencTeue, "NpocTos” NpenocTaBs/IiEMbIX CEPBUCOB 1
yXyOLIEeHVS Ka4YecTBa NpefocTaBaseMblX ycayr i aboHeHTOB.

e YTeyka MHGpopMauuun. B naHHOM cilyvyae yrposa cBsi3aHa C BO3MOXKHOCTbIO MOJSyYeHUS
3/10YMbILLJIEHHMKOM faHHbIX 06 aboHeHTax. MpsAMbIX NOTepb oNepaTop CBA3M B C/lyyae
peanvsaunm gaHHOM yrpo3bl MOXKET HE HECTU, HO B ClyYae Nyb/nyHoro pasriaweHuns
nogobHOro MHUMAEHTa onepaTop MOXXET NOTEPSATb penyTaumnio HALEXKHOIMO 1 LOBEPEHHOIO
MapTHépa 1 NpoBangepa.

¢ MoleHHNYecTBO. B cBA3M € nociefHMMM cobbITUAMN: NEPEXOn Ha yaanéHHYlo paboTy,
NCnosib3oBaHMe 061a4HbIX PECYPCOB, Pa3BUTMNE Pa3JINYHbIX CEPBMCOB U MPUSIOXKEHUIA,
rnoBbiLLeHne 06béma nHpopmauum B CMU B cBA3M € naHgemMmnen n obcyxaeHnemMm MnpoBom
reonoNTUYeckon obCTaHOBKW, AaHHbIN TN Yrpo3 cTan 6onee akTyanbHbIM U
rMpuMeyaTesibHbIM CO CTOPOHbI 3/I0YMbILLJIEHHUKOB, HAaNpMUMep, NnepeHarnpasaeHue
BXOAALWMX/NCXOAALWMNX BbI3OBOB, MaHUNYNALNM C Nepeagpecaunen n nepexsaTt cCoeguHeHnN,
hULINHIOBbIE aTaKW U MaHUMYNAUNM C NEePeBOAaMUN AEHEXHbIX CPeacTB", - pacCKa3biBaeT
MeHea>Kep Nno Npofarkam peweHnin lenaptaMmeHTa nHdopMaunoHHonm 6esonacHocTn K
"Softline" Hukonan CNNpunxuH.

"C nomoLblo BHegpeHHoro B loT-ycTponcTea BIMO, ocylecTBAAeTCA Kpa)Ka NoJsib30BaTENbCKUX
[aHHbIX (OrMHbI/Naponan, HoMepa 6aHKOBCKMX KapT 1 Ap.) WK NepeHanpas/ieHne noJsib3oBaTenen
Ha nopAesbHble (PULLINHIOBbIE) PeCYypPCbl BMECTO SIerMTUMHbIX. OAHAKO HE NPaBU/IbHO TOBOPUTbL O
TOM, YTO AaHHblE€ Yrpo3bl ABAAIOTCA HOBbIMU. 3TO YCTONYMBAA TEHAEHUUSA MOoC/IeHNX HECKOJIbKNX
neT", - pacckasbiBaeT ANPEKTOP AenapTaMeHTa MOHUTOPUHIa U pearnpoBaHnsa Ha Knbepyrposbl
MAO "PocTenekoM" BukTop BepeHuoB.



"ECcnu roBopuUTb MMEHHO O cneunduke onepatopa cBa3n (a "PocTenekoM" y>xe aBHO He TOJIbKO
ornepaTop CBA3M), TO KJIl0YEeBas yrpo3a - 3TO HapyLleHne AOCTYNHOCTU YCAyr CBA3W, BCAeACTBUE
KOMMbIOTEPHbIX aTak, a TakXe HapyLleHne TalHbl CBA3U B C/IeACTBUE HECAHKLMOHNPOBaHHOIO
[0CTyna K CUCTeMaM MOHUTOPUHra 1 yrnpasneHus cetamu ceasmn”, - nobasmn anpekTop
JernapTaMeHTa MOHUTOPUHIa 1 pearnpoBaHusa Ha knbepyrposbl MAO "PocTenekom" Buktop
BepeHuos.

"MpoTMBOAENCTBME aTaKe HaYMHaeTCs y>Ke Yyepe3 5-15 cekyHp nocne obHapyxeHuns. Camas
MOLLHas aTaka Mo CTpaHe, KOTOopPYt Mbl oTpa3nam B 2020 rogy, coctasuna 1,35 Téut/c, B 2021
rogy - 306 Féut/c. Ha Ypane Takas nnaTgopMa exxeHenesIbHO OTpaXkaeT B cpeaHeM 25 aTak Ha
cepBepbl KOMMOaHMI", - pacCKa3biBaeT AMPEKTOP MO pa3BUTUIO KopropaTueHoro bnsHeca MNAO
"Mera®oH" pervoHa LleHTp-Ypan NHHa CMupHoBa.

Kubepatakm HabupaioT 060poTbl. C 4eM 3TO CBA3aHO?

He MHOrvne BCMNOMHAT, HO AECATOK SIeT Hasag Ans Toro, 4Tobbl ObITb XakepoM HeobxoanMo 6bIS1I0 UMEeTb
npodgeccnoHanbHoe obpasoBaHue. Ceinyvac e s Toro, YTobbl HanMMcaTb NPOCTENLINIA BUPYC AOCTAaTOYHO
BOCMO/Ib30BATbLCSA UHCTPYKLUMAMU. XaKepbl CTasIn akTUBHO NepexoanTb Ha https, BcheacTeue yero
KOJINYECTBO aTakK 3Ha4YUTeSIbHO YBEINYNIIOCh.

PaHblLEe XaKUHI BOCMPUHMMANCS Kak HEYTO OYEHb CJI0XKHOE U Bbln CBA3aH C 31eMeHTaMu pa3paboTku,
ce4yac MHOXKeCTBO UHCTPYMEHTOB [/14 NMpoBeAeHUs aTak uMeeT ya00HbI rpaduieckuin nHTepdenc, 4To
3HaYNTENbHO 06JsIeryaeT BCEBO3MOXKHbIE aTaKu.

"TexHOo/I0rnum He CTOAT Ha MecTe N BCe XOTAT AeHer", - KOMMEHTUPYeT CUTyauuio B LLeJIOM,
pyKoBoOuTenb oTAeNa NpoeKkTHoro cetesoro obopypnosaHua OO0 "HAI" Angpen Lenenes.
"B 2021 rogy knbepaTak CcTaso Ha NopsAaok 6onblue, 4yem B 2020 rogy B OCHOBHOM M3-3a
MacCOBOro nepexona COTPYLHUKOB KPYMHENLINX KOMMAHNN Ha yAasIeHKY, MHOrMe rnepeLn ¢
pabo4mx 3alMLLLEHHbIX YCTPONCTB, Ha AOMalLHMe, OKa3aBLWWCb Hanbonee ysa3snmMbiMun'.

[lenio coBepLUeHHO He B paHXXMPOBaHMN TUMOB aTak, tobas aTaka, B TOM YUCSie C MPMMEHEHNEM
Bpe#oHoCcHoro MO Hecé&T pucku ans 6usHec-NpoLeccoB opraHusaumu. Mpy 3ToM no obLLEMPOBOIA
npakTuKe, MOMUMO BpeAoHOCHOro MO (BMPYCOB), 3/I0YMbILLJIEHHUKN B CBOUX aTaKaX 3a4acTylo NMPUMEHSIOT
neransHoe NO, Nnb6o AnarHoCTMYECKNE YTUNTLI, N B 3TOM C/lyyae 3alMTUTLCA OT aTaky CTaHOBUTCS Kyaa
cnoxxHee. Mpu ncnosb3oBaHun neransHoro MO Ha NepegHUn NaaH BbIXoAAT 6esble UK YepHble CANCKK
NPUI0XEHWIA, ceTeBas HACTPOIKa NpaB AOCTYyMNa U CUCTEMbI 0BHaPY>XXEeHWS U NPeLoTBPALLEHUS BTOPXKEHUN.

"Xakepbl Tak)xe He CTOAT Ha MecTe, N CpeacTBa NpoBeAeHNA aTakK NOCTOAHHO
COBepLUeHCTBYTCA", - KOMMEHTUPYET 3aMeCTUTesIb reHepasibHOro JupeKkTopa no
MH(POPMaLNOHHBLIM TexHonormaMm, AO "KomnaHua TpaHcTeneKom" Anekcen bep3uH.

A KTO XXe bopeTcsa c Bupycamm?

"MHorune "cseTsble" cneynannucTbl No 6€30MacHOCTU - 3TO BbIBLLINE XaKepbl, PELUNBLUNE 3aBsA3aTb C TEMHbIM
MPOLWJIbIM - CaMUW UJIN C YbeN-TO MOMOLLbIO", - TOBOPUT pyKoBOAUTeNb oTAeNa web-pa3paboTtok OO0 "HAI"
Anekcen Ma3eTanHOB.

Pa3ymeeTcs, faneko He BCe crneubl No 6opbbe ¢ KOMMNbIOTEPHbLIMU YrPo3aMu - 3TO BbIBLUME XaKepbl.
MonasssioLLee KOJIMYECTBO JIIDAEN B OTPAC/IM BCE-TaKM HE 3aHMMasIOCh TEMHbIMU AEJTMLLKAMU N eXXe4HEBHO
3alMLatoT cetr Inbo B COCTaBE CMeLNaIn3npoBaHHbIX OTAENO0B UK Aa)ke KoMnaHuii, nnbo, B KayecTee
€[0VHCTBEHHOMO CAEeLVaINCTa, eC/iv OpraHn3aums HeBesvKa.

TeM He MeHee, HepeaKW ClyYau, Korga crneumnannctamm no knbepbesonacHoOCTH SBNAOTCS ObIBLLUNE XaKepbl-
CaMOYy4Ku, CTaBLlIMe "MaTepbiMU" NpodeccnoHaramMn B CBOEN Cchepe He nMmes crneunaan3npoBaHHOro
obpa3oBaHus. [la, B yHUBEpPCUTETaAX CErofgHsa €CTb MHOXKEeCTBO NporpaMm no knbepbesonacHoCcTn, BeOb OHU
HabupatloT NONyNSAPHOCTb Y MONOAEXKMN, HO HUKTO He 3HaeT OT A [0 § Kak YCTPOeHbl BUPYChI, Kak bbiBLLME
XaKepbl-CaMOY4KMN, KOTOPble O4Ha)XAbl pacKas/inCb N nepewwnmn Ha "ceeTnyio cTopoHy". CrneumanncTbl No
knbepbesonacHOCTK, Npuealmne C "TEMHOW CTOPOHbI" MOryT C JIEFKOCTbIO PELNTbL 3a4avy no
BOCCTAHOBJIEHMNIO 3apPa>KEHHOIr0 YCTPONCTBA C HAUMEHbLLLUNMKW NOTepsMn. Beab N3Ha4YanbHO XaKep - 3TO He
CTpaLlHbIA 3110461, XKenawmi nopaboTuTb BECb MUP - 3TO MPOrPaMMUCT, HAXOLALLMNNA YA3BUMOCTH.

"Kak n B nto6oin KpyrnHOM KomMnaHun, y Hac ecTb paboTHUKN, KOMY MO OOJIXKHOCTHbIM
00653aHHOCTSIM NPefoCTaBNAETCS AOCTYM K UCMOJIb30BAaHUIO BHELLUHMX HOCUTESIEN, pa3be3aHble,
OVNCTaHUMNOHHbIE, pabOTHNKM KOTOPbLIM NpefoCTaBseTCa pacluMpPEeHHbIN A0CTyn K Beb-pecypcam”,
- pacckasblBaeT 3aMeCcTUTe b FeHepasibHOro OUPEKTOpPa Mo MHPOPMaLMOHHbLIM TexHosoruam, AO
"KoMmnaHusa TpaHcTeneKom" Anekcen bep3uH.

Y10 XXe penaTtb?



"PUCKKN aTak 1 3apakeHuns 3no0BpeaHbiM MO HeobXoANMO CHMXaTb MyTeM OpraHM3aLMOHHbIX 1
TEXHNYECKMNX MEPOMPUATUIN, B TOM 4Yucne: pa3paboTkon HopMaTuBHOM 6a3bl N JOBeAEHNEM ee [0
paboTHMKOB, 0by4eHnsa nepcoHana, Ha3Ha4YeHMeM AOCTAaTO4YHbIX, @ He N3bbITOYHbIX MpaB 4OCTyna,
YCTAHOBKOW N HAaCTPOWKOW CpeacTB aHTUBNPYCHOM 3allnTbl, NCMOJIb30BaHNEM 6enbiX 1 YePHbIX
CNNCKOB Beb-pecypcoB, CMMCKOB NPOrpaMMHOro obecrneyeHns, NCMNoJib30BaHNEM 3aLLULLEHHbIX
KaHanos cBA3M (VPN), cuctem 3awmThbl NOYTbI, 1 CUCTEM OBHapY)XeHWS 1 NpefoTBpaLLeHns
BTOp>KEHUI (IPS)", - nobaBnn 3amMecTuUTEsNb FreHepasibHOro ANPEKTOPa MO NMHOPMALMOHHbIM
TexHonoruam, AO "KomnaHus TpaHcTeneKom" Anekcen bep3unH.

HeobxoOuMo NOMHUTL 06 3ToM 1 obecneynBaTb UHDOPMUpPOBaHME paboTHUKOB B obnactn UB, He Hazo
CTECHSATbCS HanoMmHaTb paboTHMKam 610KMpoBaTh paboyure CTaHLMM UK 3annpaTh AWUKN C
LOKYMEHTaMU, He UrHOPUpPOBaTbL 06HOBNEHMe NpuknagHoro MNO 1 CpeacTB 3alnTbl, NpopabaTbiBaThb
APXUTEKTYPY MHPOPMALMOHHBIX CUCTEM, B TOM YUC/IEe CUCTEM yNpaB/ieHNs onepaTopckum obopynoBaHNEM,
N apXUTEKTYPY KOMMJIEKCa 3alUUTHBLIX Mep, He 6BoATLCS YyCTaHaBAMBaTL M HAaCTpanBaTb CPpeACcTBa 3alUUThI B
NPOAYKTUBHbLIX MH(POPMALMOHHBLIX CUCTEMAX, @ HE TOJIbKO Ha paboumx cTaHLusX.

FnaBHoe, 4TO6bI BCE y4acTBylOWME B NpoLecce NoHMManm, 41o b He aBnsaeTca "3710M, KOTOpoe BCe
3anpewaeTt"”, a obecneyrBaeT CHUXKEHNE U3LEPIXKEK B C/TyHae peasn3aunm puckos MHGOPMaLMOHHON
6e3onacHoOCTK.

DTOT BOMPOC B OpPraHu3aumm 3awmuTel BusHec-npoLeccos onepaTopa. Bcé 3aBMCUT OT TOro, CKOJIbKO
BHUMaHWs onepaTop (opraHmsauuna) yaenseT npoueccy 3alnThbl.

B sToM cny4dae BpegoHocHoe MO (1 He TOJIbKO OHO) MOXKET HaHEeCTU 3HauYUTeNbHbIN yulepb, Nnpn 3ToM
3HaYUTeNbHaa gerpagaumnsa cepsmuca byget HAMHOMO AOPOXKe, YeM MOAepHM3auma N PUHAHCUPOBaHME
npouecca Ub.

Kak MO>XXHO NpenaTCTBOBAaTh 3apa>keHUI0 KOMNbIOTEPOB CO CTOPOHbLI ONepaTopoB

OCHOBHbIM aKTMBOM 1 KaHaJIoM pacrnpocTpaHeHNs BpelOHOCOB SAB/IAeTCS ceTeBas UHPPaCcTPYKTypa,
nosTomy HeobxoAMMO MCNOb30BaTh CeTeBble cpeacTBa obecnevyeHns 6e3onacHOCTW, HanpaBJieHHbIe Ha
aHa/IM3 NPOUCXOAALLEro, UAEHTU(UNKALUIO 3/I0BPEIHON, aHOMaJIbHOM akTUBHOCTU U, B CJlyvae
BO3MOXXHOCTW, NpefoTBpaLleHne B3auMoaencTBNS C UCTOYHUKOM Yrpo3bl, MPUMEHEHNE NPEBEHTUBHbLIX Mep
N orepaTUBHOE pearnpoBaHns Ha MHUMAOEHTbI, TaK Kak 3apakeHne Mo)XeT NPOUCX0oANTb B CYUTaHHbIE
MUHYTbI U, B 3aBMCUMOCTU OT TuMNa BpeAoHocHoro MO, HaHeCcTn COOTBETCTRYOLWMNIA yiepb.

"B HacCTOAWMN MOMEHT Mbl (PUKCUPYEM POCT 3apa>KeHMs NoJsib30BaTeIbCKUX YCTPONCTB C Liesbio
obbeanHeHns nx B 60THETHI, ynpaB/seMble 3/I0yMbllIeHHUKaMU. Takme 60THETbI N3 3apa)KeHHbIX
[0oT-yCcTponCTB (B NepByto o4epenb U3 AOMALLHUX POYTEPOB) Ccenyvac ABAAIOTCA FNaBHbIM
ncToyHmkoMm DDoS aTak", - pobaBun AMpeKTop AenapTaMeHTa MOHUTOPUHIA U pearnpoBaHns Ha
knbepyrposbl MAO "PocTtenekom" Buktop BepeHuoB.

YT1o KacaeTcsa DDoS-aTak, TO 34€Cb CyWEeCTBYET MHOXKECTBO Crocob0B 3alNThbl: KOHTPOJIb MEXCETEBOI0O
obmeHa MHpopMaLnen, peryampoBaHne 30H NOKPbITUSA, OrpaHNYeHne CKopocTu, o6bLEMOB rnepenaBaeMol
MHMOopMaLnn, KOHTPOJIb UCMOJIb30BaHNSA pPecypcoB, NCMOb30BaHUE cneLnanan3npoBaHHbIX CPeacTs,
HanpaBJIeHHbIX Ha 0bHapy>xeHne 1 NpepoTepalleHne DDoS-aTak n T.4.

"Mbl MPULEPXKNBAEMCSH KOHKPETU3NPOBAHHOIO 1 KOMIMJIEKCHOIO Noaxoda K npopaboTke 3aga4y u
oueHke TpeboBaHU co cTopoHbl MapTHEpa ans nonbopa Hanbonee achHeKTUBHOIO n
MpeanoYTUTENbHOIrO BapnaHTa pPELUEHNS B UHAWBUAYabHOM Nopsgke", - pacCkasbiBaeT

MeHeO )Kep Mo npofaxkam peweHuinn [lenaptaMeHTa MHGopMaumnoHHon besonacHocTn MK "Softline"
Hukonanm CnnpunxuH.

"B cnyyae obHapy>xeHuns DDoS-aTaku BHyTpu ceTeBOM MHPaCTPYKTYpbl, BO n3bexkaHue
pacnpocTpaHeHns "3apa>keHns" n HapyLleHnsa hyHKLMOHMPOBAHUA CMEXHbIX YCTPONCTB, paboThl
noJsib3oBaTesiell U CEPBUCOB, Mbl PEKOMEHAYEM B ONepaTUBHOM nopsiake 3abfoknpoBaTb
coegnHeHNs N N30JINPOBaTb NOABEPIKEHHbIN aTakKe pecypc, KOTOPbIA MOTeHUNa bHO CTAHOBUTCS
NCTOYHMKOM pacnpocTpaHeHnsa. Heobxoammo npoBeCcTr aHaAn3 AaHHOro nHungeHTa b n
onpenenuTb "y3kume" MecTa u ya3BUMOCTU, KOTopble cnocobCcTBOBaMN U MPUBEN K peannsaumnn
OAHHON yrpo3bl. HO AaHHbIe Mepbl ABASIOTCA PEaKTUBHLIMU, Mbl PEKOMEHAYEM NMPOaKTUBHbIN
rnoaxon, BK/YaLWNNA "TOHKYI0" HACTPONKY UMEILLNXCA CeTEBbIX CPeACTB U UCMOJIb30BaHMe
cneumann3npoBaHHbIX CPeACTB 3aWmnTbl UHHOPMaLMN 019 aKTUBHOIMO pearnpoBaHUs, KOHTPOAA
JocTyna, MUHUMU3aLU MM PUCKOB U NMpefocTaBnaowme pacllMpeHHoe XypHaampoBaHme ons
MOHUTOPUHIra YpoBHA 6€30MacHOCTM MHPPACTPYKTYpLI", - 406aBUA MeHen )Kep No NpoAarkam
peweHnn flenapTamMmeHTa nHpopmMmaumnoHHon 6esonacHocTu MK "Softline" Hnkonam CnMpuxuH.

Y10 MOXeT ObITb 3apa>keHo

I'Iopa>KaTbc;| BUpyCaMun MOoryT nobble coBpeMeHHbIe yCTpOIZCTBa MOMMUMO KOMIMbIOTEPOB - TeJ'Ie(pOHbI,



TeneBn3opbl, MPUCTABKUK, @ TakXXe YUCTO TeSIeKOM-YCTPONCTBA - POyTepbl, TOYKN AOCTYMNa, KOMMYTaTopbl,
MapLIpyTM3aTopbl U.T.A.

"BHeApeHne 1 NCcnosib30BaHWe HOBbIX TEXHOJIOMUI, CMOCOBCTBYET Kak MOBbILLEHUNIO
BapuaTUBHOCTW B MHTErpauum CUCTEM, oNTUMMU3laumnm paboyero npouecca, Tak 1 NEPCNEKTUBHOMY
pa3BuTuKio BU3Heca c yBenunyeHnem o6bEmoB obpabaTbiBaeMon MHHOPMaLUN U LLUNPUHON
npenocTaB/IEHNS U UCMONb30BaHNS CEPBUCOB, HO MPU 3TOM NpUBJeKaeT BHUMaHNE
3JI0YMBbILLJIEHHVKOB U CO3AaET OOMOJIHUTENbHbIE PUCKN U BEKTOPbI PaclpoCTpaHeHns yrpos, B
YaCTHOCTU, eC/ZI Mbl TOBOPMM O TaKOM TpeHae, Kak MHTepHeT Bewen (Internet of Things, 1oT)", -
noaesInACsa MeHea)Xep Mo npojarkam pelleHuin lenaptameHTa NHGOPMaLMOHHON Be30nacHOCTM
K "Softline" Hukonan CnnpuxmH.

"MpobnemMa 3apakeHns abOHEHTCKMX YCTPONCTB Celyac TakXXe akTyallbHa, B NOAaBsAIOLEM
60/IbLUMHCTBE CJly4aeB 3apa)kalTcs TepMuHaibl ¢ OC AHgpona. 3To MOryT 6bITb MOBUIbHLIE
TPOSAHbI C Pa3INYHbLIM (PYHKLNOHANOM, HarnpuMep, HauesieHHble Ha XULLLeHNA OeHEeXXHbIX CpeacTB
WJIN COBEPLUEHNS Pa3/INYHbIX HECAaHKLIMOHMPOBAHHbLIX AENCTBUN. B 4aHHOM ciydae cTpagatoT
aboHeHTbI-BNaAeNbLbl 3apa>keHHbIX CMapTHOHOB. Mbl MHGOpMUpyeM aboHEeHTa C 3apa>keHHbIM
YCTPONCTBOM, PEKOMEHAYEM NMPOBEPUTL CBOE YCTPONCTBO aHTMBUPYCHbIM MO, npeaynpexgaem o6
0MNacHOCTW Npu Nepexone Ha BbisiBJIEHHbIE pecypcbl BpeAoHOCHOoro MNO/GpuwmnHra, a Takxe
orpaHMYMBaeM BpeLOHOCHbIe CalThbl 418 HeJoMyLeHnsa 3apaxkeHus", - nobasmna gupekTop no
pa3BMUTUIO KoprnopaTueHoro busHeca MNAO "Mera®oH" pernoHa LleHTp-Ypan NHHa CMupHoBa.

CMo>xeM nu Mbl u36aBUTLCA OT BUPYCOB?

B OCHOBHOM, B MosBAeHNn BNPYCOB Mbl BUHOBaTbl CaMW, MOTOMY 4YTO HaC HNKTO He 3aCTaBNdeT nepexogunuTb
MO BPe€OOHOCHbLIM CCbIJIKaM NN CKa4YNBaTb 3apa>XeHHble NporpaMmMbl.

Ho Tak>xe, No cayxaMm, Mbl HAX0AMMCS B "3aMKHYTOM Kpyre". FoBops 0 "3aMKHYTOM Kpyre"
noApasyMeBalTCA XUTPbIE MSaHbl HEKMX MOTYLLLECTBEHHbIX aHTUBNPYCHbBIX KOMMAHUA, KOTOPbIE, XOPOLLO
pasbupascb B BUpycCax, MULWYT UX CaMu, BHEAPSAIOT, Noce Yero npeanaraoT aHTUBUPYCHbIE MPOrpamMMbl
Ansa HUX. IMEeHHO aHTUBUPYCbl MPUHOCAT KOMMaHUAM XOPOLUNIA MPUPOCT AOCTaTKa, YTO No3BonaseT
VHAYCTPUM Oep>XaTbCH Ha NJaBy M Hemnsoxo 3apabaTbiBaTb. Ho 370, 6€3 foKa3aTenbCTB, BCe-TaKM He
6osiee, 4eM KOHCMMPOJIOrnS.

Ha 6e30nacHOCTb KOMMAAHUN FOTOBbLI TPATUTb OFPOMHbIE AEeHbIM, HO BCcerga bbiiv 1 ecTb Noaun, KOTopble
BbI6MPAIOT "TEMHYO CTOPOHY CuibI". NpX HAIMYUU XOPOLUUX 3HAHWA, OAWNH B3/1I0OM CUCTEMbI MOXKET O4YEeHb
XxopoLlo 060raTuTb NOTEHLMANLHOMO B3/IOMLLMKA UK CO34aTeNs/pacnpoCTpaHNTeN s BUPYCOB.

3/10YMbILLUJIEHHUKN MOLEPHU3NPYIOT U CO34a0T HOBbIe MOOUMPUKALUN YXKe UCMNOJIb3YyeMblX paHee TUMoB
BPE€OOHOCHOIr0 MporpaMMHOro obecneyeHuns, Takux Kak: WnpoBaabLLNKM (MpOrpaMMbl-BbIMOraTenm),
BUPYCbI-MalHepbl, 3KCMI0NThl, 6ecdalinoBblie aTakn U Bpe4OHOCHOe NporpaMMHoe obecrnevyeHne ans
rnosiy4eHnsa yoanéHHoro goctyna. Ho HeCcMoTps Ha OTCYTCTBME "HOBLIX" TUMOB KNOEPYrpo3 N HEN3MEHHOCTW
OCHOBHbIX KaHaJ/l0B pacrnpocTpaHeHuns yrpo3 (Beb n novra), OCHOBOM pPa3BUTUS OEATENbHOCTU U
VHCTPYMEHTapM1S 3/I0yMbILLJIEHHUKA NOCY>KWUW BO-MEPBbIX, Nepexon Ha yaanéHHbin hopmaT paboTsl,
KOTOpbI cnocobcTBOBaN 0b6palLeHNto BHAMaHUS K AOMALLHUM CETAM, JINYHLIM U MOBUbHBIM YCTPONCTBaM
rnoJsib3oBaTesien, Kak K AOMOJIHUTESIbHOMY HOCUTENIO KOH(UAEHUNANIbHOW, KOPNOPaTUBHOWN MHOpMaLnmn 1
BEKTOPY OJ19 MPOHNKHOBEHUSA B MH(POPMALMOHHYIO CUCTEMY, BO-BTOPbIX — UCMOJIb30BaHWe 06/1a4HbIX
CEPBUCOB 1 MPUJIOXKEHUN, KaK K "HEKOHTpOIMpyeMOMY" BapuaHTy 06paboTKn OaHHbIX BBUAOY
PacrosloXXeHUs BHE JIOKasibHOWM MHPACTPYKTYpPbl N B-TPeTbUX - LMdpoBM3aLms, cnocobcTrytoLlas
BO3MOXXHOCTW 3KCMJlyaTaummnm paHee HeObHapy>XEHHbIX YA3BMMOCTEN B TEXHOJIOMUSX, BBOAUMbIX B
3KCMayaTauuio, Kak CUCTEMHbBIX, TaK N ME@XCUCTEMHbIX MHTerpaumnax.

KuﬁepMOLLIeHHVIKOB MHOrga HaxooAT U HaKa3biBaloT

[a, 6blBaeT 1 Takoe, 4TO YAAEeTCA HANTW TeX, KTO yKpan Ballun AaHHbIE U CpeAcTBa, HECMOTPSA Ha TO, 4TO
370 6bIBaET KpaliHe peako, HO MHOrAa Y MoJIMLMY NOYyHaeTCs BIATU Ha XaKepoB WA AaX<e Ha Lesble
rpynnupoBku. Kak B Poccuu, Tak 1 3a pybexxom finaepamM N akTUBHbIM YHaCTHUKaM XaKepCcKux rpyn,
KOTOPbIX yAaeTcs noiMaTb, AaloT peasibHble YroJIoBHble CPOKM OT 5 40 25 neT.

BupycChbl CTAHOBATCA YMHEE, XUTpee U 371ee, a 3Ha4YUT, 4To Mx ByaeT cTaHoBUTCS BCe bonblue 1 BosbLue.

XOTWUM HaMOMHUTb, Y4TO Balla 6e30MacHOCTb 3TO NpeXxAe BCero Balla 3ajada. BHMMaTenbHOe OTHOLWIEHME K
CBOEMYy cep(uHry B MHTEpPHeTE, 340pPOBOE HefoBepme U ABYXdaKToOpHas ayTeHTudnKaums noMmoryT
COXPaHWTb BallX OaHHble U 06e3onacuTb Balmx 6/1M3KMX. ByabTe 64UTENbHbI.
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