DDoS-GUARD: Kkorga MmupoBas cJiaBa He B paaocCTb

[lo HelaBHEro BpEMEHU He C/IMLWIKOM U3BECTHAsA Ha MeXXAyHapoOHOW apeHe poccuinckaa KomMrnaHmsa DDoS-
GUARD, cneunanusupytouwasncs Ha 3awmte ot DDoS-aTak u foCcTaBke KOHTeHTa, B Havane 2021 rona
BHEe3anHo npocsaBuiacb Ha BeCb Mup, 6bnarogaps o4HOMY U3 CBOUX KJIMEHTOB - MOMaBLUEN B OMaJy coLceTu
Parler, nonynspHom y CTOPOHHNKOB Tenepb yxe bbiBwero npesngeHta CLLUA JoHanbha Tpamna.

DDoS-GUARD

KomnnekcHas 3awmrta ot DDoS-atak

Aata-ueHTpa
o

NHdbopmaumio o ToMm, 4To 3abnokmpoBaHHas Parler cMorna 4acTM4YHO BOCCTaHOBUTbL CBOKO paboTy ¢
MOMOLLbIO POCCUNCKOWN KOMMNaHMK, 19 aHBapsa pacnpoCcTpaHWA0 areHTCTBO PenTep Co CCbIZIKOM Ha 3KCnepTa
no IT-nHpacTpykType PoHanbna NameTTta ( Ronald Guilmette), KoTopbin 3amMeTun, 4To HOBbIN IP-agpec
Parler npuHagnexunt DDoS-GUARD.

Bcnep 3a PenTep HOBOCTbL NOAXBaTUAN N Apyrue ngaHus. Ho BHUMMaHmne 3apybexxHon npeccobl kK DDoS-
GUARD oka3sanocb cneumndmnyecknm: poCTOBCKOro npoBanaepa 3anono3puam n B nocobHmnyecTse
TpaMnucTaMm, KOTopble B X04e akLui NpoTecTa B Ha4ase sHBaps BOPBAIUChL B 34aHMe Kanntonusa u
BCTYMWIN B CThIYKN C NOJINLMEN; N B COTPYOAHUYECTBE C PULLINHIOBBIMU U CBA3@HHbLIMU C
KnbepnpecTynHOCTbIO CaliTaMu; 1 B MOALEPXKKE PECYpPCOB, NPOABUIaloLLINX NOEN PACUCTCKOro U NpaBoro
TOJIKa, @ Takxe Teopuu 3arosopa, Bpoge QAnon. Hy n kyaa »xe 6e3 ceA3en ¢ BAacTaMmu: KoHe4Ho DDoS-
GUARD He npeMnHy M YNPEKHYTb 3a TO, YTO OHa SK0bbl CQIMBAeT AaHHble KJINEHTOB POCCUNCKNM
rOCCTPYKTYypaM.

MNepen TeM, Kak yraybnatbcs B TemMy, NpMBeaeM HEMHOIo ouLmManbHbiX gaHHbIXx 0 DDoS-GUARD mnan 000
“000C-ITBAPL", kak oHa 30BéTcS B Poccun. KomnaHuma ocHoBaHa B 2011 rogy EBreHnem MapyeHKo u
OMmntprnem CabutoBbiM. [010BHOM ounc hmpMbl HaxognTca B PocToBe-Ha-loHy. DDoS-GUARD
npenoctaBnaeT ycayru punbTpaunm Tpaduka ang 3awmtel oT DDoS-aTak poO3HNYHBIM U KOPNOPAaTUBHbIM
KNMeHTaM Ha 6a3e coBCTBEHHOM CeTU PUNLTPYIOLWMX Y3/10B, pacnosioXXeHHbIX B HnaepnaHpax, Poccum,
Ka3axcTaHe, Kntae n CLLUA. Tak>Xe KOMMaHMA BbICTYNaeT B Ka4yeCTBe NpoBangepa yCcayr 3alneHHOro
XOCTUHra.

Mo pnaHHbIM RIPE, DD0S-GUARD BxoauT B TOoN-15 npoBanaepos cBA3n B Poccnun 1 3aHMMaeT NepBoe MecTo
cpeaun cneymann3npoBaHHbIX CEPBUCOB 3alNTbl OT MHAPOPMALMOHHBLIX aTak.
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Mo nosoay nocnegHnx cobbiTnin B8 DD0S-GUARD 3asaBnatoT, 4To Parler [encTBUTENbHO YNCAUTCH UX
KJINEHTOM, HO OTPULLAIOT, 4TO NPEAOCTaBJISAT XOCTUHI NOMNYAAPHOM Y CTOPOHHUKOB TpaMna couceTu.

"KoMmnaHunsa DDoS-GUARD saBnseTcsa npoBangepom ceTeBon 6€30macHOCTU, peleHns 1 NpoayKTbl
KOTOPOro HampaBJ/ieHbl B TOM YMCJle Ha NMpedocTaBJsieHne 3amnThel canToB oT DDoS-aTak. DDoS-
GUARD He npepocTaBnseT ycayru XxoCcTuHra pecypcy Parler.com. N He BnpaBe coobuwaTb, Kakne
VIMEHHO YCJTyr NPefoCcTaBAAOTCA K/IMEHTaM B HE3aBUCMMOCTU OT UX HanpaBAEHHOCTU NN
ayamTopumn - 3TO NPOTUBOPEYUT NMOJUTUKE KOHPUAEHLMNANbHOCTM KOMAAHUN U
3aKOHOJaTeNbCTBY", - CKa3aHO B KOMMEHTapun, NpefocTaBAeHHOM npecc-cayx6on.

Takxxe B coobuieHnn oTMevaeTcs, 4To Parler He HapylwaeT nNpaBuaa ncnonb3oBaHns DDoS-GUARD un
hencreymoLllee 3akoHogaTenbcTBo CLUA, N0O3TOMY KOMMNAHUA HEe HaMepeHa NPenaTCTBOBATb OKa3aHUIo ycnyr
KJIMeHTaM, NoKa Te He HapyLlaloT HOPMbI MpaBa CTPaH, B KOTOPbLIX IOpUANYeCcKN Haxo4aTCs.

“TMpn NONyYeHUN pelleHns cyda Uiam ApYroro KOMNeTeHTHOro opraHa Ha OorpaHUYeHne OenCTBUN
TOW NN NHOW OpraHM3aunun, Mbl 4ENCTBYEM B COOTBETCTBMWN C 3aKOHOAATE/IbCTBOM U MOJINTUKON
ncnosib3oBaHma”, - nogyepkHynn B DDoS-GUARD.

A

DDOS-GUARD

PocToBckuii npoBangep 3aBepseT, 4To cobnofaeT 3aKOHOA4ATE/IbCTBO CTPaH, B KOTOPbLIX NpefoCcTaBaseT
YCAYrn KINeHTam, n He NoALep>XMBaeT padnKalbHble OpraHn3aumnn, 3KCTPEeEMN3M, TEPPOPM3M 1
HE3aKOHHYIO AeATeNbHOCTb. KoOMNaHns Tak>Ke He NpUAEePKMBAETCA Kakoro-nmbo noamTmn4eckoro
OBVKeHNSA. EAMHCTBEHHAdA noinTurKa, kotopasa 6am3ka DDoS-GUARD - nonnMTnKa ceTeBOro HemTpaauTeTa.

Ha cBoeit cTpaHuue B Facebook koMnaHus pasMecTuna oThesibHoe coobuleHne, B KOTOPOM OMNpoBepraeT
06BNHEHWS B nepefaYvye AaHHbIX POCCMACKUM FOCCTPYKTYpaM.
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"3TO COBEpLUEHHO He TaK. Bo-nepBbiX, NONTUKA KOHPUAEHUNANBHOCTU HE MO3BOJISET HaM
rnepefaBaTb AaHHbIE KJIMEHTOB. BO-BTOPbLIX, Mbl HE XPaHUM HUKaKYIO MHPOPMALIMIO O KJINEHTE
MOMUMO JINYHBIX AAHHbIX, KOTOPbIE KIMEHT BHOCUT NpWU perncTpaumm Ha Hawem cante. B Tom
yucae 3To MOoryT BbITb HeEaKTyalbHble AaHHble. Hanpumep, BbIMbILWJIEHHOE UMSA UK HOMEP
TenedoHa.

[encTBUTENbHO, HECKOJIbKO SIeT Ha3ag Yy Hac Obls1 KOHTPAKT Ha OKa3aHue yCJlyr MUHUCTEPCTBY
060pOHbI PO. HO 3TOT KJIMEHT ABASANCA A1 HAC TaKUM >XKe PSAOO0BbIM KaK U oCTallbHble. HUKaKmnx
JOMOSIHUTEJbHBIX YCJIYT 3TOMY KJIMEHTY He 6bIJI0 0Ka3aHOo”, - FOBOPUTCS TEKCTE.

Mo 3anpocy Nag.Ru B pOCTOBCKOMN KOMMNaHUN TakXXe Nogennance npenbictopuen ckanpana s CLUA, B
ueHTpe koToporo DDoS-GUARD oka3zanacs.

Bce Havanock ele B Hoabpe 2020 rona, korga Ha ouumanbHyto nodTy DDoS-GUARD nocTynuio nucbMo
oT napTHepa DDoS-GUARD - kpynHon ceTun gaTa-ueHTpoB CoreSite B Jloc-AHO)Kenece, Ha MOLLHOCTAX
KoTopon koMnaHus B 2019 roay oTkpbiiia y3en dunbTpauunn. Npepctasutens CoreSite coobwmn, 410y
DDoS-GUARD ob6cny»xxunsaeTtca 3anpelleHHas B CLLUA opraHunsaumsa “Xamac”, n kKomnaHum Heob6xogmmo
CPOYHO MPeKpaTUTb COTPYOAHNYECTBO C HEW, MOCKOJIbKY B MPOTUBHOM C/ly4ae AaTa-LeHTPY MOXeT rpo3nTb
yrosioBHas OTBETCTBEHHOCTb U MHOMOMUJIJIMOHHbIE LWITpadbl.

B DDoS-GUARD nownu Ha BcTpeyvy CoreSite 1 npekpaTuan npefoctaBsieHme ycyr CcBsi3aHHOMY ¢ “Xamac”
KJINEHTY, HeCMOTpSA Ha gencrteyowyto B CLUA cTtaTblo 230 3akoHa 06 3Tnke B cchepe KOMMYHUKaLUNA.
CornacHo e, "H1 0AMNH NOCTaBLLUK UM NOJIb30BaTelb UHTEPAaKTUBHOW KOMMbIOTEPHON YCAYTN HE AOJSDKEH
paccMaTpMBaTbCA B Ka4yecTBe U3gaTesns Uin HocmTensa nobon nHgpopmaunm, npeaocTaBeHHON APYTM
MOCTaBLUMNKOM UHPOPMaLMOHHOIO KOHTEHTA”.

Ha sTom B DD0S-GUARD nocyuTann MHUNAEHT ncyepnaHHbIM, HO yTpoM 7 aHBapsa 2021 roga Ha ux
3NIEKTPOHHYIO MOYTY CHOBa NMpuULIo NucbMo oT CoreSite. B HeM roBopunaoChb, 4TO € 8 AHBapsa NUTaHWe Ans
apeHpoBaHHoM DDoS-GUARD cTonkn 6yaeTt oTkao4eHo, a obopyaoBaHne 4eMOHTUPOBAHO. Mpu 3ToM
aMepuKaHLUbl 06BUHUIN CBOUX POCCUNCKNX MAapTHEPOB B 06CNY)XMBAHUN OPYrux CanToB, 6/N3KMX K
opraHusaumm “Xamac”. B noneiTKke yperynmposaTb cutyaumo DDoS-GUARD oTnpasunia 6 nucem c
06BACHEHNSAMUN, HO HN HA 0OHO U3 HUX TakK U He NoJlyYnsa OTBET. B uTore KoMnaHMn NpULLIOCh 3aKPbITh
y3en punbTpaunm Tpaduka B Jloc-AHOKenece.

CnycTa napy AHen B KOMMNaHUW HavYaau NnoHMMaTb, nodyemy B CoreSite He nownm Ha gunanor, Korga
obHapyxunnm B CeTu CTaTbio N3BECTHOIO0 aMepPUKaHCKOro ncciepoBatens kmbepnpectynsieHnin bpanaHa
Kpebca. B cBoem maTepunane, onybamkosaHHOM Ha canTe Krebsonsecurity, kubep-aHanntuk
komnpomeTupyet DD0oS-GUARD 1 Ha3biBaeT ee "M3BOPOT/INBON POCCUNCKON hMPMON”, KOTopas
npenocTaBNAET yC/Yrn He TONIbKO TEPPOPUCTUYHECKON rpynnnupoBKe “Xamac”, HO U CanTy CTOPOHHUKOB
KoHCcnupoaormnyeckom teopumn QAnon n ckaHpanbHoMy nmngxbopay 8chan, Ha KOTOPOM aKTMBHO
obcyxxaancs 3axBaT KanmTonus cTopoHHuKamu Tpamna.
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B DDoS-GUARD BugsaT 3a 3Ton nybankaunen noamTuyeckne MOTUBbLI U CTPEMSIEHNE HaW TN NPeCcioBYThIN
“pycckun cnepn”.

“Mbl HE OTC/IEXXUBAEM MONAUTUYECKNE NOCNeACTBMA aMepUKaHCKUX CKaHAan0B, BCe-TakKn Mbl
ropasno 6osblue 03abovyeHbl TEXHONOMMSAMU U HAAEXKHOCTbIO HaLIUX yciyr. BeposTHO, 4TO BOJIHbI
OT MacwTabHbIX COOLITUN, NPONCXOAALLNX B BawmnHrtoHe 6yayT pacnpocTpaHATbLCA B IHTepHeTe
[OCTaTOYHO A0OAr0, U MHOIFME KOMMAaHUN TakK UM nHa4ve oWy TaT Ha cebe nocneacTBua M3MEHeHNs
MH(OPMALNOHHbBIX NaHAWAPTOB”, - 3a89BUJ reHanpeKTop u ocHoBaTenb DDoS-GUARD EBreHun
Map4yeHKO B KOMMeHTapuu “3kcnepTy HOr”.

HecmoTps Ha HblHeWwHWe TpyaHocTn, DDoS-GUARD HaMepeHa ocTaTbcs B CLUA n cobnpaeTtcs oTKpbITb y3er
dhunbTpaunm Ha BOCTOYHOM nobepexxbe CeBepHO AMepUKHN, 4Tobbl B MOJTHOM Mepe 06Cy>KMBaTb KJIMEHTOB
13 ctpaH Hosoro CeeTa.

B cBoux npecc-pennsax DDoS-GUARD HeogHOKpaTHO NoAYepKMBAET, YTO NpuaepXXusaeTcs nosmymm
CeTeBOro HenTpannTeTa, U 4TO HN OAVH NPOBaKAep HEe HeCET OTBETCTBEHHOCTb 3a KOHTEHT KJINeHTa.

“OnepaTop CBA3UN MU XOCTUHI npoBanaep He o653aH OTC/IeXMBaTb U HECTU OTBETCTBEHHOCTb 3@
pasMeLlaeMbll €ro KJIMeHTaMn KOHTEHT - Ha 3TOM MpUHUKUNe CTPOUTCHA MHTepHeT. Ha Hawwem
MecTe MOr OKa3aTbCsa CoBepLUeHHO Ntobon npoBanaep, pasMeLleHHbIN Ha 6a3e CoreSite, yepes
CeTb KOTOpPOro (BO3MOXXHO, Aaxke 6e3 ero segoma) Hadyan uatTn Tpaduk "HexxenaTenbHbIX"
CanToB”, - yKa3blBalOT B KOMMaHUW.

B DD0oS-GUARD oTMeTunu, 410 B CoegmnHeHHbIX LLITaTax ecTb opuumanbHbIn CMNCOK TEPPOPUCTUYECKNX U
3anpeLLeHHbIX OpraHnu3aumm, Ho Ha3BaHu 8chan n Qanon B HEM HET, NJIIOC, OTCYTCTBYET NepeYeHb
OOMEHOB, MOAOOMEHOB U JOYEPHUX CaNTOB, KOTOPbIe nogfexaT 6JIOKMPOBKe UKW 3anpeTy Ha TeppUTopun
CTpaHhbl.
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KpoMe Toro, KNMeHTbl HepeaKo NepenenbiBaloT CaiThl U UX COAEPXKMMOEe: U3Ha4YalbHO Mo 3aLUNTY MOXXeT
BCTaTb OHMIANH-MarasuH MArkux UFpyLLEeK, a Yepes MecsL, OH y)Ke NMpoaaeT aJIkorosb.

“Mopo6bHble N3MEHEHNS O4EeHb CJIOXKHO OTCNEeXMNBaTb, 0COBEHHO Korfaa y Bac COTHU ThiCAY
KMEeHTOB. [a, Mbl MOCTOAHHO COBEPLUEHCTBYEM a/irOPUTMbI UCCNIEN0BAHWNIA U MALUUHHOIO
06y4eHuns, HO faXke OHWM He MOryT MOMEHTAJIbHO ONpeaesInTb CBSA3b MeXXAy AAaHHbIMU KJIMEHTOB
M3 Hawux 6a3 N HanoJIHEHNEM UX 3JIEKTPOHHLIX PECYPCOB WU NOMEHHBLIMU UMEHaMW’, -
obbacHaT B DD0oS-GUARD.

B KOMMaHUKM Ha3bIBAlOT CJIOXKMBLUYIOCS CMTyaLuto abcypaHO.

“Mbl HEe MPO NONTUKY. Mbl - MPO 3aLWMTy CaNnTOB 1 NPO 6e30NacHbIN MHTEPHET. Mbl HE XOTUM
henaTb BbIBOAbI OTHOCUTESIBHO NMPEeAB3STOr0 OTHOLUEHWSA K POCCUIACKON KOMNAaHUN, 04HAKO, Mbl He
MO>XEM UrHOPMPOBATb TOT (PaKT, YTO PyCCKMin BusHec B AMepuke guckpeantmpytoT. Hanpumep,
CoreSite monpocuKa Hac NOKMHYTb AaTa-LeHTp SK0bbl U3-3a MOOLEPXKKUN OpraHu3aumm X., KOTOpyto
Mbl UCKHOYNAM elle B Hosibpe 2020-ro. Ho npu 3ToM Halwm Konnern us Sucuri (govepHss
KoMMNaHus aMmepunkaHckon GoDaddy) c Hosi6psi 2020 roga NpenoCcTaBASOT YCYyry TOM Xe
opraHmsaumm X. C Tex nop, Kak Mbl Nepectann C HUMUN COoTpyAHMYaTb. Ho BpanaH Kpebc He
YMYCTWU BO3MOXXHOCTb CKa3aTb O TOM, 4TO MMeHHO POCCUNCKASA "n3BopoTAnBas” KOMNaHus
HapywaeT 6anaHc n cTtabunbHOCTb AeMoKpaTmndeckoro ctpos CLLUA".
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