danbLMBLIN ODNeck m HMLULEeTa YAUMBUTEJIbHOIo gatTa-ueHTpa

PbIHOK XOCTUHra B Poccum paseuBaeTcs. CTaHOBUTCS BCe BOJibLUIE HOBLIX YCYr, CTPOSATCA KPYMHble AaTa-
LLEHTpPbI Mo 0bpa3uy 1 cTaHOapTaM NepefioBbiX EBPONENCKNX KoMNaHuii. Kak u B EBpone, gaTa-LeHTpbl
KNaccMULMPYIOTCA MO YPOBHIO HaAEXHOCTU U 0TKa30yCTOMYMBOCTM Cllieaytolmm obpasom:

Tier | - 6a3oBas MHppacTpyKTypa 6€3 pe3epBrUpoBaHMS.

Tier Il - tHppaCTpyKTypa C pe3epBHLIMA MOLLHOCTAMMU.

Tier lll - nHpacTpyKTypa, NOAAEPKMBAKOLLAA Mapasie/ibHbIA PEMOHT.
Tier IV - oTka3oycTon4MBas UHPPaCTpPyKTypa.

Cenyac B Poccuun 6onblue BCero pacnpocTpaHeHbl fgaTa-ueHTpbl kaTteropum Tier lll. K nx yncny, Hanpumep,
OTHOCATCH Takue n3BeCcTHbIE KOMMNaHuK, Kak Linxdatacenter, MupaH, Selectel n pag ppyrux
3apeKoMeH0BaBLNX cebs nMeH.

Ha Bcakui cny-|a|7|, pa3pewintTe HaNOMHUTb, YTO 3aKaH4YMBaAETCA BTOpOe AecaTuneTmne AsagLaTb NnepBoro
BEKa U B MaCCOBOM CO3HaHNWN OaTa-UeHTP BbIrNAANT NPUMEPHO TakK:

OLHaKo, BaXKHO MOHMMaTb, YTO B POCCUACKUX YCJIOBUSIX HE BCE, 4TO 0603Ha4YeHO KpacuBbiM 0603HavYeHNEM
Tier lll, eNcTBUTENbHO SABNAETCS TaKOBbIM. Hall YntaTenb Nogesnaca ¢ HaMn NCTOPUEN o COBCTBEHHOM
onbiTe paboTbl B 04HOM He6O/bLLIOM AaTa-UeHTpPe, KOTOPbIN HEe CTECHSJICS B pekslame obellaTb CaMbiin
BbICOKUI YPOBEHb OKa3blBAaEMbIX YCJYT.

Hanee onuwem cuTyauuto € ero caoB (1 OT MepBOro Anua).
O TOM, KakK A pabotan B pata-ueHtpe Tier lll

B nepByto o4yepenb Xo4y ckasaTb BpoAe Obl O4EBUAHYIO BELLb: HE/b3S BEPUTb Ka)XKa0l peksiamMe B
nHTepHeTe. TeM Bosiee, ecnun 3To peknama BUPTYasIbHbIX N U3NYECKMX CEPBEPOB, C COMYTCTBYIOLMMU
ycayramu. PerynspHele TexHu4yeckme npobaembl 4OCTYNHOCTU Balllero CeEpBeEpa WK caliTa - BEPHbIN
MPU3HaK TOro, YTO HY)KHO KakK MOXXHO ObiCTpee MeHATb MNOCTaBLLNKA YCYr, MOKa BallW AaHHble HE UCYe3nun
6eccnegHo, a Bbl HE NMOTEPS/IN CBOW AEHbIM N BusHec.

W nydywe BCé-Taku BbIbBUpaTb AaTa-LEHTP U3 CNNCKA U3BECTHbLIX UMEH. LieHbl y TakMX KOMMaHui He
CJINLLKOM OTJ/IMYAIOTCSH, HO CMOKONCTBME 3a Ball 6usHec GyneT rapaHTMpoBaHO. Bce ocTasibHble KOMMaHUK -
3TO, KaK NpaBuWJIo, B BCEBO3MOXKHbIE pecesiepsbl, pecensepsl pecennepos u colocation cepepoB. MUHYCHI
paboThbl C HAMU MOFYT BbITb HE CTOJIb O4EBUAHbLI, HO, TEM HE MEHEEe, OHM CYLLECTBEHHbI:

e Bo-nepBblX, KOHKYPEHTHas CTOMMOCTb YCJIyr AOCTUraeTCsi 3a cHeT Cslaboi MHPACTPYKTYpPbI, YTO
BJleyeT 3a coboi HeobpaTUMble NOCIEACTBMS UMEHHO /15 Ballero rnpoeKkTa.

e BO-BTOpPbLIX, 3a4aCTYI0 Y TAaKUX KOMMAHWI NPOCTO OTCYTCTBYeT cOBCTBEHHAs TeXHUYEeCKas Noaaep>xKa,
WX COTPYAHWKN NepBO JIMHWUM NPOCTO HEKOMMETEHTHbI B CJIOXKHbIX TEXHUYECKUX BOMPOCax, MO3TOMY
MHOrve 3aMnpochbl KJIMEHTOB MNPOCTO ocTaloTcs 6e3 0TBETOB.
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C noaobHbIM Npobemamm MHe NMPUXOANIOCH CTAaJIKMBATbLCS He pa3, U He ABa.

A npuwen Ha OOJIKHOCTb MHXXEeHepa TEXHNYECKON NOAAEPKKN N ABYXJIETHUM OMNbITOM paboThbl MHXXEHEPOM
B IT-oToene oaHon 6loa>XeTHOM opraHn3aumn. 9 6bi1 NONOH 3HTY3Ma3Ma pacTu B 3Ton oTpacan. OgHako,
rnocsie Tpex neT paboTbl 34eCb MOW MblJ1 HECKOJILKO yrac.

MepBbiM 1 CaMblM CEPbE3HLIM HapyLUEHWEM B HalLMM faTa-LeHTpe 6bl10 OTCYTCTBUE JINLEH3MOHHOIO codTa
KaK O0J18 KJINeHTOB, Tak U AJ1 CepBUCOB KOMMaHuM. Mosa no3munsa 6eina B ToM, 4Tobbl Cpaly yBEOOMUTb
KJINeHTa, 4YTOo NnueH3um Ha Windows 1 npodee, Mbl He NpefocTaBnsieM. Ha paboyem mecTe A nepewén Ha
Linux n HoBble CepBMCbI CTapaJsica pa3BopaymBaTb Ha Linux/Unix. Ho ncknioyeHus Bcé e bbinu.

Bo3HMKaNM NOCTOSIHHbIE aBapuu, NOJOMKK, cboun, Npobaembl C ceTblo. HenoAroToBfieHHas Mo Hy>X bl AaTa-
LeHTpa MHPPACTPYKTYpa - a 3TO OTCYTCTBME pe3epBa Mo 3NeKTPONUTaHNIO, OX1aXX IeHWI0, CeTEeBbIM
KaHanaMm, BblHUCINTESIbHBIM pecypcaM 1 cBo6ogHOMY MeCTy Ha XpaHWNLLAX, @ TaKXXe 0TKa30yCTONYMBOCTU
CEPBMCOB - MPMBOANIA K MOCTOSHHbLIM NpobsieMaM y Halmx kKnmeHToB. Jllobas aBapus - 3To paboTa no
BOCCTAHOBJIEHWNIO CEPBEPOB OT HECKOJIbKNX HYACOB [10 HECKOJIbKMX CYTOK. Mpun 3TOM, aBapuitHble paboThbl
NPUXOANNOCL BECTW, OTBEYAs Ha HernpepbiBHble COOOLLLEHNA U 3BOHKW KJTMEHTOB.

He 6b1710 HUKaKNX pernaMeHTOB Ha paboTbl B C/lydae aBapumn, NpakTUYeckn He BbI1I0 HUKaKoro
MOHWTOPWHra, N1LWb C 4eCATOK Tpurrepos B Zabbix Ha TemnepaTypy. KOH4MNOCb MECTO Ha XpaHuauLle
BUpPTYyasiok - cbon c noTepen gaHHbIX. He Bce cepBepbl 3ab3kanmnuncb, HeT MecTa Ha ToM e bBakan-cepsepe,
nexxkaT HoAbl BUpTyanusaumm - neperpys rno CPU n namatm B kKnactepe. NMogHATb csioMaHHyt0 VMFS csonmm
cunamm, B CJlydae OTCyTCTBUA cBOBOAHOIrO MecTa Ha Hel, He BCeraa BO3MO>XXHO BoobLue.

Oxna>xpeHue

PeryndapHble neperpesbl JIETOM CJy4aJIMCb AaXKe MNP BKJIKOYEHHbIX KOHOUUWOHEepax u I'IpVITO‘-IHOVI
BEHTUNALUNN. Pa3mepb| nomMeLlleHna He No3Bondann pasMmecCTnTb o6opyuosaHV|e Mo 30HaM, a NOTOKWN BO3AYyXa
He ONTUMN3NPOBaJINCh.

B kop3unHax ¢ blade-cepsepamu OT NblIX BbINETAOT NOAWUAHUKN Ha 6/10Kax BEHTUAATOPOB. OHKM He
peMoHTONPUrogHbl. be3 BEHTUNATOPOB cepBepbl NMOCse OTKJIIOYEHUSA He 3anycKatoTca. Mo3nunsa
PYKOBOLCTBa Ha BCe MNOMbITKN 06paTnTb BHUMaHME Ha neYvasibHOe COCTOsAHNE MHPACTPYKTYPbI, 06bI4HO
BbIrsgena npuMepHo Tak : "Hy Tbl NoTbikan Tam".



lMputoyHasa BeHTUAsAUNSA. Havasio.
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B NpuTOYHOI BEHTUNALNN N3-3a OTCYTCTBUSA (DUILTPOB MOBCOAY Mblfib. OXNa)KAeHne NoMeLLenin 1
060pynoBaHUA MPOM3BOANIOCL MPOCTO YANYHBLIM BO3A4YXOM. U 3MMOIA, 1 neToM.

Xeneso

B maTa-ueHTpe UCnosib30BanoCh Xeneso, CNMcaHHoe B ApYyrux gaTa-ueHTpax, Ui npmseseHHoe n3 Kutas.
KnneHTaM CTaBUANCh CTapble ANUCKK ¢ "npoberom" 30-35 Thicsa4 4acoB (MpuMepHO 10 ThICAY YacoB 3a rofa
HenpepbiBHOM paboTbl). CoCcTOsIHME COOTBETCTBYOWEE. [INCKN NOKYMaanuCb CaMble OeLléBble, KOTOPble He
Ka)Kabin 6bl B34 Aa)ke 4515 AOMALLUHEro ncnoJsib30BaHus.
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CocTosiHNE KabenbHOM M CTOEK OMMCaTh CJIOBaMU 04YeHb TPYLHO. MNpocTo cMoTpuUTe.



https://cdn.nag.ru/news.public.uploads/upload/images/20190822-0008.jpeg
https://cdn.nag.ru/news.public.uploads/upload/images/20190822-0010.jpeg

I

LI
F""'\ (A



https://cdn.nag.ru/news.public.uploads/upload/images/20190822-0012.jpeg

dneKTpocHab>xeHue

dnekTpocHab)xeHne Ha BBOAE CcTapoe. Kak-To BKJIOYMI YallHUK - meperopesia BcTaBka Ha 100A un
MOJIHOCTbIO OTBasMNachk ofHa asa. PaspeneHns Ha ObITOBOE U TEXHOJIOrNYECKOE MNTAHWE HET, MO3TOMY
OTKJI0YMAack N 4YacTb obopyaoBaHUS B MalLMHHOM 3ase. ABP He cpaboTan. Ha Bonpoc "novemy?" nony4umn
BMOJIHE OXKMAaeMbIh oTBeT: "Pene ABP ynpaBnseTca ogHoM ha3on n nMTaHne Ha Hen He nponagano'.

Ina BkNOYEHN e ANHCTBEHHOr 0 pe3epBsa - A'Y - eCTb HECKO/IbKO MUHYT, T.K. 6aTapen B MBI He xBaTaeT 1
BpeMsi paboTbl aBTOHOMHO - 3-4 MUHYTbI. Bnpoyem, ToT UBIM noTom 1 BoBce cropen, n paboTaeT NMoCcTOAHHO
Tenepb B pexunme bypass. [03ToMy cepBepbl NPU Ka)KA40M aBapun NPOCTO BbIKOYaNNCh.

Odunsenb-reHepaTop He 06CNYXXUBAJICA: MAcs/iI0 HE MEHSNOCh, aKKYMYNATOPbI 3apsXXasINCb OT C/yYas K
cJly4dalo, a Harnps»XeHune Ha BbIXo4e He NPoBepsAsiochb B npuHumne. EctecTBeHHO, 4T0 1 3aBoavnn OIY nuwb
B MOMEHTbI aBapun. ECin, KOHe4YHO, BE3/10 1 OH BCE-TaKuM 3aBOAWICA. 3MMOWN reHepaTop He NMporpeBasncs.
3a4yeM TpaTuTb conapy?
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CeTb

MaccmBHble KOMMNOHeHTbl CKC Tak)Xe He BblAEeP>XUBAOT HUKAKOW KpUTUKKU. Bce cepBepbl NOAKIIOYEHbI
obbl4yHOM BUTOM Napown, ob>xaTonm camon gelwépon 06>XMMKon. Hnkakmx naty-naHesnenm HeT Boobuie. MaTy-
Kopabl NPUCYTCTBYIOT B HEOONLLUOM KOJINYECTBE, U He NoKynatTcs. HUKakux BUpokK n MapKMpOoOBOK Ha
Kabensax. BosbLWMHCTBO KOMMYTATOPOB NOAKJIOYEHBI MEAbLIO, HAarPy3Ky HE BblAEPXKMNBalOT. NNOCTOAHHbIE
»anobbl Ha NOTepn NMakeToB B HaLWleWn CeTn - HopMa.
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Tononornsa ceTn He OTCNEXNBAETCS, U HAFAE He 3a40KYMeHTUpoBaHa. YacTb KOMMYTaTOPOB
HeynpaB/isieMble, YTO 3HAYNTEJIbHO 3aTpyAHSeT obHapy>xeHne ceTeBbIX Npobrem.

Hanpumep, npu ncxoasiwen DDoS-aTake npuxoamTcsa oTpybaTbh KaXkablii MOPT KOMMyTaTopa U CMOTPETb He
rnpekpaTuiachb Jim oHa, NOTOM CMOTpPETb KTO K TOMY NOPTY MOAKJ/YEH. Tak)Xe TPpyOHO OTCNeXNBaTh
konnm3snm IP-agpecoB. PazgenerHunsa no VLAN ONS KIMEHTOB HET - KaXKObl MOXXET aTakoBaTb APYroro npsimo
BHYTpPU ceTn B 06X04 MOHUTOPUHra (NpMBeT urposbiM cepsepam CS, Rust u T.1.)
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Y Kakunx-To 3KOHOMHbIX 6BU3HECMEHOB TYT XXUBYT caviTbl u Lesible 6U3HECHI.

3asiBJIEHHbIE YCNIYr MOTryT BbIThb BaM fa)kKe He MpenocTaBsieHbl. Hanpumep, Korga Bbl NaTuTe 3a
BblAENEHHbIN MHTEPHET-KaHa KaXKabIll MecsL, HECKOJIbKO ThiCAY pybaen, MaKCMMyYM 4YTO Bbl MOAy4YUTE -
3TO NepekoYeHne B MeHee Harpy>XeHHbIN UK LeHTpaJsibHbIi KOMMYTaTOp, KOTOPbIN 1 Tak 3abuT noa
3aBS3KY.

Bbe30nacHoOCTb

HeT, TonbKo He 3paecb. Cefbix BOJIOC Ha MOEN roJsioBe npubaBunsiochb, Korga s y3Has 4To BCE BHYTPeHHMe
CepBUCbI KpyTATCHA Ha benbix IP-agpecax. OTBET pyKoBOACTBa B Ayxe "A 4yé TakoBa?" y)xe He yamsua. OHun
He 3aluLeHbl (haepBOoJIJIOM N MMET A0CTYN K CTaHJapTHbIM nopTaM no SSH, RDP ¢ He o4eHb C/IOXKHbLIMU
OOHOTUMHBLIMKU NapoasAMn. Kpome TOro, BHyTPEHHME CEPBUCHI HE UMEIOT OTAE/IbHOM (hrn3n4eckon ceTu,
MO3TOMY >Ke M0 HoYaM MOryT BbITb Mpocaiku No Tpadurky n3-3a "roHsembix" no AL, 63kanos.

Ycnosusa Tpyana

IlyMato 1 Tak MOHATHO, YTO eC/IM PYKOBOACTBY HarJjieBaTb Ha KJIMEHTOB, TO Ha COTPYOHWUKOB HanaeBaTb TEM
6onee. OcBelWleHHOCTb B 3as1ax bbisia Tak cnaba, 4yTto 6e3 hoHapmKa C/NOXKHO 4TO-1Mbo paccMOTpPETh.
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B 34aHMKM He 6b110 BOObI M CaH. y31a. NogMeHNTbLCA BbI1I0 CNI0XKHO, a B39Tb 60/IbHNYHBIN - KpaHe
6one3HeHHO ANs KapMaHa. MoJIHOUEHHbI OTNYCK ToxXKe BblN1 /INWb MEYTON, MOCKOJIbKY 3a Tebs
npuxognnock 6ecnnaTHoO TPyAUTLCA TBOMM CMEHLMKaM. BbinosiHeHWEe nAaTHbIX paboT Ans KJMEHTOB Ha
3apnsaTy HUKaK He BAMSIET, HO BOT OTKa3aTbCA OT HUX - O4YeHb CJIOXKHO. TakXe Haweln 0653aHHOCTbI0
6b110 €34T Ha BCTPEYM C KiMeHTaMu, 3abmpaTb, NepefaBaTbh 06opynoBaHue.

Hepenko ciy4anocb Tak, YTO B HaLUeN pekname MesibKaau yCiyru, KOTopble Y Hac MonpocTy He
0Ka3blBannCb. Korja KJMeHT UHTEepPeCcoBaJsiCcs YCJIyron, 0OTBETUThL eMy bbIs1o MonpocTy Hevero. Ho
PYKOBOACTBO 3TO HUYYTb HE CMYLLAJIO.

O6opynoBaHue, KoTopoe 6bIJI0 BLICTAaB/IEHO Ha 3aka3, YacTo OTCYTCTBOBAs10. He 6b1J10 1 HOpMasbHON
cucTeMbl y4yeTa. HeonsayeHHble cepBepa Moran paboTaTk MecsllaMu, NoKa 3TO KTOo HUbyAb He 3aMeydal.

Ins meHs BCce eBa He 3aKOHYMJI0Cb HEPBHbLIM CPLIBOM U NpobsieMaMn ¢ ceMbeM. JIMLb NOCAE 3TOro A
MOKMHYJ 3TO MecCcTo paboTbl. Cenyac Ha MHe He NEXUT TaKoW rpy3 OTBETCTBEHHOCTU, U3-3a KOTOPOro
rnepecTaj cnaTb HOYaMu, YLIJI0 YYBCTBO TPEBOXXHOCTN, 6E€CCMbICIEHHOCTW CBOEN XN3HW. W NycTb cenyac A
3aHMMalOCb HE CaMOW NyyLlen (XO0TS, TOXXe MHTepecHon) paboTon, 4yBCTBYlO cebs HaMHOro nyylie.
Hapetocb, MO pacckasa X0Tb KOMY-TO NoMoXeT ybepeyb cebs oT ownbok B BbIbOpe XOCTUHI-NpoBaniaepa,
a MOXET 1 NpeaoTBPaTUT NOCTYMJIEHNE Ha paboTy B TakKoW AaTa-LEHTP .
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