CunoBUuKM NpuberHyT K “marun” npm B3nome Telegram

Ha gHsax Bo mHornx CMU nosBuiack nHgopMaumsa o ToM, 4TO B apceHase CnencreeHHoro Komurteta PO

MosiIBUIOCb YCTPONCTBO, CNoCobHoe B31oMaTb JIto6on cMapTHOH 1 pacluindpoBaTbh Nepenmncky aboro n3
MONyNApHbIX HbIHE MecceHaXXepoB. OdunumanbHoe NOATBEPXKAEHNE 3TON NHPOPMALMM MOXKHO HAWTU Ha
rnopTaJsie roc3akynok. B gokymeHTe yTBepxaaetcs, 4To CK B LleHTpasibHOM 1 BOCTOYHOM BOEHHbIX OKpYyrax
Ha CcyMMy B 5 MunanoHoB pybnen 3akynuam y Hekol "IkcnepTIkcnpecc" komnnekcol iDC-8811 Forensic
MagiCube, co3gaHHble KUTaNCKOM KoOMNaHuen Xiamen Meiya Pico Information.

Cyns no onvcaHuto yCTPONCTBA B KOHTPAKTE, OHO AENCTBUTEJSIbHO YMEET MHOroe, B TOM Yucse n
paclngpoBLIBaTh Nepenunucky B NONyaspHbIX MecceHaxXkepax. BoT nLlb HEMHOIME U3 BO3MOXKHOCTEN
AOCTYMHbIX YCTPONCTBY COrJIAaCHO AOKYMEHTY:

"3.23 O6HapyxxeHue B bBUHapHOM ¢harisie reosIoKaLunoHHON MHpopMaLmmn, CoXpaHseMOoM
paaviomMoaysisimy becrnpoBogHOV cBA3U, Moaysiamu GPS, a Takxe ee AeKoanpoBaHNE B
reorpaguyeckme KoopanHaThl.

3.24 O6HapyxeHune v JeEKOANPOBaHNE NCTOPUN COOBLLIEHNI, OTMPaB/IEHHbLIX U MOJ1YYEHHbIX
nporpaMMHbIMN KJIIMEHTaMN CUCTEM MITHOBEHHOIro obmeHa coobuieHnsammn (Skype, WhatsApp,
Telegram, Viber, WeChat, Line).

3.25 O6Hapy>xeHne N AeKOANPOBaHME MoJ1b30BaTe/IbCKOV MHGOPMaLMU B NPOrpaMmMHbIX
KJIMEHTax coumnasibHbiX CETEN.

3.26 BO0O3MOXHOCTb MOJIy4YEHMS MOBbILLIEHHbIX MPaB 4OCTyra K MObuJibHbIM yCTpovicTBaM Ha 6ase
OC Android ("root") n gna I0S (“jailbreak") B aBTomMaTn4yeckom pexume 6€3 ncrnosib30BaHNS
nporpaMmMHoro obecrie4eHus CTOPOHHUX NPON3BOANTESIEN.

3.27 BO3MOXHOCTb MpocMoTpa ¢arisioB Ha NoaKJIHOYEHHOM yCTPOUCTBE noa yrnpasraeHnem OC
Android npwu Bkaw4YeHHou oTaaaxke no USB.

3.28 @u3nyeckoe n3lBaevyeHne gaHHbIX N3 MObUJIbHbIX YCTPOWUCTB, OCHOBAHHbIX Ha rpoLeccopax
Qualcomm, 4epe3 cepBUCHbIVI KOMMYHUKaUNOHHbIV nopT 9008.

3.29 PaclungpoBka n geKoanpoBaHWe yaaJeHHOoW nHpopmMmaunmn n3 obpa3os naMmsaTu
UCMoJIb30BaHNEM TexHos0run chip-off (dnn-og) n3 mogysnevi namaTn MobuibHbIX yCTPOWNCTB Apple,
Android".

Tak>xe, CornacHoO oNMCcaHMIo BO BCe TOM e OOoKyMeHTe, MagiCube noasnacTHa 1 "mMarmna" no B3niomy
noboro MobnabHOro yCTpPoNCcTBa, a ecan To4yHee, To nopsaaka 3000 yCcTponcTB CTa KOMMNaHUN
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"MagiCube crnocobeH Ha m3ndeckoe nsBnevyeHne NHPOpPMaL M C BO3MOXXHOCTbIO obxoaa
MoJib30BaTEJIbCKMX KOLOB BIOKMPOBKN N3 MOBUBbHBLIX YCTPOMCTB, MOCTPOEHHbIX Ha 6a3e npoueccopos
Mediatek, Spreadtrum, Qualcomm", - roBOpPUTCS BCE TOM XXe& OOKYMEHTE.

NHTepecHO, 4To Ha ohuumManbHOM CaTe NPou3BOAUTENSA YCTPONCTBA - KOMNaHMn MeyaPico - 0 CTONb
rpaHANO3HbIX BO3MOXHOCTSAX "Marmyeckoro kyba" He roBopuTcs HM cnoBa. MagiCube onucbiBaeTCcs Kak
BbICOKOUHTErpMpoBaHHOE KOMMbIOTEPHOE KPUMUHaNNCTYeckoe obopynoBaHue, npeaHasHavYeHHoe 015
paboTbl C KOMMBIOTEPHBLIMU U CEPBEPHBLIMU XXECTKUMU Anckamm. OHO cnocobHO B KpaTyalllee Bpems
M3BNEKaATb MH(OPMaLUUIO C HocuTenen, oybnmpoBaTb U aHaN3NPOBaTL €e.

BoT ocHOBHbIE yHKLMKM "Marmndeckoro kyba", B3aTble € caiTa Npon3BoguTens:

e CTaTun4yeckas u onepaTuBHas KpMMmMHannucTuka oas aBToMaTUYECKOro aHaim3a 1 Co3faHns 0OTYETOB B
Mac OS X.
OC Windows u Linux.

e AHann3 TPaCCUPOBKM MOJIb30BaTENS ONS OOCTYyNa K XXypHasam nogkntodeHun USB-yCTpoOWCTB,
MPUI0XKEHNAM, NMocsefHMNX OTKPbITbIX hansiax, KoOp3nHbI U MHOFoe Apyroe.
BoccTaHoBIEHME KJOYa peecTpa U XXYpPHaJioB BPEMEHU NOCAeQHEro N3MEHEHUS.
BbICTPbI NONCK N pacnono)xeHne aHTU-cyaebHo-nporpaMmHoro obecnedyeHnsa n 3awngpoBaHHbIX
(annos.

e HacTpamBaemble cTpaTernm cynebHon skcnepTu3bl 4as pasMYHbIX TUNOB O,

Kak BUIHO, HM O KaKoi paboTe ¢ MOBUIbHBIMU YCTPONCTBAMN HE CKA3aHO HU CloBa. Tak BbIFISOUT cue
4yy[no:
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[CunoBukn npuberHyT K “marun” npu B3nome Telegram]
BoT BMAEOPONNK, HAarNAAHO AEMOHCTPUpPYOLWNIA paboTy yCTponcTaa:

Ncxoas n3 3Toro, MOXKHO YCOMHUTBLCA B NPaBAnBOCTY onncaHmna MagiCube B fOKyMeHTe Ha nopTasne
Foc3akynok. OgHako, Ha cCaMOM fene BCa cuia "Marmdeckoro kyba" B npegyCTaHOBJIEHHOM NPOrpaMMHOM
obecneyeHunm iDC-4501 Mobile Forensics System oT Bce Tex »xe MeyaPico. Kak pa3 3Ta npowwuneka, no
Cc/Ql0BaM, Npon3BoanTenNs, U cnocobHa Ha B3/1IOM U paclINGPOBKY AAHHbLIX MPaKTUYeCKK C NI0BbIX MOBUIbHbBIX
YCTPOWNCTB.

Hanpumep, cornacHo onucanmio, iDC-4501 Mobile Forensics System ymeeT:

N3BnekaTb U BOCCTaHaB/IMBaTb AaHHble C MOBUIbHbIX YCTPONCTB.

C nerkocTb B3/1laMblBaTb KAO4YM 6/10KMPOBKK 3KpaHa, B 0CO6EHHOCTN Ha MOBUbHbBIX YCTPONCTBaX
KUTancknx bpeHnos.

CnocobHo n3sneyb nHopmauyuto ¢ iPhone c iOS 10 go iOS 11.1.2, a Tak)Xe NMPakKTUYECKM U3 BCEX
MONYSPHBLIX NPUIOXKEHWIA,

BOT HeCKOJIbKO CKpUHLLOTOB "Marudeckoro" Mo:
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Home *» SAMSUNG 9 Back
| o The model on the back of Phone. Choose general model if target model not be found.
SM-G9500 SM-G9550 SM-G9350 SM-G9300
WIEP General model GALAXY 58 GALAXY 58+ GALAXY 57 Edge GALAXY 57
SM-G9308 SM-G930FD ¥  SM-G935FD GALAXY 57 | SM-G9250
GALAXY 57 GALAXY 57 GALAXY 57 Active GALAXY 56 Edge
P
SM-G9280 SM-G9200 SM-G9208 SM-G9209 SM-G9006V
GALAXY 56 Edge+ GALAXY 56 GALAXY 56 GALAXY 56 GALAXY 55
SM-G9006W SM-G9008V SM-G9008W SM-G9009D SM-Go009W
GALAXY 55 GALAXY 55 GALAXY 55 GALAXY 55 GALAXY 55
GALAXY S5 .- GALAXY S5 GT-19500
LTE-A GALAXY 55 Mini GALAXY 55 Neo E y Sport GALAYY 54
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BnpoyemMm, akcnepTbl CUJIbHO COMHEBAOTCA B BO3MOXKHOCTAX MagiCube. Tak, no cnosam Bnagnmmpa
KaTanoBa, reHgnpekTopa komnaHum Elcomsoft, Hn4yero pesontounoHHoro MagiCube ns cebs He
npeacrtaBnseT:

"MeyaPico - NpocTo elle oanH pa3paboTunK cpean NpUMEPHO ABYX OECATKOB, KOTOpbie paboTatoT
Ha 3TOM pbiHKEe. Hekne yHuKasbHble pelleHnsa eCTb TOJIbKO Y U3panabckon komnaHmm Cellebrite.
CaMoe MHTepecHOoE, YTO Y HUX eCTb, - 3To codT Cellebrite, KOTOpPLIN MaccoOBO 3aKynaeT
CnencTBeHHbIN KOMUTET, B3/laMblBas Ntobble iPhone. OQHaKO CTOUT y4YUTbIBaTb, YTO U3PanSIbCKOWN
KOMMNaHUN HY>XXHO (hU3NYECKN MOJTYyYNTb CaM CMapTdOH, 4Tobbl ero "BCKpbITh". NOHATHO, 4TO 3TO
TOXX€ OrPOMHbIN PUCK, HEN3BECTHO, YTO OHM CAENAIOT C 3TUM TenedoHOM, MOMUMO COBCTBEHHO
B3JIOMa Naposa 1 U3BJEeYEeHUS faHHbIX. Beab HUKTO HE MOXXET NPOBEPUTbL, COXPAHAT I OHU 3TK
OaHHble cebe nnm HeT. BTopasa KoMnaHus, 3aciy>XuBawLwasa BHUMaHuS, - 3To Greyshift. Y Hux ectb
YCTPOWCTBO 4J15 B3/IOMa NaposisA Ha iPhone, HO OHM ero NPoAatT C 04eHb CUJIbHLIMU
OrpaHU4YeHNAMUN: TOJIbKO NMpaBoOXpaHUTesIbHbIM opraHaM 1 Tosibko B LUTaTax n KaHage".

CMyTUN 3KCMEPTOB U YTBEPXKAEHMSA 0 TOM, 4To MagiCube cnocobeH Bcero nnib 3a HECKOIbKO MUHYT
B3J/loMaTb Iphone, B To BpeMs Kak N3BECTHOMY U3PansibCKOMY NMPOU3BOANTESIO aHaIOrNMYHOIO
060pyn0BaHNSA Ha 3TO HY>KHO OKOJI0 CYTOK.

"3TO KakKas-TO NMap-UCTopus, KOTOPbIX, K COXKaleHUto, B 061aCcTu MHPOPMaLNOHHON
6e3omacHoOCTK cTaHoBUTCSA BCce Bonblie. K peasibHOCTU OHa MMeeT BeCbMa onocpefoBaHHOEe
OoTHoOLWeHne. Mbl XXnBeM cenvac B MUpe Npecc-pean3os. 1o Tex nop, noka Mbl He YBUAMM XOTA Obl
BUAEOPOSINKaA, HA KOTOPOM BMAEH NpoLecc B3sioMa CMapT(OHOB, BEPUTb 3TUM UCTOPUSAM NPOCTO
HEeBO3MOXHO. TOT, KTO obnagaeT 3pPeKTUBHBIMU NMHCTPYMEHTAMMN B TOW NN NHOW cdhepe, Oake
CKOpee He 3aMHTepecoBaH, YTobbl 0 TaKNX BO3MOXKHOCTAX KTO-TO 4YTO-TO Y3HaJ, MOTOMY 4YTO BCe
9TO NMpeKpacHO NepeKpbLIBAaETCA, MOANEXNT BNOKNPOBKE CO CTOPOHbLI BllagesbLa ornepaLnoHHON
CUCTeMbl UK paspaboTymka cMapTdoHa", - pacckasan "KommepcaHTy" IT-akcnepT Cepren
BunbaHoB.

3KCnepThbl NOAYEPKUBAIOT, YTO CUNOBLIM CTPYKTYPaM CTOUT C OCTOPOXKHOCTbIO OTHOCUTLCSA K MHOCTPAHHOMY
obopynoBaHUIO TaKoro Kiacca. Beab HENM3BECTHO Kyla MOTyT YXOAWTb AaHHble A0ObIBaeMble CUNOBUKAMU C
YCTPOWCTB B X0/le pacc/ieloBaHus.

B obwiem n uenom, Noka HesACHO ByaeT Nn peasibHas MoJsib3a OT "Marmyeckoro kyba" ns Kutas,
obolleawerocs rocyaapCcTBy B HECKOJIbKO MUJIJIMOHOB, U CMOXKET JIN OH, KaK 3asaBJIEHO NPON3BOANTENEM, C
JIerkoCTb B3J1aMbiBaTh "aipoHbI" 1 paclwndpoBbIBaTb MEPENUCKY TeppopucToB B Telegram. Bo BCSKOM
cjlyqae, aKCcnepTHoe CoOobLLLEeCTBO OTHOCUTCS K TakOM BO3SMOXXHOCTU C MaKCMMabHbIM CKEMNCUCOM.
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