Ll,e|-|3ypup03a|-me B MHTEepPpHeTe: KOHTPaprymeHTbl TéeXHnu4YeckKue

I1pop,on)|(e|-me CTaTbM O LleH3ype B UHTEepPpHeTe.

KoOHTpapryMmeHTbl

CyLLEeCTBYIOT TPM OCHOBHbIE Ipyrnbl apryMeHTOB, KOTOPbIE MOXXHO UCMNOb30BaTh A/ 60pbbbl C noeaMu
LEeH3ypbl 1 HabntogeHns B HTepHeTe:

e TexHU4Yeckne n TexHonormnyeckmne obocHoBaHus.
DKOHOMMKA peann3aunn LEeH3ypbl.
dunocockne N rymMaHnTapHble MpuUymnHbl (B TOM Yucsie 6a3oBblie NPUHLMMLI, CYLWEeCTBYOLWME BO BCEX
KOHCTUTYLIMSAX OEMOKPAaTUYECKUX FOCyAapCTB: NpaBa YenoBeka, ceobona cnosa, ceobona
BEpoucnoBenaHmna n T. n.).

B KOHLLe 3TOro pasgesia Mbl MpMBEAEM HEKOTOpPLIE MoJie3Hble CO0BpaXKeHUA N KOHKPETHbLIE apryMeHTbI.

XopoLlaa HOBOCTb B TOM, 4TO 3aKJIlO4YeHUS, KOTOpble pacCMaTPUBAOTCA BO BCeX Tpéx obnacTsax, copoepxxxat
O4Y€Hb CUNIbHbIE apPryMeHTbl MPOTUB LEH3YPbI. Ho ecTb 1 nsoxas, naoxas HOBOCTb, KOTOpad 3aKJIlo4aeTCA B
TOM, YTO BCe TpWU TuUMNa Heobxoanmo nepeBecTn Nian ncrnoJib30BaTb B 3MOLMOHAJIbHbIX apryMmeHTax, 4yTOObI
OHMN KaK-TO MO/ NOBANATbL Ha 0OLLECTBEHHOE MHEHMe.

OnsaTb Ke, Kak NpaBuo, HM 06LLECTBEHHOCTb, HU MOJIMTUKKN N FOCYAapCTBEHHbIE C/ly>XKallMe, KoTopble
NMPoOABUraloT NHTEPHET-LIEH3YPNPOBAHME, HE NMEIOT JOCTATOYHOIro MU rNy6oKOro MOHUMaHUSA 3aTPOHYThIX
BOMpPOCOB. [NoCTaHOBKa BOMPOCOB B JIEFKOAOCTYMHbIX U 9MOLMOHAIbHO Harpy>KEHHbIX NpMMepax nan
MeTadopax - 04eBMAHO, ByaeT AOCTAaTOYHO MOLLHOW TaKTUKOM.

HecKo/lbKO KOHTpP-apryMeHToB (Hanpumep, "nogsep>xeHmne onacHOCTN pas3sBuUTUSA LMGPPOBOA SKOHOMUKMN"
nnn "BbiTeCHeHMe 3ab10KNPOBAHHOIO KOHTEeHTa B darknet", Kak onmncbiBaeTCa HMXKE) CBA3aHbl C "3aKOHOM 0
HenpenBnAeHHbIX NOCNeACTBMAX", KOTOPLIA NPOABNSETCSA B SKOHOMUYECKOW, MONNTUYECKON N COLMANbHOWN
cthepax gesatenbHoCcTW Nogen. KoHuenums (3akoH) opMyanpyeTcs Tak: "COBOKYMNMHOCTb CBONCTB Kak
pe3ynbTaT AeNCTBUN, UMELWNX HEHaMepeHHbIe (HeoXXunaaemble) 3pdeKkTbl B OMNOSIHEHNE K TeM, KOTOpble
6611 Lenbto 3Tnx gencteun”. Unm "nobble nencTBus ¢ 4OCTaTOYHO C/IOXKHbIMU (B TOM Yncne -
coumranbHbIMU U/UNN SKOHOMNYECKUMN) CUCTEMaMMN, OCHOBAHHbIE HA HEMOJIHOM NO (hakTy MHpopMaLun,
MOryT NPUBECTMN K HENpeaACKa3yeMbIiM pe3ynbTaTaM". BBeaeHue ueH3ypbl B IHTEpHETE - UMEHHO Takoun
cnyyan.

Kpome Toro, CTONT MMeTb B BUAY, 4TO NPOTUBOAENCTBUE BBEAEHMWIO LLEeH3YPbl HEJIb35 OTHECTU K KaKoMy-
MBo KOHKpPeTHOMY "MoNMTUYECKOMY YKIOHY". LleH3ype MOoryT NpoTUBOCTOATh Kak "neBble", Tak 1
"nubepanbHbie" NapTum n apmxxeHus. LleHsypa n ceoboda csioBa - 3TO BOMPOCHI, NpeacTaBsloWmne nHTepec
Ana noaen ¢ Ntobon CTOPOHbI MOJIMTUYECKOr0 CNEKTPa, YTO MO3BOJIAET OXBAaTUTb COLMalbHbIE FPYMMbI,
KOTOpble He )KefaloT corfawaTtbcsa ¢ BaMU No Apyr1uM Bompocam. Bo3aMOXXHO, 3TO MMeeT Ba)KHOe 3HaYeHue.

TexHu4Yeckue apryMeHThl

3-3a NCTOPUYECKN CITOXKUBLLMXCS apXUTEKTYPHbIX N TEXHOJIOMMYECKMX 0COBEHHOCTEN CyLLLECTBOBaHUS
"tpeHoMeHa VIHTepHeTa", eCTb HECKOJIbKO CEPbEe3HbIX TEXHNYECKUX apryMeHTOB MPOTUB UHTEPHET-LIEH3YpPbI.
K OCHOBHbIM KaTeropusiMm oTHOCSITCS:

e BBepgeHune LeH3ypupoBaHUa TpebyeT ganeko nayuwmx MHPPaCcTPYKTYPHbIX N TOMOJOrNYeCcKnx
N3MEeHeHWUn B ceTu;

e ToTanbHas punbTpaumsa TpebyeT nCcnosib3oBaHUA cneynanbHoro obopyaoBaHUA BbICOKOro Kjlacca u
TpeboBaHU K NPON3BOONTENIBHOCTU, KOTOPOE, B NIIOOOM criydyae He CMoXXeT 3EKTUBHO
obpabaTbiBaTb BECb MHTEPHET-TPaUK;

¢ Jltobble punbTpbl U 6/IOKMPOBKK He paboTaloT: OHM NIerko o6xoaAaTcs npyu HeobxoAMMOCTU, NPU 3TOM
Hukorpa He 6yaneT 610KMPOBATHLCS BCE, YTO HY>KHO, HO NMpu 3ToM ByayT 610KMPOBaTbLCS pecypchl,
KOTOpblE€ HE A0JIXKHbI ObITb 3TOMY NOABEPXKEHDI.

CyLiecTByeT HECKOJIbKO TEXHOJIOrn4eckmnx cnocobos 6/10KMPOBKN/UAbTPaLIUM KOHTEHTa B IHTepHeTE.
Kpome Toro, cyuwecTByeT HECKOJIbKO YPOBHEN, Ha KOTOPbIX AENCTBYET LeH3ypa. Kaxxabin ns cnocobos
hunbTpaunm MMeeT CBOUN CUJIbHbIE N Clabble CTOPOHbI, HO HN OOMH N3 HUX HE MOXKET rapaHTMPOBaTb
CTONPOLEHTHYO 3hHEKTNBHOCTb.

Mpy 3TOM HY>KHO y4eCTb, 4TO BCe cnocobbl 610KMPOBOK UMeOT NpobaemMbl Kak C Ype3MepHO 6IOKMPOBKON,
TaK 1 C HepobOKNPOBKOM. Bce cuctembl punbTpaunm CTOAT AeHer, Bce oHU TpebyloT obcnyxmnBaHms,
JHepropecypcos 1 06LEeCTBEHHONO MOHUTOPUHIA KOPPEKTHON paboThl.


https://nag.ru/articles/article/101823/tsenzurirovanie-v-internete-klassifikatsiya-storonnikov-prichin-i-bazovyih-pozitsiy.html

Mpwn 3ToM clleagyeT yyYecTb:

3¢ heKTUBHOCTb NHTEPHET-LEH3YPbl HUKOrAa He BbiBaeT MOJIHON, MOCKOJIbKY CYLLECTBYeT MHOXECTBO
cnocobos obxopa nobon cncteMbl 61OKNPOBKYN (B 3aBUCUMOCTU OT NPeAnpUHATLIX Mep).

Mepe-6nokupoBku (Over-Blocking) Bo3HMKaloT, korga nog GuabTp NonafaeT 3aKOHHbIA KOHTEHT,
KOTOpbIA He cnepyeT 6s10knpoBaTh. O6bIYHO NepebnoKMPOBKM BO3HUKAIOT C/yYaHO. Ho BO3MOXXHO
MPOSiB/IEHNE N 3/I0HAaMEPEHHbIX 6JJOKMPOBOK JIerasibHOr0 KOHTEHTa NYTEM BMeLUaTeNbCTBa B paboTy cuctem
dbunbTpaunmn. B 3aBNCMMOCTU OT BbIOpaHHOM TEXHOJIOTMYECKOW CXEMbI OpraHu3aumnm GuibTpPoB,
nepeb/IOKMPOBKN MOTyT OKa3aTbCs Bonee nnm MeHee Bbipa)xeHHOM npobnemon. Ho pnck nepeba1oKMpoBOK
MPUCYTCTBYET BCcerga u oH Hensbe)xeH. MeToa 60pbbbl ¢ NepebnoknpoBKaMun - Tak HasbiBaeMsble, "benbie
cnmuckn". Ho cnepgyeT noHUMaTh, 4TO "6enblie CMNCKN" 3TO eLlle 0gHa TOYKa Harpysku Ha CUCTEMBI
dunbTpaunm, KoTopbie Be4yT K ewle 6osblueMy YCN0XKHEHNIO cucTeM 61IOKNPOBaHMS.

Hepob6nokupoBku (Under-blocking) - cnyyald, Korga KOHTEHT, KOTOPbIN ohuLmanbHO 4osKeH ObITb
3abnoknpoBaH, He 6roknpyeTcs. UMeeTcs B BUAY - 6€3 ncnosnb3oBaHNA cpeacTs obxona 610KMPOBOK.
Pa3nyHblie NHHOPMaLMOHHbIE PeCYpPCbl MOIYT UCMOJIb30BaTb CPEACTBA MO NPOTMBOLENCTBUIO
6/10KMpoOBKaM, NPUYEM, B psge ciay4vaeB, LLeH3YpPHbIM BEAOMCTBAM MPOCTO HEYEro NPOTUBOMOCTAaBUTbL TaKNM
nencrteuam, nnbo yuwepb ot 6/10KMPOBKN KOHKPETHOIr0 pecypca MOXXeT ObiTb CANWKOM 60/bLLINM.

Jiobble 6/10KMPOBKN TPeBYIOT YCUANIA CO CTOPOHbI SKCMTyaTUpPYOLWen PUabTpbl OpraHM3aummn
1 3aTpaYyMBaeMblie pecypchbl (HanpuMmep, crneuymnasnsHoe 06opyaoBaHNe, ero BblYUCINTENbHAsA MOLWHOCTD,
MponyckHas cNoCobHOCTb KaHaJIOB CBSA3M) HE BCEraa afeKBaTHbI MOJIyHYEHHOMY 3D eKTY.

HezaBucumo oT Toro, npuMeHseTcsa m MeToh "rnybokon nHcnekumm naketos" (DPI) nam ncnonb3ytoTcs
6onee NpocTbie cxeMbl 610KMPOBOK - PUAbTPaLNA ABASETCA MHTPY3UBHbBIM (HAaBA34YMBbLIM) U PECYPCOEMKUM
MeponpuaTUeM.

Hu>xe NprMBOANTCS KpAaTKOE OMMCaHMe BO3MOXKHbIX MeTOL0B 6/10KMPOBOK C pa3bopoMm BbiLLeNprBeLeHHbIX
(hakTOpOB. Bo3MOXHbIE MeToabl 06xoAa puabTpauumn 6yayT NnpuBeneHsbl B KOHLE 3TOro pasaena.

Bnokuposku no DNS:

BeposiTHOCTb NepebIOKNPOBOK: BbiICOKaS.
BepoaTHOCTb HeN06/10KNPOBOK: CpesHss.
Tpebyemble pecypcbl: HebonbLune.
CTOMMOCTb peLleHns: CpeaHss.

06xopA: o4eHb Nerko.

Ncrnonb3yet DPI: HET.

Bnokunposkmn "no DNS" 6a3mpytoTCst Ha TOM, YTO MHTEPHET-NpPoBaNaepbl, KOTOPbIE, KakK MPaBuIo,
ncnosnb3yoT cobcTBeHHble DNS-cepBepbl M0 YMONYaHMIO A8 CBOMX KJIMEHTOB, UCK/IOYAIOT U3 pa3peLleHmns
(resolving) cnncok onpeaenéHHbiX 4OMEHOB. To eCcTb, Npn obpalleHnn K 3ab10KMPOBaHHOMY pecypcy
npoBaniaepckuii DNS-cepsep npocTo BbIAaET cobCTBEHHbIN IP-agpec pecypca, raoe MoXeT ObiTb pa3MeLLeHo,
Hanpumep, ob6bsaBNeHWEe "pecypc 3abnoknpoBaH". 9TO 03HAYaET, YTO 3aTpaTbl NpoBaNaepa Ha peaan3aunto
TaKoOro pelleHns He3Ha4YnTesNIbHbl — HY>KHO NPOCTO UCMPaBUTb (3aMeHNTb NN COBCEM YOaNUTb)
COOTBETCTBYHOLLYIO 3anncb B JJIokanbHon Bepcun DNS-peecTpa.

OpfHako, nonb3oBaTeNN MOTyT NIerKO UCMONb30BaTh Apyrne DNS-cepBepbl, MPOCTO NEPEKOHPUTYPUPOBAB
ceTeBOe NOAKJIIYEHNE Ha, Hanpumep, agpec nybandHoro DNS-cepBuca (8.8.8.8 nnn 8.8.4.4), 4to He
ABNISAETCHA 04EHb CJIOXKHON TeXHUYeckon 3agaden. N, Takum obpasom, meTog 610kmnpoBok "rno DNS"
ype3Bbl4aHO Nerko obonTn.

Mpwu 3TOM, MeTof 0b6slajaeT OrpOMHbLIM NOTEHLMANIOM AJi1st Ype3MepHoW BJIOKNPOBKM, MOCKOJSIbKY U3-3a
onpenenéHHoro CoAepXXnMMoro Ha OTAeJIbHbIX CTPaHULax, 6/10KUPYIOTCS Lesible AOMEHbl. DTO 03HAYaEeT, 4YTO
B C/lyYae LLeH3YPHOro He0BOJIbCTBA OTAENIbHbIMY NYBANKauMsaMy Ha KakoM-To JomMeHe byaeTt
3a6/10KMpPOBaH BECb AOMEH LIe/IMKOM. BO3M0OXKHO, 1U3-3a BCEro 04HOW CTPaHULbl Un cooblleHnst Ha opyme.

Kpome Toro, 4eNCTBUTENbHO KPUMUHAJIbHbIE CalThbl, LiesieHanpaBsieHHO Ny6AnKyowme He3aKOHHbIN
KOHTEHT, NPOCTO U3MEHAT AOMEH U 4obaBAT elle 0gHO JOMEHHOE NMSA-CUHOHWM, N CHOBA CTaHyT
OOCTynHbIMU. MNpnyem, ons ueneHanpassieHHoON 6opbbbl € 610KMPOBKaMN, TakMe CalTbl MOIyT 4acTo
(vHOr oa@ B TeYeHMEe HECKOJIbKNX YAaCOB) U3MEHATb AOMEHHbIE MUMEHa, U TaknM 0bpa3oM ocTaBaTbCS
OOCTYNHbIMU OJ19 BCEX NOJIb30BaTesien npoBanaepa. 3aTpaTbl Ha 06paboTKy cNMCKOB BJIOKMPOBKU N PUCK
Heno06/10KNPOBKN MpU 3TOM ABAAKOTCA CPeaHUMN.

Bnokuposka no IP-appecy:

e BeposiTHOCTL NepebroKMPOBOK: BbICOKAS.
* BeposiTHOCTb He06/IOKNPOBOK: CpefHsS.



Tpebyemble BbIYUCIUTESIbHbIE pecypchl: HebosbLUMe.
CTOMMOCTb peLleHns: CpeaHss.

0O6xopA: [OCTAaTOYHO Nerko.

Ncrnonb3yet DPI: HET.

Bnokunposku no IP-agpecam oCHoBaHbl Ha TpeboBaHUU, 4TOObI MHTEPHET-NpoBanaepbl MMbo 610KMpoOBann
onpepeneHHble IP-agpeca BHyTpu cobCcTBEHHON ceTu, NMMb0 MapLLpyTU3MPOBaanN BCe UCXOAALME
COeANHEHNS Yepe3 LeHTPasibHY0, YNOJIHOMOYEHHYO MPaBUTENbCTBOM, CUCTEMY LIEeH3YPUPOBaHUS. [aHHbIN
cnocob unbTpaunm obxoamMTCa HECKOJIbKO TpyaHee, 4eM 6iokupoBaHme no DNS, HO BCce paBHO AOCTaTOYHO
MpocTo.

Bnokuposka no IP-agpecam, TakXxe, Kak 1 6J1okMpoBka Ha 6ase DNS, He TpebytoT BHeapeHus cuctem DPI.

Beb-calThl, KOTOpbIE LesieHanpaB/ieHHO Ny6AKYIOT "3anpeLleHHbl NPaBUTENbLCTBOM KOHTEHT", JIerko
obxoasaT 6n1okmpoBkuM no IP, nameHnB cobCcTBeHHbIN IP-aapec B A-3anncsx DNS. YTo TexHUYeckun nuilb
HEMHOI0 C/IOXKHEee, YeM N3MEHEeHMe JOMEHHOIM0 MMEHMW, HO MPW 3TOM MOJIb30BaTeNN, XKealoLwme NosyynTb
[OCTyn K 3a6710KMpoBaHHbLIM Beb-canTaM, MOryT MCMOMb30BaTb MHOXKECTBO MeTOoA0B 06Xxoaa LeH3ypPHbIX
PUIbTPOB.

CyLiecTByeT BO3MOXXHO NOBbLICUTb 3 eKTUBHOCTbL 6/10KMPOBOK Mo IP-agpecy, n TeM CaMbiM CHOPMUPOBATHL
cuctemy punbTpaunm bonee TpyaHyto onas obxoga - co3gatb huabTpbl, 6/10KMpYOWMeE Lesble guana3oHbl
(6n10okKn) IP, 0oAHAKO 3TO pPe3KO MNOBLILLIAET BEPOATHOCTb Ype3MepHbIX BJIOKNPOBOK.

URL-c¢pmnbTpaums:

BepoATHOCTbL NepebnoKNpoBOK: HU3KaS.
BeposATHOCTb HeQ06/10KMPOBOK: BbICOKaS.
TpebyeMmble BbIYUCINTENbHbIE PECYPChl: cpeaHue.
CTOMMOCTb peLleHNs: BbICOKaS.

Obxoa: cpeaHen CNOXHOCTHU.

Wcnonb3yet DPI: OA.

MeTopn dunbTpauum URL (Uniform Resource Locator - eanHblin ykasaTenb pecypca) ncnono3yet DPI (Deep
Packet Inspection) - TexHonormMio HakKoNNEHNSA CTaTUCTUYECKNX AAHHbIX, MPOBEPKN U (UbTPaLUM CeTeBbIX
MakeToB MO UX COAEPXKNMOMY.

MoCcKoNbKY 3TOT MeToa punbTpaunm 61OKNPYET TONIbKO onpeaenieHHbIn KOHTeHT ¢ URL-agpecamu, a He
uenble Beb-canTbl NNK CepBEPbLI, Kak 1 MeToAabl chunbTpaunm no DNS u IP, To meTon nmeet ropasno 6onee
HU3KYO0 BEPOSATHOCTb CaydYanHoro 610knpoBaHusa. Ho 3To »ke BfieYeT, 4To y MeToda nmeeTcs bonee
BbICOKWI NOTEHUMaNn AN HefAobN0KMPOBOK, MOCKOJIbKY KOHTEHT MOXET ObiTb 4OCTYMNEH Ha OAHOM N TOM Xe
cepBepe noA pa3HbiMu URL-agpecamun. N3meHeHMe nuilb HEBONbLLOW YaCcTN MMEHW CCbINIKN, AenaeT GunbTp
6ecnonesHbiM.

N HY>KHO OTMEeTUTb, YTO MHTEPHET-MOJIb30BaTENIN, KOTOPbIE XOTAT NOJIY4YUTb AOCTYMN K 3ab6/I0OKMPOBAHHOMY
KOHTEHTY - UMEIT MHOXXeCTBO MeTonoB obxopaa, Bkitodasa npokcu, VPN, TOR, Darknet’bl - Bce 3TO Mbl
obcyonm Huxe.

OnHaMuyeckue GJIOKUPOBKM:

BepoaTHOCTb NepebioKMPOBOK: BbiCOKas;
BepoaTHOCTb HeA06/IOKNPOBOK: BbICOKAS;
TpebyeMble BblHUCINTENbHbIE PECYPCHI: 04EHb MHOTO;
CTOMMOCTb peLleHNs: BbICOKas;

Obxon: cpedHen CNOXXHOCTW;

Ncnonb3yeTt DPI: OA.

3TOT MeTo ncnosb3yeTt cuctemy DPI ong 4TeHnsa coaep>Xmmoro rnepefaBaemMbiX JaHHbIX N CPaBHMBAET ero
CO CMVCKOM KJTOYEBbIX CJIOB Uam ¢ obpasuamm nsobpakeHnnm nam supeo (B 3aBMCMMOCTM OT TMNa
COOEPXKMMOro0).

OnHamnyeckme 6N1OKNPOBKM MMEKOT O4eHb BONbLLIYI0 BEPOSTHOCTb Ype3MepHon 6JIOKMPOBKU. B KayecTse
rnpuMepa: Bbl HE MOAYyYNTE [OCTYyNa K, Hanpumep, cantam npo "®opmyny-1", TONbKO NOTOMY, YTO CaMbIii
nonyaspHbIN YEMMNMOH FOHOK HeMel no hamunmm Lymaxep. Unm MHOXXeCTBO CanToB, BKJOYasa Bukmneguio,
roe umeeTcs MeaAnumMHCKasa nHgpopMaumns. Ho npm 3TomM, 3To CoOBEPLUEHHO He n36aBNT BaC OT KOHTEHTa,
HaMMCaHHOIO 330MOBbLIM A3bIKOM MW cneundnyHbIM1U apro - Hefo610KNPOBKK TYT ByAyT O4YeHb
3Ha4YUTENbHbIMN, 0COBEHHO, eC/In aBTOpPbI "HEeXeNnaTeNlbHOro KOHTEHTAa" 3HaT O NOMbITKaxX NX



6/10KMpoBaTh.

Mpwn 3TOM, HY>XHO MOHMMaTb, 4TO 6opbba C Hego610KMPOBKAMU NYTEM PaCLUMPEHNS CMNCKOB KJHOYEBbIX
CNI0B TOJIbKO ycyrybnseT npobnemy c nepebnokmpokamu. Yem 6osblue Bbl fobaBiseTe HOBbIX CJIOB B CTOM-
NINCTLI, TeM 6oNblle BEPOATHOCTb TOro, 4TO Nopg "3anpeT" nonageT BMOJIHE NierasbHbIA, @ UHOrAa gake
MOJSIe€3HbIN KOHTEHT.

N xoTsa npsiMble 3aTpaTbl Ha 06paboTKy (Co3aaHMe N pedakunto) CNMCKOB CPAaBHUTEJIbHO HU3KWU, HO OJ1S
TEXHNYECKON peannsaunm 3Toro metoga TpebyroTCcs orpoMHble pecypchbl Mo BbIYUCANTENbHLIM MOLLHOCTSAM U
MPONYCKHOW CNOCOBHOCTU KaHasIoB. 3TO CBA3aHO C TEM, YTO KaXKAbl MOTOK AaHHbIX B CETU Heob6XxoaMMo
MPOBEPUTL U CPaBHUBATb C KJILOYEBLIMUK CloBaMu U wWabnoHamu. N Tem 6onee Takas cuctema byneT oyeHb
TpeboBaTenbHOW ANS LeH3ypbl M306pakeHnn, BUAEO 1 APYrnX HETeKCToBbIX cooblweHnin. faxe 6e3 yyeTa
wngpoBaHus.

N nonb3oBaTenn no-npexxHemy CMoOryT obonTn hnabTp MHOXKECTBOM Cnocobos.
BNIOKMPOBKM Ha X3W-PYHKUUAX:

BepoaTHOCTb NepebioKMPOBOK: HMU3KAS;
BepoaTHOCTb HeA06/I0KNPOBOK: BbICOKAS;
TpebyeMble BblHUCINTENbHbIE PECYPChI: MHOIO;
CTOMMOCTb peLleHns: BbICOKas;

Obxon: cpeaHen CNOXXHOCTW;

Ncnonb3yeTt DPI: OA.

CyTb MeTOoAa 6N1OKNPOBOK, OCHOBAHHbLIX Ha X3LWaXx - ucrnosb3syemasn DPI-cucteMa ocyLLeCTBASIET MPOBEPKY
COLEP>XMMOr0 MOTOKOB AaHHbIX, X3LWNPYET NX KPUMTOrpachnyeckuMmn xaw-pyHKLNAMN 1 CPaBHUBAET C
n3BecTHom 6a30M AaHHbIX X3LWWeNn, KoTopble Heobxoanmo 3abnoknpoBaTb. [aHHbLIA METOO UMEET HU3KYIO
BEPOSATHOCTb OJ19 Ype3MepHO 6JIOKMPOBKIN (B 3aBMCMMOCTU OT KavyecTBa NMCMNOJIb3yeMbIX X3LW-QPYHKLNRA), HO
O0Y€Hb BbICOKNN NOTeHUMan Ana Hegob10KMPOBOK, MOCKOJIbKY OAHO HEBONbLIOE N3MEHEHNE COAEePKaHUS
rnepefaBaemMol nHhopMaumu, BaeveT 3a cobon N3MeHeHMe X3La W, CiefoBaTefIbHO, KOHTEHT He byaeT
3ab6,10KMpoBaH.

Mpw 3TOM, METOL MMEET OYEeHb BbICOKNE NOTPEOHOCTN B BbIYMC/INTESbHBIX PECYPCaX — BCE MOTOKN AaHHbIX
HeobxoAMMO KOAMPOBATb, @ MOJIyYEHHbIE X3LWN CBEPATb € 6a30i 3ab/I0KMPOBAHHOIO B peXXMMe peasibHOro
BpeMeHN. /1 Hy>XHO MOHNUMaTb, YTO U3LEPXKKMN BbIHNCINTENbHbLIX PEeCypCcoB Ha 06paboTKy X3L-AaHHbIX
TaK>Xe BMoJIHe BECOMbI.

MbpupHblie peweHusa (HanpuMmep Ha ocHoBe IP u hash):

BepoaTHOCTb NepebaoKMPOBOK: HMU3KaS;
BeposATHOCTb HeA06NOKMPOBOK: BbICOKAS;
TpebyeMble BblHMCINTENbHbIE PECYPChI: CPEAHNE;
CTOMMOCTb peLLeHns: BbICOKas;

Obxon: cpedHen CNOXXHOCTW;

Wcnone3syeT DPI: OA.

PasymeeTcs, MOXeT ObITb HallAEH HEKUA KOMMPOMMKCC MeXAY BbICOKOYPOBHEBLIMU U OTHOCUTENBHO
3aTpaTHbIMN B/IOKMPOBKaMUN Ha OCHOBE X3LLEN U HU3KOYPOBHEBLIMU M HEAOPOr MU PeLLIeHNSaMN Mo
dunbTpaunm KoHTeHTa Ha 6a3e IP nam DNS. O6bl4HO, 3TK pelLeHua nogpasyMeBatoT, YTO CyLLecTByeT
HeKui "4yepHbIn cnucok" IP-agpecoB nanm JOMEHHbIX UMEH, 19 KOTOPbIX BKJOYeHa 6/IOKMPOBKa Ha OCHOBe
xella, No3TOMy cucTemMa paboTaeT ToNbKo ANA HeBONbLLOK YacTn nepefaBaeMoro Tpadumka. MNpu aTom,
MeToJ BCE paBHO A0JIKEH UCMOJIb30BaTb "ryboKyo NPoOBEPKY NakeToB".

N B naHHOM ciny4ae HeobxoanMble pecypcbl U 3aTpaTbl Ha 06paboTKy CMMCKOB BECbMa 3HAYUTEbHbI,
BEPOSATHOCTb NepebOKNPOBOK CJ/INLIKOM BbICOKa, @ 06x04 Taknx ubTPOB Ha YPOBHE MOJIb30BaTEJIEN HE
notpebyeTt rnyboKMX 3HAHUN CETEBbIX TEXHOOM NN,

Cnocobbl 06xopa 6,10KMpPOBOK

Bce BblllenepeymncneHHble cnocobbl GPuabTpauUnnm KOHTEHTA U MHTEPHET-UEeH3ypbl 6eCccunsnbHbl, ecnm
rnosib30BaTeNn pewaT 3Th "nperpagb!" 06onTn. CyllecTByeT OrpoMHOE KOJINYEeCTBO MeToa0B 06xoaa
610KNPOBOK, UCMOJIb30BaHME KOTOPLIX 3aBUCUT TOJIbKO OT XXeNaHns 1 KBanudunkaumm rnosb3osaTens.
Mpr4ém 3aMeyeHo, 4To 4YeM bosblue npumeHsieTcst 6/10KMPOBOK, TeM Bonee N30 PEHHBIMU CTAaHOBSATCS
MeToabl nx ob6xona. N Tem bonblie nogen Ha4ynHaeT MU NHTEPECoBaTbCSA U UCMNOJIb30BaTb Ha NMPakKTUKe.

Hanpumep, ona o6xona ¢punbTpoB no DNS npuMeHa0TCS Nosb3oBaTeNbCKME HacTpoiku DNS-cepBepa.



MeTop He TpebyeT HNKAKOro TEXHMYECKOro MacTepCcTBa UK rNyBboKNX 3HaHNI - 4OCTAaTO4YHO "MponuncaTb B
HacTponKax" KoOMMblOTepa U/uan AoMallHero MapwpyTusaTtopa CO6CTBEHHbIN, a HE NPOBaNAEPCKNN, CepBep
DNS, KOTOpbIX B HacTosLWEee BpeMs CyLeCcTBYyeT OrpoMHOe Konm4ecTBo. CaMblie U3BECTHbIE U3 KOTOPbIX -
Tak Ha3biBaeMble, "nybnn4vHbie DNS-cepBepbl" 0T KPYMHENLNX NHTEPHET-KOMMNaHWN

(Hanpumep, AHpekc.DNS, Google nnu Cloud Flare). I ans Toro, 4To6 B [EACTBUTENBHOCTU UCMNOSIb30BaTb
MeTog 610kMpoBok No DNS, Heobxo4MMO NOJIHOLLEHHOE pa3BepThiBaHMEe METOLOB LIEeH3Ypbl, BKJOYas
KapaTefbHble MeToabl.

Mpokcu-cepeepbl, 0C0O6EHHO aHOHUMHbIE (MM AaHOHMMU3UPYIOLLNE), PACMOJIOXKEHHbIE 3a npeaenamu
CTpaHbl, rae yCTaHOBJIEHbI CUCTEMbI (PUSIbTPALIUN, O4EHDb MPOCTbI B NCMOJIb30BaHUKN A1 o6xona nodbix
LLeH3ypUpyroLWmMx cuctem. [ina Toro, 4Tobbl Ha4aTb MOJSIb30BaTbCSA MPOKCU-CEPBEPOM AOCTAaTOYHO HEMHOIO
W3MEHWUTb HAaCTPOWKN B CBOEN onepaLMoHHON CUCTEME NN CKOPPEKTMPOBATb HacTponkn bpay3sepa. He
MeHee TPUBMNaJIbHO MOXXHO YCTaHOBUTb CneunabHbll NnarnH (oononHeHmne) gna 6paysepa n MCnosab3oBaTb
ero npu HeobxogmmocTu. Mpu 3TOM, MOXXHO 3ab10KMPOBaTb CaMun NMPOKCU-CEPBEPDI (MOCPenCTBOM
6710KNPOBKU, HanpmuMep, COOTBETCTBYOLWMX IP-aapecoB), 04HAaKO UX KOJIMYECTBO MO BCEMY MUPY CTOJb
BEJINKO, YTO (PU3NYECKN HEBO3MOXXHO He TOJIbKO 3ab/I0KMpPOBaTb NX, HO 1 MPOCTO BbISIBUTb.

BuptyanbHbie YacTHble ceTu / VPN (B ToMm 4yucne, VPN "gna 6egHbix", Hanpumep, SSH-TyHHenn) - ong
HaCTPONKWM 3TON cncTeMbl 06xona 610KMpoBOK TpebyeTca HECKObKO Boblle TEXHUYECKUX 3HAHUN 1
MacTepcCTBa, YeM eCTb Y CpeHecTaTUCTUYeCKOro nosb3oBaTtend. OQHaKo, CyWeCcTBYyeT LUesbll CEKTOP yCnyr
KoMMepyecknx VPN-cepBmncoBs, B TOM 4ucsne 1 anga uenen obxona 61oknposok. N cnenoyeT oroBopmTbLCS, HTO
VPN-cepBucebl coBcem He 0b653aTesibHO CO34aHbl UMEHHO OJ19 aHTULLEH3YPHbIX Lefen. Yale Bcero, nx
CO3JaloT Kopropauum n komnaHum ana obecnedyeHna 6esonacHoOro [OCTyna K BHYTPEHHUM pecypcam n/mnum
obecnevyeHunss HpopMaumMoHHOM 6e30MacHOCTU.

Bnokunposka Bcero Tpadmka VPN/SSH noTeHUManbHO BO3MOXHa, HO TpebyeT yCcTaHOBKM MoLHenwmnx DPI-
cuctem. Kpome toro, n VPN, n Tem 6onee SSH, noBCeEMECTHO NCMOJIb3yeTCS B YNCTO OESI0BbIX Lensax
OFPOMHbBIM KOJINYECTBOM JIIOAEN U, 4TO 0COHBEHHO Ba)KHO, Pa3/IMYHLIMU YCTPOMCTBAMM, KOTOPbIM Heobxoanm
yOaNEéHHbIN OOCTYM K pa3/iMyHbIM KOPMopaTUBHbIMU pecypcaM. Hanpumep, 310 MoryT 6biTb 6aHKOMaThI,
TepMunHasbl onsaThl B MarasvHax nam saobble gpyrme rnpomsbllieHHble yCTPONCTBa. U fa)ke TpaHCNopTHble
cpencTBa. 3abnokumposas Becb VPN-TpadumK, LeH3ypa pUMCKYeT 0CTaBUTb CTpaHy Boobuwie 6e3 3KOHOMUKW.

TOR, naun Onion Router nnm "nykosmyHaa MmapwpyTunsaumnsa". O4eHb achdpekTuBHbIN cnocob obxona Boobuie
NoObIX LEH3YPHbIX CUCTeM. HoO OCHOBHOW ero HeoCTaTOK - OTHOCUTENIbHO MefsieHHasa paboTa CeTu. TOR
O4YeHb MPOCTO HACTPOUTb - NOJIb30BATENN MOFYT NPOCTO 3arpy3nTb NakeT_TOR Browser Bundle n nonyunTb
noctyn B IHTepHeT. NoCcKoNbKYy 3TO NporpamMMHoe obecneyeHne cneunanbHo paspabaTbiBanochb Ans
obxopna 610KNPOBOK 1 AS1IS aHOHMMM3aLWM MOSb30BaTeNen, ero NoYTU HEBO3MOXXHO 3ab10KMpPOBaTh.
Tpaduk TOR gnsa nobbix cuctem "rnyboKon MHCNeKUnn nakeToB" BbIFIAANT Kak 0ObIYHENLWWIA (BaHWJIbHbIN)
Tpaduk HTTPS, KoTopbIM Nosib3oBaTennm obMeHnBatoTCa Mexxay cobon. Kpome Toro, ncnonb3yoTcs
BCEBO3MOXXHble MeTOLbl MAaCKMPOBKU Tpaduka 1 "3anyTeiBaHMe MaplwpyTusauun”. B ntore, TOR npekpacHo
paboTaeT ga)ke B CTPaHax C arpecCcMBHOM MOJIMTUKON NMHTEPHET-LEH3YpPbl, TakKuX Kak Kutan, MpaH nan
naxe KHIOP. 9TOT MHCTPYMEHT MokKa ABJISIETCA CaMbiM HafeXHbIM cnocobom obxofa sobbix TEXHNYECKNX
6710KNPOBOK.

N HW 0QHO N3 pelleHnii Mo NHTepHeT-hubTpaUnm He MoXXeT 6J10KMPOBaTb KOHTEHT B Tak

Ha3blBaeMblx Darknets - BUpTyasibHbIX YaCTHbIX CETAX, COEANHEHNS B KOTOPbIX YCTaHaB/IMBAOTCS TOJIbKO
MeXAy OOBEPEHHbIMU NUpaMn, NHOMAa UMEHYIWMMNCS Kak "apy3ba’. MpuyeM, ons opraHmsaunm Takmux
ceTel UCNoMb3ylTCS BECbMa HECTaHAapPTHbIE N faXKe HETPMBUAIbHbIE MPOTOKOJbI OpraHmM3aumn cesa3n. Ons
CO34aHUA TaKNX CETEN NCMOJb3YIOT BECb AOCTYMHbIN MHCTPYMEHTapPU aHOHUMKU3aUUK, LN POBAHNSA U
cneumanm3npoBaHHOro nporpamMmMHoro obecneyeHus (Hanpumep, TOR, 12P, FreeNet). Mpu 3ToMm
rapaHTMpPYyeTCs BbiCOKas YCTONYMBOCTb K LLleH3ype NoCcpeACTBOM TEXHUYECKOW OpraHn3aumnm cammx ceTen.

EOMHCTBEHHBbIM HEAOCTATKOM MCMNOJIb30BaHNA "OapKHETOB" ABNSAETCSA X HMU3Kasi MPONYyCKHas CNOCOBHOCTD,
MPONCXoasilast U3 apXUTEKTYPHO-TEXHNYECKNX 0COBEHHOCTEN OpraHn3aumnm Taknx ceTen.

Ha camom nene, pa3BépTbiBaHWE CUCTEM NHTEPHET-(pUbTpaLnm noaTaskmBaeT NoTEHLMANTBHO
MOALEH3YPHbIN KOHTEHT yxoay B TOR 1 "gnapkHeTbl". Ha Takon KOHTEHT yCTaHaBAMBAKOT aTpuUbyThl
MPUBATHOCTN B COLMASIbHbBIX CETAX UM UCMNOJIb3YIOT MaKCUMalbHO AOCTYMNHbIe HACTPONKK LLN(POBaHNSA B
MecceHO)Xepax. B ntore, Bce 3T0 TONIbKO YCNOXXHSAET cOOp AOKa3aTeNbCTB NPaBOOXPaHNTESIbHbIMU
OpraHaMu 1 CKpbiBaeT NPOTMBOMpPABHLIE ENCTBUSA B MHTEPHETE. TOT acnekT byaeT packpbIT fasiee B
pa3snene "punocoPCKNX aprymeHToB".

0co60 Hy>XHO OTMETUTbL BCe Boslee WNPOKOE NCMOJIb30BaHE NPOTOKOIOB LundpoBanuusa TLS/SSL,
KOTOpble COBCEM He 0b6s3aTesIbHO ABAAITCA MHCTPYMeHTOM obxona 610kmMpoBok. Ho chunbTpaunsa
KOHTEHTa, NepenaBaeMoro B 3allMppoBaHHOM BUAE, HEBO3MOXXHa arnpuopun. Jliobble cuctemol DPI moryT
TOJIbKO onpenennTb "HanpaBneHne Tpadumka" - IP-agpec Uan Bbl4IE€HUTb JOMEH HAa3HAa4YeHUs Yyepes
MexaHun3M Server Name Indication (SNI). To ecTb, t06as U3 CyLLeCTBYIOLLNX Ha CerogHa CUCTEMa
6710KNPOBOK MOXKET TOJIbKO onpenennTb "Kyaa" (K KakoMy pecypcy) obpalliaeTcs Nnosib3oBaTeNb, YTO
henaeT HEBO3MOXKHbIM 4YacTUYHYI0 BIOKMPOBKY pecypca - TOJIbKO LIeJINKOM.
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MpoTokonbl TLS/SSL obecrne4vynBatoT CKBO3HYIO LUNGPALIMIO BCEr0 NOTOKA AaHHbIX MeXAy "MCTOYHUKOM" U
"KNMeHTOM" 1N NnepBoHayvyasIbHO Takon cnocob CBA3M 3aOyMbIBaJICA A9 OpraHu3aumm 6e3omnacHbIX
coeanHeHnn ¢ 6aHKOBCKUMU CUCTEMAMUN U CanTaMun 3IeEKTPOHHON KoMMepuun. OgHaKo, B HacTosLLee BpeMs
KOJIN4ECTBO MHTEPHET-PECYPCOB, UCMOJb3YOWMX SSL-LundpoBaHMe, NPEBLICUIIO YNCN0 "0ObIYHbIX
WHTEepHeT-pecypcoB"”, BKOYas, HanpuMmep, CEPBUCHI IJIEKTPOHHON NOYTbI MW CouManbHble ceTU. OTANYUTD
CaNT, NCNOJIb3YIOLWNIA CepTUPUKAT WNGPOBaHMNA OT "0bbIYHOIro canTa" MOXKHO MO 3e/IeHOMY 3Ha4dKy
"3almMLeHo0" B CTpoke Bpay3epa nam rno ucrnosb3oBaHUo cnmBosioB https:// BMecTo http:// B agpecHomn
CTpoOKe.

B obuwem o6béme Tpaduka, npoTokon https (nnm 443 nopt B TCP/IP coeAMHEHUSIX) CerogHs 3aHMMaeT
6os1ee NosIOBMHLI N 00N WUEPPOBAaHHOIMO TpadrkKa MOCTOAHHO pacTeT.

MNMocne pa3BEpPTbIBaHWS LLEH3YPHOro pelieHns Ha ocHoBe DPI, 3a6n10KnpoBaHHbIe NOJIb30BaTENN U/WUN
cepBuCbl By AyT MOCTEMNEHHO N eCTECTBEHHO CTPEMUTBLCSA K MPOCTOMY, HO 04e€Hb 3h(PEKTUBHOMY PELLEHUIO.
9To 03HayvaeT, 4To ntobas DPI-cuctema 610knpoBoK AoskHa obpabaTeiBaTh TLS/SSL coeanHeHus. N ato
BO3MOXKHO cAeflaTb TONbKO AByMSA cnocobamu:

® MOJIHOCTbIO 3a6N10KNpPOBaTL NCMONbL30BaHMe SSL;
® BbLIMOJIHUTL aTaky "4yenoBek-e-cepegnHe" (v MiTM) Ha 3alIndpOBaHHbIE MOTOKU AAHHbIX.

Mpn 3TOM, HY>KHO y4ecTb, 4TO 6J10KMPOBKaA PecypcoB, NCNOJb3yoWNX SSL-wndpoBaHmne, He MOXeT CTaTb
XKeCTKOM - NyCTb 6bl faxke n TLS/SSL-coeanHeHNa TeXHNYECKN JOBOJIbHO JIerKo OTUIbTPOBLIBAOTCH.
MpunyrHa HEBO3MOXKHOCTU 3ab/10KMpoBaTh WKNpOBaHME NPOCTa: ncnosib3oBaHme TLS/SSL B npuHumvne
ABNSETCA AONYCTUMbIM, 32aKOHHbBIM 1 4aCTO NCMNoJib3yeMbiM criocobom obecneyeHns NHPOPMaLMOHHON
6e3onacHoCTK noJsib3oBaTesien, 0COOEHHO B SleralbHOM KOPropaTMBHOM cekTope (1M 0cobeHHO B 6aHKOBCKNX
1 pnHaHCOBbLIX CTPYKTYypax). NonHasa 6noknpoBka NtobbiX anropmTMoB WNGPPOBAHNA HE MOXET BbiTb
XKN3HEeCNoCObHbIM peLleHNEM - 3TO BbI30BET BO3MYLLEHNE NOJIb30BaTEsIEN, KOMMaHMN No 6e30MacHOCTM K
0Ccob6eHHO (hMHaHCOBLIN CEKTOP.

YTo KacaeTcs UCNosb30BaHUA ((haKTUYECKU, XaKepCKoN NPakTUKN) aTakun "4yenosek nocepenunHe" (MiTM), To
9TO 03Ha4aeT cnocob nonyyeHns WNGPOBaAHHOIO MNOTOKa AaHHbIX, €ro AelWwnpoBKY N NPOBEPKY
CoOep>XMMOro. 3aTeM ciiegyeT NOBTOPHOE WN(poBaHMe N OTNpPaBKa AaHHbLIX N0 Ha3HavyeHuo. U
npeanoYTUTENbHO caeNaTh 3TO Tak, 4TObbl HN KIMEHT, HU cepBep He 0bHapy>Xna BTOP>KEHUS.
MNMoTeHuManbHO, NPY NPaBWUJIbHO CO34aHHbIX U NOAMUCAHHbLIX CEpTUdGMNKaTaX, TaKoe peLleHne MoXeT bbITb
>KN3HEeCNoCcobHbIM, eCn BCS LieH3YypHasa cuctema, Bktovasa obopyanosaHue, byoeT nMeTb cneumnabHbIN
undpoBon cepTudunkaT, gonycKalowmin NnogobHble NPaKTUKN.

YTo He ABNseTCs 0AHO3HAa4YHO 6e30MmacHbIM.

OTMeYeHbl cnyyaun, Korga nerajibHble MiTM-cepTudurKaTbl yTeKaam n3 CKOMNPOMeTUPOBaHHbIX LLEHTPOB
cepTndrKaumm (MM KOPHEBBIX LLEHTPOB CepTUdUKaLINM) N UCNOJIb30BaINCh PENPECCUBHBIMU PEXUMaMU
Ansa atak MITM Ha TLS/SSL. 3pecb cnepyeT nNpuMBecTu NpuMep rossiaHackon Kopropauuun DigiNotar,
KOoTOopas nonbiTanacb NpoBepHyTb NogobHoe B nHTepecax MipaHckoro npasuTenbCcTBa (noapobHee Ha
QHINMNCKOM - uctopusa 2011 ropa).

N3BeCTHbI cly4an Ucnonb3oBaHmnsa MiTM-cepTUUKATOB B HEKOTOPLIX LLEH3YPHbIX CUCTEMaX - cy4val C
noanesnkon ceptndmnkatToB Google ot Toro »xe DigNotar 10OBOIbHO OO0 MyCCUMPOBaAJICA B npecce. Ho
HY>XHO OTMETUTb, Y4TO NMNOoAoBHbIE C/ly4an 0Y4EHb MJIOXO OTPa)KaloTcsa Ha busHece NpPomn3BoANTENEN U
onepaTopoB NogobHbix cuctem. DigNotar 6b11 06aHKpoYeH, NapTHEPbLlI TaKOro yA0CTOBEPSAIOLLEro LeHTpa
rnoHecnun ybbITKN (MHOr4a HECOBMECTUMbIE C AaJIbHENLLINM BeJeHNneM OeATesIbHOCTH).

IOpyras ctopoHa Bonpoca: peanmsauma MiTM-aTakm Ha TLS/SSL-coeanHeHMS - BeCbMa pecypcoemMKas
onepauus. NpeacrtaebTe, YHTO BAM HY>KHO HE TONIbKO OTPUNLTPOBATL KOHTEHT, HO U MO Ka)KaoMy
coeMHeHNI0 COBEPLWUNTb, Kak MUHMMYM ABe onepauun gewmppoBaHna-LLINGPOBaHNSA, MOTOM YMHOXbTE
KOJZIM4eCTBO onepauunn Ha KonnmyecTtso SSL-noToka. U ¢ y4eToM, 4TO OAMH NOJIb30BaTESlb O4HOBPEMEHHO
MO>XET YCTaHaB/MBaTb AECATKN TaKUX CECCUIA, Y Bac nony4vaTcsa TpeboBaHUA HECOBMECTUMbIE C
HOPMaJIbHOW OeATesIbHOCTbIO MHTepHeT-NpoBangepa. ObopynoBaHus No puabTpaunum 6yaeTt cuisbHO
6onblie, 4em obopynoBaHMA s "NPOCTo Nnepedadn faHHbIX". 3TO AOBOJILHO 4OPOro.

OOHako cyLllecTByeT Apyron, ropa3no 6osee BeCoMbili apryMeHT. IcmosIHEHNE aTakuy "4enoBek
nocepeguHe" ewe 6onee HaBsA34MBO 1 eule 6osblue HapywaeT 6a30Bble NpaBa Yesi0BeKa Ha TalHy CBA3M,
4yeM ncnosib3oBaHme DPIl. 3T0 co3HaTEsIbHbIN aKT HapyLLUeHNs TalHbl CBA3U 1 MO CyTW - B3J1IOM abOHEHTCKNX
OaHHbIX. Jllobble NnepenaBaeMble MO UHTEPHET CBEAEHUS CTAHOBATCA He3alULeHHbIMU U Hebe3onacHbIMK
rno onpegesieHunto. NMpnyem, CyLLLeCTBYET HE TaK Y>K M MHOI0 CTOJIb BpakaebHbix undposoMy npaBy
3aKOHOOaTesIbHbIX MHULNATUB, KOTOPbIE NPaBUTENLCTBO MOXKET HaBA3aTb CBOUM rpakgaHam. MiTM-aTaka,
noXkanymn, camas BpakaebHasa nHMumnaTuea.

MpuMmeHeHne MITM gnsa BCcex NOOKIIOYEHUN B CETU - PE3KO CHUXKAET YPOBEHb AOBEPUSA K TaKOMy TUMy
KOMMYHWKaL WA B LesIoM. YTO NpnBOAUT K TOMY, YTO Frpa>kgaHe He foBepstoT 6aHKOBCKMM, PMHAHCOBLIM U
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KOMMEpPYEeCKMM CcalriTaM 1 BoobLLe KO BCeEM carTaM, ncnosb3ytowmm TLS/SSL, 4To BNEYET K TOMY, YTO
noapbiBaeTcsa Boobuie nosepure K "UnppoBon 3KOHOMMKE". Hy, MOTOMY 4YTO €C/inm rocyaapCcTBO, KOTOPOE He
ABNAETCHA CaMblM UHHOBALMOHHBLIM Y4aCTHUKOM UHTEPHET-3KOHOMUKN, MOXKET NPOBOAMTL NOLO06HYI0
MONNTUKY, TO Y>X Bonlee NpoaBMHYTbIE TEXHONOrMYECKNE KoMNaHnm Tem Bonee MoryT aenaTb 4TO YrogHO C
BalUMMWN OAHHBLIMU. I HNKTO He MOopyyYnTCA, 4TO AaHHble He NoNnaAyT B PYKU OTKPOBEHHbIX MOLLIEeHHWUKOB.

NHTepHeT, Nnpn MmaccoBoM BHeapeHun MiTM n DPI, nepecTaéT 6biTb 6€30nacHOn OBEepeHHON Cpenon. ITo
aKCMOMaTUYeCKOoe yTBEPXKAEHME,

W B 3akntodeHne pasgena - MiTM-aTaka TEXHONIOrMYECKN HE MOXXET NPOAO0/HKaTbCs AOCTAaTOYHO OO0 U
6yneT paHo uan no3nHo obHapy>xeHa. Mpn HaAnYMnM MHOXXeCTBa Cy6bEKTOB KOMMYHUKaLMA N KOPHEBbIX
CepTUPMUMPYIOLLMX LEHTPOB, PaHO UK NO34HO NoAMEHa cepTudmkaToB byneT obHapy>xeHa 1 bpelb B
6e3onacHocTu byneT onybnmkoBaHa. PazymeeTcs, 4To nogaenbHbid cepTugukaTt byneT oTo3BaH
BragenbueM (0cobeHHo, ecnu peyvb UaeT 0 MeXxayHapoaHoM obMeHe gaHHbIMKU) N MiTM-aTaka nepecTtaHeT
paboTtaTb. MpnyéM, Takol 0T3bIB ByaeT nMeTb NobOoYHbIN 3hEKT B BUAE LLEMHON peakLumn OTKIYEHNS
BCEX CAaWTOB 1 web-cucTtem oT BCex NOAKJOYEHN K CKOMMPOMETUPOBAHHbBIM yAOCTOBEPAIOLLMM LLEHTPaM.
MponsBoagnTenn NporpaMMHOro obecrneyeHns, KOTopble LOPOXKAT CBOEW penyTaunein, Takxxe OTKYaT
nogaepXKy cepTudmnkKaToB Takoro "yaoctosepstowero LueHTpa". lNosnb3oBaTenm e yBUaAaT, 4To "AaHHbIN
cepTndukaT HegencTeutTeneH" n coobuieHne ob owmnbke. MIMeHHO Tak BCE M MPOU30LLJIO CO CKaHAanoM C
DigNotar.

HWKTO He xo4eT nMeTb fesl C MOLLEHHUKaMMU, nyCTb Obl faxke n npaBnTenbCTBEHHLIMA.

Mpononxenue cnepyet. Morosopum 06 5KOHOMUYECKUX U 3MOLUMOHAJIbHbLIX KOHTPaprymeHTax
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