YepHasa ablpa KPpUTUHECKON UHPPACTPYKTYPLI

Ewe B 2016-oM roay, B Hossbpe, MMHKOMCBSA3M Bblganun B Nyb6anyHoe obcyxaeHne 3akoHonpoekT "06
obecnevyeHNn yCTOMYNBOCTU POCCUNCKOro cermeHTa cetn "MHTepHeT"". C TeX NOp 3aKOHOMPOEKT TaK N He
CTajl 3aKOHOM, YTO OO0BOJIbHO pelKui caydanr, Hago oTMeTUTb. OBbIYHO 3aKOHbI PErYJIMPOBAHNSA MHTEpPHETa,
HanpasJ/ieHHble Ha "KOHTPOJIb Yepes 3anpelleHne”, NPUHUMATCA 3aKOHOTBOPLLAMIN C pafocThio. N1 nHoraa
nepexoasien B oBaLum.

~

-

Ho He B 3TOM c/ily4vae.

3aKOHOMNPOEKTY Ha pecypce "obcyxaeHns" (KaBblYKKM - MOTOMY YTO HMKOrAa HUKaKux obCcy>XoeHnn Ha 3ToM
pecypce He 6b110) regulation.gov.ru 661710 BbiaHO pe3Ko oTpuLaTesIbHOE 3aktodeHme. MNMpuyem,
3aKsoyeHme 6bIn0 faHo axk Yyepes uesbin rod. Jata OKOHYaHMa NyBnanYHbIX KOHCYNbTaumn 3 Hos6ps 2017
r.

MNoapobHOCTU N ToYHbIE hOPMYMPOBKN NPOEKTa AOCTYMHbI BOT 34€eCh:
http://requlation.gov.ru/projects#npa=71277. A cobcTBeHHO 0bbsABNeHNEe 0 paboTe oT MMHKOMCBS3U - BOT

3peck: http://minsvyaz.ru/ru/events/36040/

Mo cytn, MKC xoTenu co3gaTh HEKYIO TOCYAAPCTBEHHYIO (TMNOTEeTUYECKY0) MHPOPMALIMOHHYIO CUCTEMY,
KOoTopas ynpaeasaa bbl "KpuTnyeckon nHOpacTpykTypon cetun "NHTepHeT"". Te, KTO Ha CaMOM aerne
MOHMMAET, KaK PYHKLMOHUPYET UHTEPHET, OblIN, KOHEYHO, MOPa)KeHbl OTTOYEHHbLIMU (HOPMYIMPOBKAMMU
npo "o0cobeHHOCTN peryinpoBaHns KJKOYEBbIX 3/1EMEHTOB" N ONMcaHneM "0b6593aHHOCTEN OonepaTopOB CBSA3U
B YaCTN TeXHNYeCKnx TpeboBaHN K opraHM3aunum JMHUIA Nnepefadn faHHbIX". bbls1o 3agyMaHo, 4To
3aKOHOMPOEKT 3aTPOHET BOMPOC OpraHM3aumnm Todek obmeHa TpahukKoM 1 Mponycka Tpaurka Ha
Tepputopun Poccuun, n onpenennT NopsaaoK ero opraHusauun.,

Bbioep)xka 13 3ako4eHnss MMH3KOHOMpPa3BUTUSA, Fae MMeeTCs LesiblX WeCTb MYHKTOB BO3pa>KeHns, HO
BblAEe/ MM TOJIbKO OONH CaMbIiA I'IepBbIIZ MYHKT:

1.1. B npoeKkTe akTa cogep>xatcsi TpeboBaHUs K oriepaTopamM CBs3U M0 NOAK/IOYEHNIO NUCT0JIb3YEMbIX UMM
ceTeni CBA3M K ToYKaM obMmeHa TpagmkoM Ha TeppuTopumn Poccurickon ®@egepaumnmn, KOTOPbIE BK/IIOYEHbI B
peecTp B cocTaBe ['ocyaapCTBEHHON MHMOPMaLIMOHHON CUCTEMbI 0becrneqyeHns Le/I0OCTHOCTU, YCTONYUBOCTU
yHKLUNOHMPOBaHNA n 6€30rnacHOCTH MHHOPMaLMOHHO-KOMMYHUKaLUNOHHOW ceTu IHTepHeT B Poccuvickon
Qenepaunn (ganee - N'MC "UHTepHeT"). YKa3zaHHoe TpeboBaHWE MoJIHOCTbIO PEGHOPMUPYET AENCTBYHOLLYIO
JAeUeHTpan30BaHHyO Moae b NMPorycka Tpagpurka B CTOPOHY XECTKO LIeHTPasIM30BaHHOM, 4YTO MOXeT
npmMBeCTN K HEBO3MOXXHOCTH BbibOpa KOPOTKUX ONTUMaJslbHbiX CriocoboB MapLupyTu3laumy Tpagumka v
JOMOJIHNTEILHOW CyLLECTBEHHOU (YMHAHCOBOW Harpy3Ke Ha y4aCTHUKOB pbIHKa M3-3a HeobxoanmMocTu
nporycka Tpagpuka no yaimHeHHOMY MapLUpyTy.

Kpome Toro, ognHakoBas TOroJ0rns ceTen nepenayv AaHHbIX Y MHOMMX onepaTopoB CBA3N U aHaslorndHble
npucoenunHeHus 45 obmMeHa Tpagrkom B TO4YKax obMeHa TpahmKoM, 3aipukcnupoBaHHbIX B TNC
"IHTepHeT", BCex ornepaTtopoB CBA3M COAEP)KAT PUCK HEYCTONYNBOCTU (PYHKLIMOHUPOBaHNS CETEV CBS3N
MMEHHO 13-3a Y3J10B e ANHOW LeHTpan3aumnm, KOTopble NpeacTaB/isaoTcs bosaee npeanoYyTUTeIbHO LETbIO
AJ18 XaKepPCKuxX atak v Apyrux criocobosB Bo34eViCTBUSA, N CTaBAT o4 Bornpoc obecriedyeHune obuyen
Knbepbe3onacHoCcTH.

B 0buwiem, 3aKOHOMPOEKT 6bl/1 OTKJIOHEH.
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Ho Ha oHAX MHe B pyKU rnonasj KycCoK BOT TakKOro AOKyMeHTa:

OoKyMeHT noAnucaH 3aMmecTtuTesieM pykosoauTens PockoMHaa3opa OsieroM MBaHOBBIM. 3a 0OCTOBEPHOCTL
N peasibHOCTb AOKYMEHTa MOPYYUTLCA f JIMYHO He MOry - OH 6bl1 NoJslyyYeH 13 "aHOHUMHbIX UCTOYHUKOB B
Tenerpame". Ho BbIrNSANT O4EHb MOXOXKE Ha HaCcTOoAWMN NPOTOKO. BCE, 4TO O [OKYMEHTE U3BECTHO, TO
3TO TO, YTO OH gaTupoBaH 25 aHBapa 2018 rona v Homep y Hero "5-np".

Mpolwy 0TMeTUTb PaKT, 4TO 3TO BHYTPEHHUI NPOTOKON coBellaHna PockoMHaa3opa. A PKH !=
MWHKOMCBSA3M, NO 3aBEPEHMNI0O HEKOTOPbLIX COTPYOHUKOB MMHKOMCBA3KN. XOTA, Ha ouuymanbHOM cante MKC
PockoMHapf3op, Hapsaay ¢ PoccBA3bio 1 PocnevyaTblo yKasaH B pa3fesie "noaBeJOMCTBEHHbIE opraHbl”.
O4yeHb TpyAHO TaM pa3obpaTbCsA, 0COBEHHO KOrAa MUHUCTP MOYTU He 3aMeTeH Ha (hOHE TaKUX SMNYHbIX
JINYHOCTEN, Kak XKapoB.

Y10 13 3TOro "MpPoTOKOAA" MOXXHO MNOHATL. MNonNpobyto N3N10XXMTb NOCNEe0BaATESNbHO:

1. HecMOTp#Aa Ha TO, 4TO 3aKOHOMNPOEKT 6bin OTKNOHEH, POCKOMHaA30p nNpoaoskaeT "konaTb". OTMETUM
akT, 4To PocTenekomM He 06543aH BbINONHATL YKasaHun PKH, ecnu TpeboBaHna He NnoaKpenseHbl
3aKoHopaTesibHoM 6a30i. HaCKOIbKO MHE N3BECTHO, HUKaKKX "peecTpoB MapLUpyTHO-aApecHoMn
nHgopmauum (MAN) UC "HTepHeT" He cywecTByeT. Ho PocTenekom B npouecce y4acTByeT.

2. PockoMHapA3op, noa4ynmHeHHbin emy ®IYM "rPLUY" n1 coBmecTHO ¢ hopMasibHO HE MOAYUHEHHbBIM UM
PocTenekom gorosapmealoTca 0 "TexHu4yeckmnx nogxonax" no peanmsauunm "peectpa MAN". N yxe
[aXKe COorjlacyloT Kakue-To KOHKPEeTHbIe TeXHNYeCKne napameTpbl U agpecaumnio.

3. B cucteme MAU cywecTByeT noacncTtema € KogosbiM HasBaHuneM Blackhole. 13 TekcTa cTaHoBUTCA
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MOHATHbLIM, 4TO "MnogcucrtemMa" NnpefgHasHadyeHa Ana opraHusaumm 610kMpoBok IP-agpecos no
npoTokosny BGP.

KopoTkuin BeiBoA 13 3TOoro: PKH rotoBut o4yepenHon cnocob 6710KMpoBOK "HEYrofHOro KoHTeHTa". U
MiaaHMpyeT NPoBeCTU "ncnbiTaHNA" Ha ByKBaJIbHO XXUBbIX JOAAX "B 3aKPbITOM peXXMMe Ha OrpaHNYEHHOM
cermMeHTe ceTu Poctenekoma". Ha ckonbko 0o6poBOJIbHO B 3TOM "UCMbITaHMKN" y4acTByeT PoCTenekoMm - 13
JOOKYMeHTa He 04eHb ACHO. Ho yyacTByeT.

A NMOCKOJIbKY HapyLLeHne CBA3HOCTU Ha YpoBHe 6a30BbIX MPOTOKOJIOB MApLLUPYTU3aLIUN MOXKET NoBJieYb
HapylleHne PyHKUNOHUPOBaHUA NHTepHET BoobLLE, TO MOXXKHO NPeanosioxXnTb, 4TO B BanxKailiee BpeMs Ha
ceTsx PocTenekoma bynyT TexHu4yeckune npobnemsl.

HNaBanTe nonpobyem pa3zobpaTbCs, 4HTO U KaK MOXXHO 3abN10KMpoBaTh.

Oy4yeBnAHO, peyvb et o TexHonorum, onncaHHom B REC 7999 nop HaseaHmeM BLACKHOLE Community. RFC
6611 HanucaH ewe B 2016-oM nHxeHepamn n3 DE-CIX n3 ®paHkdypTa, FepmaHmsa. Y HUX yKe L0BOJIEHO
0aBHO [la)Ke TaKas ycslyra eCTb, KOTopas Tak 1 Ha3biBaeTcs Blackholing.

CyTb CBOANTCSA K 4OCTATOYHO NPOCTON WTYKe - BGP-MapwpyTunsauun "BpeaHoro tpaguka" s "drop".

Heobxo0aMMoCTb CUCTEMbI OMNOBELLEHNSA BCEX aBTOHOMHbIX CUCTEM (peers) roBOpUT O TOM, 4TO Ha KakKOW-TO
KOHKPETHbIN IP-agpec MapwpyTmn3npoBaTb TPahuk He Hy>XHO. CobcTBEHHO, "BpeaHbIM TpahukoM" npu
pa3paboTke MexaHMU3Ma, NN TOYHEe CKa3aTb MeToha, cHuTaeTcs Tpadumk npm DDoS-aTakax.

N neicTBMTENbHO, eC/I KaKoW-TO MHTEPHET-XoCT npu DDOS aTake NpoCTO OTK/OYNTL OT UHTEpPHEeTa, TO 3TO
cob6CTBEHHO TO, Yero pnobusascs 3104€el NpU opraHn3aumMm aTaku. To ecTb HeAOCTYNMHOCTb HEKOTOPOT O
y3na.

Mpwn 3TOM, ecnn aTaka OeNCTBUTENbLHO "pacnpeneneHHas" (cnoso Distributed B abbpeBunaTtype Kak b6bl
HaMeKaeT), TO BbISBUTb UCTOYHMK BPEOOHOCHOI0 Tpadmka hakTUYeCKM HEBO3MOXXHO. HO MOXKHO BbISIBUTb,
W1 3apaHee onpenennTb AOBOJIbHO 6e30onacHblie MapwpyTbl. YTo, cobcTBeHHO, RFC-7999 1 onunckiBaeT.

Ho pna Toro, 4Tobbl pa3gaTbe BCEM aBTOHOMHbBIM CUCTEMaM afpec XO0CTa, M0 KOTOPbIM HY>KHO AponaTbh
nakeTbl, HeobxoAnMa Kakas-To MHOPMaLMOHHas cucTeMa, nepegaroLlas HY>KHY0 NHdopmauuio. To ecTb,
IP-agpec cucteMbl, HaxogoaWMNCA Nof aTakon. N nepenasaTb 3Ty MHHMOPMALMIO HY>XXHO JOCTaTOYHO
onepaTMBHO M B TaKON NOC/AeA0BaTeNbHOCTU: BbISBUAN aTaKy -> onpenesiniam rnaBHble UCTOYHUKN BpeOHbIX
nakeToB -> nepepfanan AS LeneBorn XoCT AN nepefadu Tpaduka B "yepHyto oblpy". ATaka npekpaTuiach

- TYT )Ke BCE aBTOHOMHbIE CUCTEMbI OMOBELLATCHA O TOM, YTO cOpacbiBaTb NaKeTbl HE HY>KHO.

[ocTaTo4HO NPOCTO HanmncaTb oAnH ab3al "BUAeHNA CMCTeMbI", HO BOT peann3oBaTb Takylo CUCTEMY
ropaspno cnoxkHee. MoToMy 4TO OS5 peanmsaunm Takon cxeMbl HaMm ByAeT HY>XKHO, BO-MEpPBbIX,
COOTBETCTBYHOLee 06opyaoBaHME C MOAAEP>KKOW 3TOr0 MexXaHM3Ma, a. BO-BTOpbIX, obpas BonS
y4yacTHUKOB obMeHa Tpadunkom, kotopble 66l BHE3AMHO cornacunucek 6bl, 4T06 nx MapLipyTamm ynpasnsn
KTO-TO APYrown.

MyHKT "BO-BTOPbLIX" Mbl OCTaBMM Ha CNlafgKoe, a BOT Mo NepBoMYy - pelleHne ecTb. Ha3biBaeTcsa BGP
Communities.

Ons HeMH>XeHepHOro YyntaTens nonpobyto 06BbLACHUTbL Ha KAPTUHKaX, KOTOpble HeEBO3OpPaHHO B3AThI C CaliTa
DE-CIX:

.
a1
” Q-/

Ha KapTuHKe BblWwe - 06bl4HOE COCTOSIHME aBTOHOMHbIX CUCTEM, KOTOpble BXOAAT B "coobuiecTso"
(Communities) no obMeHy Tpadmkom co BkAoYeHHOM onumern BGP Communities. 9Tun AC o603Ha4eHbl
KpaCHEeHbLKNUM N Haxo[ATcsa B "cTapoM ceeTe". TyT BbIACHSAETCS, YTO Havyaslacb pacnpenesieHHas aTaka Ha
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Hekasa cnctema obHapy>xeHus DDoS (BO3MOXXHO, MPOCTO afAMUHbI, Y KOTOPbIX MOAHANCA aNdpM B CUCTeMe
MOHUTOPUHIa) NpocurHannna npeactaBnTenaMm ppaHKypTCcKom IX 0 TOM, 4HTO HEKMIA KOHKPETHLIN IP-agpec
HeobxoAMMO BbIBECTU N3-N04 aTaku cneymasibHbiM coobuieHnem Blackhole announcement. N Tenepb Bce
ACKM Havanm o6bABNATE aTaKyeMbl XOCT HEAOCTYMNHbIM. [locTaTo4HO NpocTo. Mpuyem, Hanpumep,
aTakyeMbill cepsep B Hblo-llopke ocTaeTcs AOCTYNHLIM A8 MECTHbIX U He BbikalovaeTcs. [la, noTepw
BNagenbua MHHPOPMaLMOHHOM CUCTEMBI OT MpocTos ByayT, HO He ToTasibHble. Tem 6onee 4TO
OO0HOBPEMEHHO MOXXHO NOAHATbL pPe3epBHbIe afipeca 3TOro XoCcTa UK eLle 4To-To, YTO CBeJeT rnotepu oT
aTakn K MUHUManbHOMY yulepby.

Ons NHXEeHEePHO NOAKOBaAaHHOIO YnTaTend A cneymasibHO Haryrainmn XopoLly CTaTbio, rne Bce YeTKOo-
KOHKPETHO ONMCaHO Ha PYCCKOM A3blKE. BoT unTaTa, B3aTas Ha 6110XuKe:

BGP Communities siBnsieTcs onuymoHaibHbIM TPaH3UTUBHbIM (optional transitive) atpnbyTom mapLupyTOB
BGP, T.e. MapLupyTn3aTop, HE NOAAEPXKNBAIOLUNV AaHHbIVI aTpubyT, NPoCTO nepegacTt ero Apyromy
mapLupyTusatTopy 6e3 nameHeHu. ATpnbyt BGP Communities MOXET riepedaBaTbCs KakK BHYTpu oAHOU AS,
Tak n Mmexay pa3HoiMu AS. C nomouybto BGP Communities "rnomeyvarotca" (MOXXHO eLwé cka3aTb TernpyrTcs)
mapLupyTbl BGP, ¢ KOTOPbIMY B [AaJ/IbHEVILLIEM BO3ZMOXHO BbIMNOJHUTbL TE UV UHbIE AEVICTBUS HA OCHOBaHUN
AaHHoro Community (Hanpumep rnomeHATbL Local Preference). Takum o0bpa3oM, AaHHbIV aTpubyT
"npuknenBaeTca" K onpeaesEHHOMy MapLUpyTy/npedukcy, nepegaBaemMomy B update’ax yepes BGP.
ATpubyT BGP Communities B 4éM-TO HarnoMuHaeT TerypoBaHne MapLupyToB (route tag) B kJlacCU4eCKoOM
BapuaHTe. BGP Communities - 370 32-yx 6uTHOoe 3HadyeHune oT 0 o 4 294 967 200, 3anncbiBaeMble, Kak
rnpasuso, B popmate AS_ NUMBER:VALUE, rae AS NUMBER - Homep AS, ycTaHOBUBLUEV AaHHbIV community
(3Ha4yeHuns "Bce Hyan" n "Bce eanHnubl" 3ape3epBupoBaHsbl), VALUE - npon3BosibHOE YNC/I0BOE 3HaYEHME.

ns npeagcrasnennss BGP Communities B TakoM Buge Ha obopygosaHumu Cisco (0bpaTuM BHUMaHMe, 4TO Ha
obopynoBaHMM OpYrMx BEHOOPOB 3TOT MeXaHM3M MoXeT BbITb peannsoBaH nHave - npum. WF) Heobxogumo
[06aBUTL KOMaHAY:

ip bgp-community new-format
B pexxume rnobasbHOro KOHMUrypupoBaHms.

CyllecTBYOT Tak Ha3blBaeMmbie well known communities, 1 UMEOT OHU HE YNCJIOBOE 3HAYEHUE:

no-advertise - update c Takum community He byneT nepeaaH HW OAHOMY NUPY;

no-export - update ¢ Takum community He 6yaeT nepefaH HA OAHOMY BHELUHEMY MUPY, KpOMe
BHELLUHUX NMPOB BHYTPW KOHtheaepaunn. ABnseTca ogHUM 13 Hanbonee pacnpoCcTpaHEHHbIX

community;

¢ |ocal-as - update ¢ Takum community byneT nepefaH To/bKO BHYTPU JIoKaabHow AS nnu B AS - YneHe
KOH(enepauunu;

¢ internet - update c Takum community 6yneT nepenaH nosctoay.

B cTaTbe eCcTb NpuMepbl KOHUrypaumn MmapwpyTusaumm n nogpobHoe onmcaHne mexaHnsma. Ho Ha
aencreyowme atpubyTbl KOHPUIroB Npowy obpaTnTb ocoboe BHMMaHME - fasnee OHM ByayT Ba>KHbIMW.

Ho mbl BepHemcs K PKH 1 MAUN UC "NHTepHeT". 3To obellaHHoe chagkoe.

IOnsa Toro 4tobbl Blackhole announcement 3apaboTtan B npuHumne - on»xHo 6biTb co3paHo "coobuwecTro",
KOTOpOE LOBEepsAeT 3TUM aHOHCaM. DTO U eCcTb pa3pabaTeiBaemoe PKH nogenve "peecTp MapLUpyTHO-
agpecHonm nHgopmaunm (MAN) NC "NHTepHeT". O4eBUAHO, YTO BCEX OMEpPaTOPOB, MMeLWNX COBCTBEHHbIE
aBTOHOMHble cucTembl, OyayT B 3Ty camyto MAW 3aroHATb.
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MexaHW3M 3aroHa - MOHATEH U y>xe onpoboBaH Ha npumepe "AC PeBun3op". To eCcTb, 414 CO30aHUSA
obuepoccninckonm cnctemol "MCMOPTUTb MHTEPHETDLI"' COBCEM HE HY>XXHO HUKaKUX 3aKOHOAATEeJIbHbIX aKTOB
KJlacca "3akoH". locTaTo4YHO NOA3aKOHHbIX aKTOB, KOTOPbIE LLleH3ypHOe Be4OMCTBO MOXET WTaMnoBaTh
naykamu. Ml HUKakue 3akoHbl "O6 obecrnevyeHnn yCTON4YMBOCTUN POCCUNCKOro cermeHTa cetun "MHTepHeT""
he-tope He HYXHbl.

9TO OOCTAaTOYHO cepbe3Has npobnema ona oTpacaun. Novyemy?

Ob6bAcCHSAIO:

1. Cuctema 610KNPOBOK, MO CyTU, He paboTaeT. [pn 3TOM POCCUNCKNE MHTEPHET-NPOBaNAEpPbl TPATAT
3HaYMTeNbHble COBCTBEHHbIE CpeaCcTBa U YCUAMS ONa peanm3aunm aHTasnm perynsaropa.

KTo-TO MOXXeT BO3pa3nTb NPO TO, 4TO, Hanpumep, LinkedIn nnu RuTracker 6bin 3abnokmnpoBaH 1 BOT
pe3ynbTaT - OHM 3abnoknpoBaHbl. HO MbI-TO 3HaeM, 4To 6/IOKMPOBKM 06X0QATCA B ABa KJMKaA, N YTO
3a610KMpOBaHbI BCE 3TU pecypchbl 4OBOJIbLHO YC/IOBHO. B KavyecTBe npumepa: Mo ntobumMblin MecceHpxep-
pauuns Zello, 3abnokumpoBaHHbIi PKH ele B anpene 2017-ro, Ho COBEPLUEHHO HOPMAJIbHO
hyHKLMOHMpPYOLWUIA. MoxeTe ybeanTbCa CaMOCTOATESBHO.

2. Cuctema 6N10KMPOBOK He CTOILKO MoMoraeT B 6opbbe ¢ 3anpeLleHHbIM KOHTEHTOM, CKOJIbKO 3aTpyaHsAeT
onepaTuBHYIO paboTy C AENCTBUTENBHO MaoOXUMnN ntoabMn. O6 3TOM CEHTEHUMN MOXKHO C YI0BOJIbCTBUEM
MoCrnopuTb B KOMMEHTapUax, HO 8 peryfispHo BCTpeYato "peknamy" MHTepHeT-MarasuHoB BeLecTB Ha
yanuax. Nnn BoT cny4vam ¢ TenedoHHbIM TEPPOPM3MOM, rae cneucayxbol nokasanm cebsa abconoTHO
WMMNOTHEHTbLIMN 4YTO-HMBYAb pewnTb. Cnyyamn "TenedoHHOro TeppopusmMa’, K C/I0BY, 04eHb XOPOLLO
MOHUTOPAT PUA "HoBocTun" - MoxxeTe ybeanTbCs, 4TO UX He CTajJo MeHbLe,
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3. ApxuTtekTypHble cnaboctn cnctem 610KMPOBOK MOryT BbITb MCMOJIb30BaHbI MPOTUB CAMOWN CUCTEMBbI.
HanomHto, netom 2017-ro 6bina yenas BosiHa_6J10KMPOBOK NPOM3BOJIbHbIX pecypcoB no DNS-3anucam
3a6,10KMPOBaAHHbIX AOMEHOB. Tak, 4To PKH gake npuwnocb BBoAUTb "benblie cnuckn". ECnm Bbl gAyManun, 4To
npobnema pelleHa, To HeT. BOoT o4yepenHble uCcTepudHble AOoKyMeHTbl PKH npo Tenepb y>ke "n3bbiTo4HbIE
610KNPOBKKN":
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O HAT3IOPY B C®EPE CBA3H, (o crHCKY)

| HHPOPMAITHOHHBIX TEXHOJIOIHHH |

MACCOBBIX KOMMYHHKAITHH

| IO THOMEHCKOH OBJIACTH, XAHTHI-

MAHCHACKOMY ABTOHOMHOMY
OKPYT'Y - IOI'PE H AMAJTO-HEHEITKOMY |
i ABTOHOMHOMY OKPYIT'Y i
(¥Yopaenenme PockomBagiopa |
| mo Twsmenckoi ofnacra, Xanmui-Mancuiickomy |
| aeToroMEOMY 0EpyTY — FOrpe B AMmano- 5

HemenpkoMy aBETOHOMHOMY 0KDPYTY)

' vy Pecurybnemm, 2 12, Teoneess, 625003
I renedoa: (3452) 56-86-50; daxe: (3452) 56-86-51
E-mail: rsockaneT2 g

29.01.2018 Ne 1969-03/72
| Ha
O manpapiemum smgopwarin

B xozge aHaTH3a HHGOpMALHH 0 GIOKHPOBAHHH ONepaTopaMH CEAZH J0CTYTA K
3alpelleHHEIM  pecypcaM  chemHamHeTamMH OI'YII «[PULl» Ha TeppHTOPHH
pasaHMHEIX cyObekToB PoccHiickoii denepallHH BhIABIEHBEI CIy4aH H3IGBITOMHOTO
OTpaHHYeHHA JOCTYMa K pecypcaM ceTH HHTepHeT MHOO YMBIIUIEHHOS NPENATCTBHE
mTatHoi paGote areHra AC «PeBH3IOD».

B Hactosmee epeMa ¢HnAaTamMH OTVII «PUL]» NpoBoJHTCA BHEILIAHOBEIH
MOHHTOPHHI ONEpaTopoB CEAZH Ha NpeIMeT BhIABIEeHHA H30BITOYHOIO OrpaHHYeHHT
J0CTyTa K pecypcaM ceTH HHTepHeT, He BHeCEeHHBIM B EJHHEIH peecTp anpemeHHOH
HHbopMamHH. B ciIydae BblMBIeHHA NOAOOHBIX (aKTOB MaTepHadbl OydyT
HANIPAB/IeHb B TeppHTOPHATBHBEIE OpraHbl POCKOMHAm3opa 1718 TPHHATHA Mep B
YCTAHOBJIEHHOM MOPAIKE.

V4HTBIBad H3NIOMKEHHOE, [IPOCHM OCYINECTBIATE GIOKHPOBAHHE OCTYNA K
JaNpemIeHHBIM  pecypcaM B COOTBEICTEHH ¢ ENHHBIM peecTpoM, a4 Takke
obecneqHBATE KOPPeKTHY1O0 paboTy arenra AC «PepH30p».


https://cdn.nag.ru/news.public.uploads/upload/images/20180205-0004.jpeg

POCKOMHAISOF

VIPABTEHHE $EJEPATOHOH CITVKEDI PYKOBOJIHTENAM OIIEPATOPOR CBAZH
IO HATIOPY B CPEPE CBA3H, (10 CIHCKY)
HHPOPMAIHOHHBIX TEXHOIOIHIH H
MACCOBBIN KOMMYHHKAITHIA
IO TIOMEHCKOM OBTACTH, XAHTBI-
MAHCHHCKOMY ABTOHOMHOMY
OKPY¥TY - OI'PE H AMA TO-HEHEITKOMY
ABTOHOMHOMY OKPYI'Y
(Vopaeneane PockosiBagiopa
mo Twmenckoi ofracTn, XanTe-Mancmiickonmy
aRToHOMHOMY 0KpyTY — HOrpe m Amamo-
Hemenmeonmy aETOHOMHOMY OEPYTY)

v Pecoymeen a 12, Teosesn 625003
Tanedon: (3452) 56-86-30; dame: (3452) 56-86-51
E-mail: raoclean: 72 @l gov.r
30.01.2018 Ne 1992-03/72
Ha

O DnoKHpOEKEe HHTEPHET-PECYPCOR

B pononmHeHHe k mHCEMy 1969-03/72 or 29.01.2018 coofmaem, 410
cneuHanHeTaMy pHnHana OIVII «TPUL» B VPO B Xoje BHIGOPOHHOH MpOBEPKH
IOCTYIIHOCTH pecypcoB ObLI0 ycraHOBIeHO, 410 aredr AC  «PesHzop»,
YCTaHOBJIEHHEN] HA BameH ceTH cBATH, He MOMXeT [OMYYHTE JOCTYI K CHeTVIOMHEM
pecypcam ceTH «IHTepHeT», He BHeceHHBIM B EXHHEI peectp zampemeHHOH
HHQOpPMALIHH:

http://www.pandora.net/ru-ru

https://alfabank.ru/

http://www.mvideo.ru/

TTpocHM NPOBEPHTH MaHHBIH GakT H coOGIMHTE B BO3MOAKHO KOPOTKHE CPOKH O
JOCTYIIHOCTH  VKA3aHHBIH PecypcoB MO  adpecy  JAeKTPOHHOH  TIOMTHL

Ho BepHemcs K "peecTpy MapLlpyTHo-agpecHon nHgpopmauun (MAN) UC "NHTepHeT".

B camom Ha4asne npuBeneHa poTo4YKa NpoToKoJsa coselwaHna PKH, NPYLL n Poctenekoma, roe nmeercs
NMyHKT 3.1. npo "pa3oBoe KonmpoBaHMe Nybnan4yHom nHgopmaumm ns nybnnyHom 6a3bl gaHHbIX RIPE DB".
OcobeHHO NpMeYaTesibHa TaM NpUNMCcKa Npo "orpaHUYEHHbIA [OCTYMN K Hel no npoTtokony WHOIS", 3avem
3TO HY>XHO Onsa "peectpa MAN" - a4 He NnoHMMato. Ho Mory npeanosioXunTb, 4TO Takum obpa3om rope-
perynaTopbl XOTAT pewnTb 0aHY 13, nam obe cpasy, 3agaym. BosmoxxHo, g owmnbaroch - 3T0 NpoCTo
npennosioXXKeHune:

1. MOHATb KaKne NHTEPHET-PECYPChI XOCTATCA B Poccum, 1 Kak nx nosioB4yee 3abnokmpoBaTb.TyT MOry
TONLKO MoXKesnaTb yaa4dn, ocobeHHo B ciy4ae "pa3oBoro KonmposaHusa", aa.
2. TIOHATb KaKne aBTOHOMHbIE CUCTEMbI NPUHaAeXaT UMEHHO POCCUNCKUM NpoBanaepamM U XxocTepam.

Mo BTOpOMY MYHKTY - Mbl B "O6ulecTBe 3auinThl IHTEepHeTa" y>ke BbiMoaHuUAM 3Ty paboTy. N Begem ee
perynsapHo (PKH - obpalwanTecs! *exmnaHbii cMann). U gaxke caoenann HeboNbLWOW MOHUTOPUHIOBLIN
WHCTPYMEHT, KOTOPLIA CYANTAET TaK Ha3biBaeMbl "MIHOEKC CBA3HOCTU", KOTOPLIA pacCYnTbIBaeTCA
exenHeBHo.

Beluncnserca "Mnoekc" cnepyowmm 06pa3om: 3TO COBOKYMHOE KOJIMYECTBO CBA3EN MEXAY POCCUNCKMMU U
HEePOCCUNCKUMN aBTOHOMHbBIMU CUCTEMaMU, PacCYUTaAaHHOE aBTOMATUYECKM Ha OCHOBAHUWN OaHHbIX N3
atnaca RIPE. (Ecim coBceM ynpowaTh, TO MOXXHO B NepPBOM NMpubAV»KeHNN cKa3aTb, 4TO "aBTOHOMHas
cucTema” - 3TO CeTb OAHOMO NpoBanaepa Ui KpyrnHas KopropaTuBHas CeTb).

Llenb MHOeKca - yBuaeTb, Korga 4ncno cesaszen AC Mexxay poCCUMNCKUMU M MHOCTPaHHbLIMKU onepaTopaMun
byneT pe3ko cokpallaTbcs. 9To byaeT o3HavyaTb, 4TO B Poccuu Havanm "oTK/4YaTb UHTepHeT" coBceMm. Hy,
WM 4TO-TO MPOM30LLJIO SKCTPAopANHapHoe. 3a TpeTui rog HabngeHUN, Mbl MOKa TaKOBOIr0 He
3ahUKCMPOBaNM, XOTA HEKOTOPbLIA TPEHA NO COKPALLEHMIO CBS3EN BCe )Xe 3aMeTeH. BoT Takonm rpacdumk y Hac
nosiyydaeTcs (ecTb ewe 3a 16 n 17 roabl - U3y4amTe No cChlike):
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BblBOJ 13 BbIlLe CKa3aHHOM0 Noka Takou: MHTEePHET O4eHb AMHaMNYHasa N N3MEeHSIoWasncsa cuctemMa, u
"pa3oBas Bbirpy3Ka AaHHbIX 13 RIPE DB" He momMoXeT pewnTb 3a4a4y BbiB/EHUA "BCex poccmmnckmnx AC".

Ho 4To npom3ongeT, korga Bcex (xa-xa!) poccuinckmnx BnagensueB AC 3aroHsAT B "peecTp MapLUpyTHO-
agpecHom nHgopmauynmn"?

O4yeBMOHO, 4TO 3aCTaBAT NpMHMMaTbL Blackhole-aHOHCLI. I BOT TyT-TO 1 Ha4YHYTCA peasibHble Npobsiembl Co
CBSA3HOCTbIO, KOTOpPbIE, K CJIOBY, HMKaK He pelwaT npobnembl HepaboTatowen cnctembl 6JIOKMPOBOK.

BoT 4TO bypneT:

1. NMoCKONbKY KOMMETEHTHOCTb cOTpyaAHUKoB PKH 1 MPYL, MHOXXeCTBO pa3 cTaBuaacb nog COMHEHue, To
BMOJIHE BO3MOXXHO NonagaHne B aHOHChI "4YepHbIX AbIp" afpecHoe NPOoCTPaHCTBO NOMNYAAPHbIX
xocTuHros, CDN n gaxke uenbix nogceTen onepaTtopos. Hy, Hanpumep, "BonHa PKH ¢ Zello" moxeT
MPMBECTN K HEAOCTYMHOCTU UenbliX noaceten. EAuHcTBEeHHOoe yTeweHne - RFC-7999 pekoMeHayeT He
610KMpoBaTb NOACETM C MAaCKOW MeHbLUe, 4eM /32, HO To, 4TO RFC He yka3 PKH, - nybanyHbIn dakT.

2. BGP-KOMbIOHUTU - 3TO AOBOJILHO TOHKaA cyepa A8 LeHTpaan3oBaHHOro ynpasieHus. Boobue,
POCCUNCKNE roCOpraHbl B LesioM, 1 TeM bonee MKC MHOrokpaTHO yTBep»XXAasn, 4TO "MHCTUTYThI
rpa>kaaHckoro obwecTBa - BpeAHble". I ¢ HACTONYMBOCTbLIO AATNa MbITAIOTCA TO "NepeBecTu

ynpasJsieHne nHrepHeTom noa OOH", To co3a4aTb KakKON-TO MUNYECKNN "MHTEPHET anaga cTpaH BPUKC".

YTo elwe pa3 noaATBEP>KOAET, 4TO KOMMETEHTHOCTb perynatopa HaxoauTCsa rae-To Ha ypoBHe
noomMmoxo3sek. O4eBNAHO, YTO AOBEPUE KOMBbIOHUTK K perynatopy byneT HaxoanTbCsa roe-To B TOM Xe
KaTeropumn. 1 He NOTOMY 4TO "POCCUNCKME onepaTopbl HE NATPUOTUYHbLI". HO MOTOMY, 4TO onepaTopbl
3apabaTbiBalOT AEHbLIN. A CJIOMaHHble CUCTEMbI AEeHEr HE MPUHOCAT COBCEM.

3. MexaHu3mbl blackhole-koMblOHUTK, ONMCaHHbIE B MPUBEAEHHOM BbllLE CMNCKe aTpMbyTOB aHOHCOB,
MO3BOJIAOT MOTEHUMAJIBHO BMeLWaTbCs B cncteMmy paboTel "peectpa MAN" KoMy yrogHo, BxogsLiemMy B
KOMbOHUTK. EWle pa3 - noTeHuManbHo. 1 3TO MOXXeT _NoTeHuMasbHO CTaTb OAHMM N3 MEeTOL40B
XKECTKON KOHKYypeHTHon 6opbbbl. Mo)XKHO By AeT NpoCTO MPOn3BOJIbHO "0TKJ04YaTb Bpaxeckme AC" B
0OHY KOMaHZAy C nogMeHon 3HavyeHuns aTpubyTa c no-export Ha internet. XoTsi, BO3MOXXHO, 34€eCb 5
rnpeysenn4yunBaato.

Hy, n TpaanumoHHasa rngka. Peakuma 340poBoro yenoseka, korga PKH npepnaraeTt 4to-To nonpoboBaTh:
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