3onoTtas ueHsypa Kutas, yactb 2

Bo BTOpOI YacTu onycoB Npo yCTPONCTBO "Bennkoro Kutamckoro ariepsosia” pazbepemMm TeXHUKO-
SKOHOMUWYECKYHO COCTaBASAIOLLYI0O CUCTEMBI, 1 NonpobyeM 3arnsaHyTb n3-3a CTeHbl. MOXXHO sin 060MTK
"OrHEHHYI0 UH(POPMALIMOHHYIO CTEeHY", OKpy>Katowwyo Kntan?

W cpa3y oTBeyvy Ha Bomnpoc, 0603Ha4YeHHbIN B aHOHCE: CTeHy 060MTU MOXHO. Pacckas 06 3ToM eCTb B NepBoON
YacTu cepwvana, Npo To, Kak "nana GFW" ®aHb BUHbCMHL NY6NYHO NpogeMOHCTpMpoBaa cnocob obxona Ha

KOHepeHUnn B XapbuHe - oTkpbis1 VPN 1 3awen Ha 3ab6/10KMPOBaHHbLIA CalnT.

—— |

MpaBaa, MOC/AENHUIA Frof KUTAaNCKMe TeJIEKOM-YUHOBHUKW yxecTounnm 6opbby c VPN-onepaTtopamu,
KOTOpbIX B KuTae pa3Benocb BUAMMO-HEBUAMMO, 4TO nornyHo. Ho "6opbba" BegeTcs ToNbKO C sierajbHbIMU
cepBMCaMu, KoTopble caenann busHec Ha 3alnTe OaHHbLIX U MPUBATHOCTMY MOJib30BaTENEN.

Hanpumep, Tonbko 3a nonroga 2017-ro roga 6b1sin 3aKpbiThl 4ECATKM NPOBanNgepoB, NpefoCcTaBAAoLWNX
ycnyru VPN-coeavHeHW. Y 0AHOro n3 KpynHenwmnx n3 Hux, GreenVPN, 6b11n AeCcaTKU MUIJIMOHOB KJIMEHTOB
1 MUANOHBI Aonnapos obopoTa B Mecsl,

Tenepb Ha canTe BUCUT obbsABNEHME:
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KopoTkuin nepeBon;:
"Mbl 605bLLE HMKOrAa He BcTpeTumMcs. GreenVPN 3akpbiBaeTcs ¢ 1 utona 2017 roga".

Hdanee naoyT BOMPOCHI N0 BO3BpaATYy OEHEr 3a YCAyrn n KHonka "OTkKa3aTbcs oT aboHeHTCKOM nniaThbl".
MpuyeM, ecnn Bbl OTKa)KeTech, TO...

To BaM npepnsioxKaT NOAKMOHYNTLCS K APYrOMYy CEPBUCY, KOTOPLIN HAXOAMUTCA BHE 30HbI IOPUCOMKLINN
KUTaNCKOWN LEeH3ypbl.

Hy, a KTO oTkaxeTca?

MNpenctaBbTe cebe 730+ MUNNOHOB MOJIb30BaTENIEN NHTEPHETA, U3 KOTOPLIX y>xe B 2015 roay o
CyLLEeCTBOBaHMN TaKOro cepeuca, kak VPN 3Hann He MeHee NoJI0OBUHbI (AaHHble oMpoca, HO 3aKpbIThl 3a
nenBoJJIoM, HO ecTb ewe GlobalWeblndex n xxypHan Wired, koTopble_ noaTeep>XaatoT undpy), a
haKTNYECKM UCNOJSIb30BaIN HE MeHee TpeTu. NocunTtann? 3To 243 MUIJIMOHaA NoJib3oBaTenen. Mponuceklto -
OBECTN COPOK TPU MUNMOHA. [lake ecnm cobpaTb C HUX MO AOJIIapy B rof, 3TO Y>Ke BHyLWMUTebHasA CyMMa,
Ha KOTOPYIO HaMAyTCs Xenawlime, HecMoTps Ha npoeseaeHne XIX cbesaa KK, KOTopoe niaaHupyeTcs
OCeHblO TeKyLero roga.

Hy, n cuntaeTcs, 4TO OCHOBHOW CMOCO6 LEeH3ypupoBaHMSA HaxognTca "BHYTpu nonb3oBaTensa". A 4ytobbl
rpaxkgaHe NogHebecHon He 3abbiBaan, 4TO HeO6X0AMMO BO3AEPKATbCA OT CKOpPOMNaJINTesIbHbIX BbIBOAOB U
V3JIMLLIHE 3MOLMOHA IbHbBIX BbICKA3bIBaHUN B COLMAJIbHbIX CETAX, CyLLeCTBYET Lesas apMus "ymaonaH",
KOTOpble Npy HEOBXOANMOCTN 06 BACHAT NONNTUKY NapPTUN.

BrnpoyeM, Mbl ONATb OTBJIEKJINCb HA N'YMaHUTapPLUMHY, a obelaHa 6bls1a TexHNYecKas CTOpPOHa.

ApxutekTtypa ChinaNet

NTak, npoekT Golden Shield, oH xxe Great Firewall of China (GFW) aBnfeTca KpynHenwemn B MMpe cucteMmon
LLleH3ypUpoBaHUA NHTEPHET-CoAepXXaHNA Ha MarucTpasibHbIX CETAX nepefaydun AaHHbIX. 9Ta cMcTemMa
M3Ha4YasIbHO LieHTpasiM3oBaHa u ycTpoeHa Kak "punbTp-Ha-nyTun". GFW MoXXeT oTcnexunsaTb U
"oKpalwwuBaTb" TpaguK, T.e. NOMeYaTb OTAEJIbHble NaKeTbl cneumnanbHbiM 06pa3oM. Ho cnctema He MOXXeET B
npuHumnne 3abnokMpoBaTb AOCTAaBKY MaKeTOB B MpoLEeCcCce nepefadn OT UCTOYHMKA U A0 MeCTa Ha3Ha4yeHus.

Ba>XKHO MOHATb rNaBHbIA apXUTEKTYPHbIA NpUHLUMN "3000TOoro wuta": aTo bykBanbHo firewall mexxay
"BHYTPEHHUM UHTEpHeTOM KuTaa" n ocTasnbHbIM MUPOM. Bcs cBA3b Mexay MNoaHebeCcHOM n ocTasbHbIM
MUPOM MPOXOONT TOJIbKO U UCKJTIIOYNTENBbHO Yepes "crneuymnanbHble cepBepbl”, yCTaHOBJIEHHbIE B
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YCTaAHOBJIEHHbIX 3aKOHOM To4kax obmeHa TpadukoM. N Bce obopynoBaHne NpuHaoIexuT
rocyfapCTBEHHbIM KOMMaHMAM, KOTOpbIX, Mo 6onbwomy cyeTy, ase: China Telecom u China Unicom. BoT
MOJIHbIA CAWUCOK OPraHM3aLniA, KOTOPbIE MMET NPaBO Ha TPAHCTPaHUYHbIA TpagUK:

China Academy of Information and Communications Technology;

China Telecommunications Corporation (aka China Telecom);

China Mobile Communications Corporation (aka China Mobile);

China United Network Communications Group Co., Ltd. (aka China Unicom);
China Radio and Television Network Co., Ltd.;

CITIC Networks Co., Ltd.

oukwNE

NToro - 6 (lwecTb) KOMNaHUI, U3 KOTOPLIX Of4Ha NpaBMTeNbLCTBEHHasA obpasoBaTesibHasA opraHmM3aumns, ogHa
npaBMTeNbCTBEHHAA Mefnakopnopaumns, a ocTajbHble, Mo CyTU, apUInpoBaHHbIe C MPaBUTENbCTBOM
KOMMNaHuu.

BoT ecTb Takasi, I0BOJIbHO yCTapeBLuas cxemMa ceteit Kutas ot China Telecom:

National Fiber Network

Undergroind G657 Fiber
......... Hanging-owu G.652 Frber

=  Umderground G653 Fiber

Bcé, 4To BHYTpM KnTas - Ha3biBaeTcsa ChinaNet n, Tak nam nHaye, KOHTPOJMPYETCA NPaBMTENLCTBOM KuTas.
Bce, 4T0 cHapy>u - 310 Global Service, n 4OMKHO NOAKAIOYATHCA TONIBKO U UCKIIOYNTENIbHO Yepes Wo3bI
GFW. 'nobanbHasa CBA3HOCTb PUCYeTCA MPUMEPHO TakK:

NHTepHeT-wno3bl goctyna B ChinaNet genatca Ha HECKONIbKO ypoBHeW. ba3oBble "HauMOHaNbHOroO
(National) ypoBHSA" nx Tpu, n OHN Haxo4ATCA B IoKaumax: Beijing (MekunH), Shanghai (LWaHxan), Guangzhou
(Fyarnuxoy).

MoToMm, No Mepe pocTa Tpaduka, bbinn gobasneHsbl W3kl KNacca "Core Level", KoTopble pacnosioXKeHbl B
ropopax: LWaHbAH (Shenyang), CuaHb (Xi"an), YaHay (Chengdu), YxaHb (Wuhan), 1 HaHkuH (Nanjing).
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OcTanbHble To4YkM 06MeHa TpahKoM HaxoaAaTca Ha "TpeTbeM ypoBHe" (Metropolitan Area Network) u
MOAKJ/I0YATCA NCKIIOYNTENBHO K ypoBHIO "Core Level".

B 2015 roay, n3-3a KpaTHOro pocTta Tpaduka, Kutato npuwnocb NoCcTpouTb elle cemb backbone-y3nos B
ropogax Ysnay (Chengdu), YxaHb (Wuhan), CnaHnb (Xi"an), LUsHbsH (Shenyang), HankunH (Nanjing), YyHuUWH
(Chongqing), n Yenp»xoy (Zhenzhou), 4acTb n3 KoTopbix "nogHANN" c yposHs "Core Level" go "National",
YacTb NOCTPOUSIN 3aHOBO.

B obuiem, 4Tob He 3anyTaTbCs, cenyac (Ha MOMEHT HanucaHua 6onee ceexxen MHpOPMaLNM He Hallen) B
KuTae poBHo 10 Touyek obMeHa Tpadunkom mexay ChinaNet n "ocTtanbHbIM MUPOM".

MponyckaeMbin Yepes 3TW y3bl Tpaduk - orpoMeH. NpepctabTe cebe 730 MUNNMOHOB abOHEHTOB CO
cpenHen CKOpoCTbio 3,7 mbps (3TO "BHELWIHANA" CKOPOCTb - "BHYTPEHHSAA", B ABa pa3a BbllUe - MOXHO
nomrpaTbca ¢ undpamu Ha kapte AKAMAI) v nopsaka 100 MaH. BblAaHHbIX_APNIC IP v4 agpecos.

CTOMMOCTb CTpOUTENIbCTBA TOYEK AOCTYNa - 3acekpeyeHa. Ho oLeHO4YHble CyMMbI N0 3KCrayaTaLnm y308,
XOTb U PacxXoAsATCs B pa3bl, HO_eCTb CBeAeHUs (Ha KUTarCKOM), 4YTO TOJIbKO Ha nepBoMm 3Tane B 2002 roay,
pa3paboTka npoekTa obownack B 3,7 Munnnapaa toaHen. brogxxet "no 3anycka" oueHuBancsa s 0,8
Muannapaa nonnapos. bes yyeTa, MOBTOPIOCH, IKCMyaTaUNOHHbBIX N3OEPXKEK U paclUnpeHns
VHPaCTPYKTYpPbI.

3,7 mnnnuapga toaHen, 31o 32,8 munnmnappa pybnen, B TEKYLWMX LEHAX.

Mntoc, Ha nocnenHee pacwmpeHne "Core Level" y3nos B 2015-oM roay 6b1J10 OLLEHOYHO BblIAENIEHO HE MEHee
470 MNNJINOHOB [,0/11apOB.

MOHATHO, 4YTO 3a BCE pacrniadnBaeTCs KOHEYHbIN noTpebuTenb, 1 41 CTOJ/Ib OFPOMHOI0 PbIHKA "JIMLWLHNRA"
MUAAnapA OOJIapoB, 3TO Kanjs B Mope. Hy, pacnpenennnu Ha Bcex o4WH-ABa A0J/lapa 3aTpaT B rof Ha
Ka)xoro aboHeHTa. A 4TO He Tak-To?

KonnatepanbHble noTepu

Ho meno B TOM, 4TO 3aTpaThbl ObIBalOT HE TOJIbKO npsamble qI)I/IHaHCOBbIe, HO N, HanpuMmep, BOT TaKUE:

Mean Packet Loss to US Sites

= 3%
0.0F% = Chinga Hong Kong = United Siates
0%

|
Fa
Mean Latency to US Sites

— 19723 ms

T8 e — China Hong Kong United States

16.12 ms

3To NoTepu NPoOVU3BOANTENIbLHOCTU paboThl CETU, KOTOpbIE U3Mepuan 1 B KoMnaHun Tthousandeyes. To ecTb,
Ons Kakgoro nosib3oBaTtens Golden Shield coszgaeT HaknagHble pacxoAbl B BUAE NOTEPU NaKeToB, PoCcTa
3aepXeK N pKuTTepa.

Bce, KTO XOTb pas nbiTascs 06WaTbCs Mo PencbyKy 1 cKanny ¢ KUTanCKUMK NapTHEPaMK, TO HaBEPHSIKa
OTMeTWJ1, YTO Ka4YeCTBO CBSI3UN HECKO/IbKO XYy>Xe... BoT nosTomy.

Kak oHUM 3TO nocymnTann?

BecbMa cTaHAapTHO, C MOMOLLbIO CreLnaibHbIX 30H0B, KOTOpbIe BblIN YCTAaHOBJIEHbI B AeCATKAX
KUTaCKUX ropoaoB A06poBOibLAMM.
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Kpome Toro, TO4YHO Takue »e 30HAbl C aHaI0rNYHbIMU MPOLUNBKAMN U TOT KON, Bblnn yCTaHOBJIEHbI B
AOpYyrux ropoaax oro-BoCTo4HOM A3nm - B FTOHKOHIre, dnoHun, UHaun n T.n0.

30HAbl COBEPLUEHHO CTaHA4apTHbI. [IpUMepHO BOT Takue:

BoT 06 3Tnx KOHKpETHO 30HAax A 0653aTeNnbLHO Hanuwy B 6anxXKanwee BpeMs.

A elle, B 3Tux Nnpnbopax Bbl MoOXXeTe 0OHAPY>XUTb CXOACTBO C "PeBn3opoM". Ho o4eBUAHO, YTO NageHne
6a30BbIX MapaMeTpoB KavyecTBa CeTn B pa3bl Ha "MHOCTPaHHbLIX MapwpyTax" He NpoCTOo Tak, a no
KOHKpPeTHbIM NpUuYnHam:
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Network Performance to US Sites

Sonad by Countries
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TexHonorna 6,10KUPOBKM

B/IOKMPOBKKM OCYLLECTBJIAIOTCA C MOMOLLLIO TPEX OCHOBHbLIX METOLOB:

BaHanbHas 610kmMpoBKa IP-agpecoB (1 uenbix IP-610K0B);
DNS tampering and hijacking - noganenka DNS;

Deep packet inspection - 6osee cBexxad TeMa;
dunbTpaumnsa 3anpocos;

CamMoueH3ypa - o cnx nop camas appekTMBHas cucrtema.

IP blocking

uhwhH

Bnokunposka IP-agpecoB - 3TO CaMbIl NPOCTON, AELWEBbIN N OOCTYMNHbIA fa>XXe KuTanuam crnocob
TEXHUYECKON LieH3ypbl. Ha morpaHnyHbIX MaplpyTr3aTopax yCTaHaBJMBaeM He3aMbIC/loOBaTble Mpasuaa, no
KOTOpPbIM BCe NaKeTbl U3 "4epHOro cnucka" npocto yxoaatT B DROP. 1 cambiM TpyfooeMkuM 3aechb ByneT Kak
pa3 noaroToBka TakoBOIro Cru1cka.

Ho HamoMHIo npo uenyo apMuto "yMmaodaH" 13 NepBor 4YaCTu CTaTbU, N BaM CTAHET MOHSATHO, 4TO 3TO Kak
pa3 Boobuie He npobsema - Ha ceroaHs pa3mep kKuTamckoro black list oueHnBaeTca B 800 ThicAY IP-agpecos,
cpean Kotopbix ecTb U New York Times, n nybanynbin DNS oT Google (8.8.8.8). X0Tsl, KOHEYHO, HUKTO TOYHO
He cynTan.

Koe-kakasa CTaTUCTMKa eCTb BOT TYT (a TaKXXe MHCTPYMEHTbl NPOBEPKUN N TECTUPOBaHUSA KOHKPETHOr o
azpeca), HO TaM peyb UAeT He 0 KOHKPEeTHbIX afpecax, @ HECKOJILKO LLnpe:

ONLINE CENSORSHIP IN CHINA

GreatFire.org brings transparency to the Great Firewall of China. We have monitored
blocked websites and keywords since 2011.

LATEST STATS

Monitoring 853 Alexa Top 1000 Domains

re blocked in China
53 are blocked in China

Monitoring 67258 Domains:
Monitoring 24327 Google Searches:
Monitoring 947 Google Sites:
Monitoring 28476 HTTPS:

Monitoring 19735 IP Addresses
Monitoring 324163 URLs

e blocked in China

are blocked in China

Monitoring 32268 Weibo Searches:

Monitoring 1233 Wikipedia Pages:

Cxema 6nokmpoBku IP-agpecoB cTaHOapTHas, C ucnosb3oBaHnem BGP-MaplpyTn3aTopos:
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NHTepecHas cxeMa peanusaunm 610KMPOBOK YyCTPOEeHa TaknM obpa3oM, 4TO BCE NaKeTbl, KOTOpbIE
oTnpaBsJsieHbl No IP-agpecam B YepPHOM CMUCKe, MPOCTO APOMNatoTcs. To eCTb, B OT/INYNE OT POCCUMACKON
LLeH3YypPLLMHbI HAKTO HE NMOKa3biBaeT 3arjyLlek, 470, AecKaTb, "Bbl MOMbITA/INCh 3aNTWN Ha 3aMpeLLeHHbIN
pecypc", a npocTo Npn obpaweHnn K 3abIOKMPOBaHHbIM afpecaM BaM MokKaxkeT "BeYHy 3arpysky".
Bpay3ep oTnpaBua 3anpoc, 3anpoc npuieTesn Ao anepBosiyia n TaM... noTepsanca. N 6eaHbin bpaysep
6yneT OaTb OTBETA, Kak COJIOBEN NIeTa, NOKa He nponsongeT cobbiTne Time Out.

N 5To ewe He BCE! [lenno B TOM, 4TO NMPOXOXKAEHME NMaKeToB B 06paTHYIO CTOPOHY He 6riokupytoTcs. To ecTb,
Tpaduk, Hanpumep, UDP BNosHE MOXXET NPUXOAUTbL C 3abJIOKMPOBaHHbLIX afpecoB. 1 3TUM Kakoe-TO BpeMs
nosib3oBananchb "obxoaymkun". Ho, Tem He MeHee, AN noaaBnstowero 60NbLWNHCTBA KUTAUCKUX
rnosib3oBaTesieln 3To caMo No cebe y)xe HeENPeo[oMMOe NPenaTCTBME.

Bnokuposka Mo IP-agpecam - caMoe NMpoCTOe LieH3ypHOEe peLleHmne, KoTopoe bbis1o caenaHo o4eHb BbICTPO C
camoro Ha4dana "oTkpblTnua MHTepHeTa" Kutaem. CylecTByeT LEeHTPaIN30BaHHbIA YePHbIA CANCOK,
KOTOpbIA roToBUTCA 6€3 0C060ro y4acTmsa Co CTOPOHbI MHTEPHEeT-NpoBanaepos. MapwpyTusaums "B HoMb"
ocyLlecTBaseTcs Ha obopyAoBaHUM, K KOTOPOMY eCTb AOCTYN TOJIbKO Y "cneynasnbHo 0byYeHHbIX noaen”, n
TaknMm obpa3omM rapaHTUpPyeTCa KOHPMAEHLNANBbHOCTb KakK CMMCKOB, Tak 1 TeXHO0rm 610KMpoBku. [a un
KaKoro-To 0cob6o MolHoro obopynoBaHums Ana Takux puabTpoB He TpebyeTcs - 3To ke 6a30BbIN
hyHKLMOHaA 4OCTaTOYHO MOLLHOIro ceTeBoro obopynosaHus, knacca "hi-end".

BOT Kak-TO TaK BbIFIS4UT AaMn 3anpocos K 'yrny "c To CTOPOHLI hanepsonna:

9 1.354844 19.399.128.118 206,58, 009 . 46 w B8 58013-88 [SYM] Seqe=@ WinsGS535 LensB MSS=1460 WS=32 TSwal=td
8 1.685324 10, 7%, 176 118 F16,. 58, 708 . 46 TF B8 SBA14-<BA [5YM] Seqe@ Win=G5535 Len=B M55=14608 W5=32 TSval=dd
11 1.824212 216, 58. 700. 46 19, 290, 128.118 e G4 BO-50014 [5YM, ACK] Seqe® Ack=1 Win=42548 Len=# M35=135) S
12 1.924269 19, 399.128.118 208,58, 009 .. 406 w 56 5BO14-B8 [ACK] Seqel Ack=1 Win=131392 Lens=@ TSval=444779835
13 1.824758 19, 79, 178, 118 F1E,. 58, 708 . 46 HITF 438 GET / HTTP/1.1
14 2.122063 18, 189, 176. 118 74, 135.23. 108 TP 52 56917-443 [SVM] Seqed Wis=E5535 Len=i M55=1468 SACK_PERM=1

1T 2. 188634 16, 55, b, 46 19, b, 16118 TCF S5& BB-50814 [ACK] Seqel Ack=3R3 Win=4364H Len=@ TSval=33595336)
1w 2,198688 LN 19, 000, 128.118 HTTP 356 WTTP/1.1 381 Moved Permamently | text/htsl)
19 2.198721 19.399.128.118 T16.58. 008 .46 ™ 56 58014-88 [ACK| Seqe383 AcksS4] Win=138848 Lens=@ TSva led4477¢

L T T Len=h MSS=1a08 SALK FLEM=

1 2. 42600 2080, 1.7, 114 4, 109,2. o ST [SYH] Seq=@ W: 45 Le 1408 SALK_PLRR=!
22 2.598143 19, 299.128. 118 46.82.174.68 T 52 56919883 [SYM] Seqs@ Win=65535 LensB MS5s1468 SACK_PERM=1

KpoMe Toro, BflacTu B MOMeHT cTpouTenbcTBa GFW cpa3y npegycMmoTpesnn, 4TO HUKaKUX 3arnyLllek He
BblAaeTcs. To eCTb, COKOHOMUAWN AaXKe TYyT - MHa4ve npuiaock 6bl CTponTb BroJiHe cebe MOLHbIe
cepBepHble hepMbl, KOTOpble Npu aobom obpaweHnn Kk Google BblgaBan bbl CTpaHUYKYy-NpeaynpexxaeHune.
A Bbl NpefCcTaBsisieTe, CKOJIbKO pa3 3Ta CTPaHWYKa BblgaBasack 6bl B A€Hb, €C/IN y4eCTb, YTO abOHEHTOB
COTHW MUJIJINOHOB?

Ho npobnema 6510knpoBKK no IP BnosiHe cebe NoHATHas 1 u3eecTHas. OHa Ha3biBaeTcs DNS (TyT oosikeH


https://cdn.nag.ru/news.public.uploads/upload/images/20170719-0009.png
https://cdn.nag.ru/news.public.uploads/upload/images/20170719-0010.png

ObITb CTUKEP U3 Tenerpama, NocBsAWeHHbIn PKH-TSH).

Bo-nepsbix, 6510kMpoBKa o IP 6eccunbHa, ecnn 3abNoKMpPOBaHHLIN CanT ByaeT MeHATb B A-3anucsx agpeca
pa3peLlleHns LOMEHHOro MMeHU. W 3To AeACTBUTEIbHO NPONCXOAMNI0 AOBOJIbHO YacTO C MENKMMU
pecypcamu, rae ayantopums 6bila KWUTanCKoM.

MpoTnB MHTEpPHeT-rmraHToB Knacca Google nnn Facebook - 3To 4OBOILHO 3PHEKTUBHO OKa3asoCb, HO BOT
nPoOTMB, HAaNpMMep, CarTa 3anpelleHHon B Kutae cekTbl PanyHb Oada (Ha BCAKUM ciyyvyan, He byay OaBaTb
ajpeca - Ha Hare ecTb HEKOTOpPOE KONMYECTBO HEeypaBHOBELLEHHbIX YNTaTeNen Ny HAX MOryT NPOU30NTH
McMXn4eckne CpbiBbl) 3TO NPOCTO He cpabaTbiBasno. CalT NPOCTO MEHST alMULLHUKN KaXXablA OE€Hb N0 Mepe
TOro, Kak ymaogaH BHOCUIM afpeca B YepHble CMUCKN.

A BO-BTOpbIX, KOrga BCe geflaeTCsd BPYYHYH0, eCTb LWAHC YTO-TO nponycTnTb. Hy, Hanpumep, BCe 3Tu "aTakwu
Ha OHC", koTopble nopa3naun PyHeT B nioHe, KNTanubl Npo4yBCTBOBaN elle B gasekoM 2008-om roay. ToT
e PanyHb YacTo MeHan IP B 3anucax DNS, a "oduuepbl nHpopMaumoHHon 6e3onacHOCTUN" TyT Ke MeHsAIn
613K-NNUCTbl. 1 B 04MH NpeKpacHbI MOMEHT B YepPHOM CNMCKe oka3ancsa IP-agpec MaccavyyceTckoro
TexHonormn4yeckoro. Ml Bcé 6bl HNYero, HO Kak pa3 B 3TOT MOMEHT MPOBOAMIACk Kakas-TO Ba)kHas BCTpeya
"Ha BbicLLIeM ypoBHe", rae MIT gosxeH 6bis1 4HTO-TO TaM A0OKa3blBaTb Ha YPOBHE MNpaBUTeNbCTBA U
npenocTtaBua Maccy y4ebHbix kypcoB (MOOC) Ha KUTaWCKOM si3blKe, MOJy4YMB OT NpaBuTenbCcTBa KuTas
npuanyHble geHbrn. A cCanT okasascs 3abnokKnpoBaHHbIM.

Kpome Toro, 6510knpoBka no IP, faxke korga HUKTO He obpallaeT BHUMaHNA Ha KoJilaTepalibHble MOTEPU B
Buae 3ab6/10KMPOBaHHbIX LLefbIX KJ1IaCTEepPOB CAaTOB Y NMOMYSAPHbLIX XOCTEPOB, He caMas HafexHasa. Mo)XHOo
YTO-TO MPOMNYCTUTbL MO "aNbTepHaTMBHbLIM MapwpyTaM". YTo 1 nponsowwno, onaTb-Takn B 2008-om, Korga B
KuTae BHe3amnHo cTan goctyneH YouTube no npnyunHe, 4Tto Google... npocTo noctasun Ky4y Google-kawen B
MakuncTaHe.

TCP Reset

MNMockonbky 610KMpoBKa "Mo annn" nokasasna cebs He cambiM Ay4LIMM 06pa3oM, a TakXKe C poCTOM peaJl-
Tanm Tpaduka UDP, Kutanckme apxmtektTopbl "CTeHbl" pewmnnm ncnpaBuTb CUCTEMY "OTNpPaBKM 3anpocoB B
Honb" nobaBneHrem 6/I0KNPOBKN BXOAALLNX MAKETOB.

[N 3TOro NCrnosib30Baiv CXemMy, KOTOpPYIo pa3pabaTbiBann A8 KOPropaTUBHOIO CerMeHTa, a
nMeHHo Intrusion Detection System. BoT Tak 3Ta cxeMa BbIrNaanT:
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CyTb paboTbl TakoWn cxeMbl LOBOJIbHO MPOCTas: KJOYEBbLIM 3JIEMEHTOM ABJISIETCA YCTPONCTBO "wiretap" -
"npocnywka". Mo cyTn, 3To 06bIYHbLIN MEXCETEBOWN 3KPaH, KOTOPbLIA HanNpaBaseT KOMUM Ka)Kaoro nakeTuka
Ha 6osiee MHTeNNeKTyalbHY MawunHKy IDS.

M BoT y>xe IDS npoBepsieT NakeTbl HA NErMTUMHOCTb. EC/IM MO KakMM-TO NpU3HaKam NakeT He NMpoxoauT, To
KJIMEHTY, KOTOPOMY AaHHbI NakeT HanpasnseTcs, wnetca TCP Reset, To ecTb cOpoc coennHEHNS.

MosAcHo (ang Tex, KTo nporynamean nekuum no MAa): kaxxabin TCP-nakeT B paMKax COeANHEHNSA HeceT
3arosioBoK. B Ka)xgoM u3s Hux ectb 6uT chnara cbpoca (RST). Y 60onbLUIMHCTBA NakeToOB 3TOT BMT yCcTaHOBNEH
B 0 M HWYEro He 3Ha4YnUT, HO €C/IM OH YCTaHOBJIEH B 1, 3TO 3HAYMT, 4TO NoJiy4aTeNlb AOJIXKEH HEMeaNEeHHO
npeKpaTUTb UCMNOJIb30BaTb AaHHOE CoeAUHEHMNE: He NOCbI1IaTb MAaKeTOB C TEKYLUUM NOAEHTU(HUKATOPOM (Ha
TEKYLLUUI MOPT), a TaKXXe UrHOPMPOBaTb BCe nocseayoume nakeTbl 3TOro coegnHeHuns (cornacHo
MHpopMaumm B nx 3arosioBkax). Mo cytu, c6poc TCP MOMeEHTaNbHO pa3pbiBaeT COeAUHEHNE.

Cxema yaobHa TeM, 4TO eC/iM Ha KaKOM-TO U3 ABYX 3JIEMEHTOB CUCTEMbI MponcxoauT cbonm, To coeguHeHune
BCe )xe byneT ycTaHOBNEHO. Bce XXe npuopunTeT B cyllecTBOBaHUN "rnobanbHON CETU MHTEPHET" B TOM,
4yTOB-TakM faHHbIE NepefaBaancb. Ho npn paboTawLen cxeMme Nosib3oBaHNE Nt0ObLIM CETEBLIM PecypcoMm,
Haxo4sLwmmcs B "4yepHoM cnmcke", byaeT o4eHb 3aTpPyAHEHO, Aaxke ecnn IDS byneT nponyckaTb HEKOTOPLIE
nakeTbl - ceccum ByayT BaNTbCA, COEAUHEHNS MPEpPbIBATbCA.

anI‘-IEM, Yy TakKol cxeMbl ecTb bonee HEMPUATHbIE NOCNenCcTBuA - C HeKOTOp0I7I oonen BEPOATHOCTU KINNEHT


https://en.wikipedia.org/wiki/Intrusion_detection_system
https://cdn.nag.ru/news.public.uploads/upload/images/20170719-0011.png

MOXXEeT noJiy4nTb TCP Rst BoobLLe Mo BCEM OTKPLITHIM B AAHHbIA MOMEHT BPEMEHU YCTAHOBNEHHbIM
COeAVHEHNSIM, YTO HECET eLle U [OBOJIbHO HEMpPUATHbIE BOCMUTATENbHbIE DYHKLUKN, KOrAa NoJib30BaTesNun
Ha4vyMHalT BoobLLE OMacaTbCa KakKux-1mbo "HenpaBuSibHbIX PECYPCOB", MOCKOJbKY CBSI3b MOXKET ObITb
NPUOCTaHOBJIEHA He TOJIbKO B Bpay3epe, HO 1, Hanpumep, BO BPeEMSI MyJibTUMEAUIAHOW ceccumn n/mnm
TenedoHHOro pasroeopa.

NccnepoBaHus "Bennkon Kntanckom NHTepHeT-CTEHbI" U3HYTPU MOKa3bIBalOT, YTO PUbTpaLMs Mo
MOXOXXUM CLEHapUAM Yalle NPoNCXoanNT Ha YPoBHSAX Boobuie "ABTOHOMHbIX CUCcTeM", @ HE Ha MOrpaHnNYHbIX
MapwpyTmn3aTopax. Ho He Bcerpga. MNockosbkKy faHHasa cxema TpebyeT OrpoMHOro Koan4ecTsa
BbIYUCIINTENbHBLIX PECYPCOB, TO KaXKAbl MAaKETUK U3 FreHEPMPYEMOro COTHAMU MUITIMOHOB abOHEHTOB
Tpauka HY>XHO NMPOBEPUTb Ha KOLIEPHOCTb.

Mo3ToMy AOCTAaTOYHO BOMNbLLOE KONMYECTBO (hUNLTPYIOLMX YCTPONCTB Kiacca IDS pacnofioxXeHbl B ceTaX
Ha MOrpaHNYHbIX 1 OMOPHbIX AS, KOTOpble NOAKJ/IIOYAOTCS K BHELLHUM CETSAM, TakK KaK OHU MOryT Haubosee
JIerko CJIY>XUTb B Ka4YeCcTBe To4eK Tpaduka.

TyT ewe HY>KHO OrOBOPUTLCS, YTO YacTHbIe U HE3aBUCMMbIe MpoBangepsbl B KuTae cywecTByoT. 1 BOBOJIBHO
6onbLIne Mo eBponencknMm Mmepkam. Hy, To ecTb, 3T0 He Tonbko China Telecom n China Mobile. EcTb ewe
onepaTop, HanpuMep, Unicom. 3To "6onbluas KNTanckasa Tponka'.

Ho ecTb ewe, Hanpumep, onepatop Great Wall Broadband Network Service Co., Ltd, koTopbin 3aHUMaeT
HULLY, CXOXXYI0 C POCCUNCKUM [oMm.ru. CTpouT ceTn no TexHonorum Ethernet B KpynHbIX KNTAaNCKUX ropoaax
Ha BOCTOKE U LleHTpasiIbHOM 4YacTu CcTpaHbl U uMen Ha 2015 roa 15 mnaH. aboHeHTOB. LLTab-kBapTupa B
MNeknHe. CKONIbBKO TaM, roBopuTe, abOHEHTOB Yy "HaLMOHAIbHOr0 YeMMnnoHa"?
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Great Wall Broadband Network

CyLLEeCTBYIOT elle 1 COTHN MEeJIKMX NMpoBanaepoB "pernoHasbHOro sHadyeHusa". I coecem Kakoe-T0 OrpoMHoe
KOJINYECTBO COBCEM MeJsIKMX Huwebix NCI "ogHoro 3ganmsa”. MNpuyeM, ecnum Bbl 6biBann XO0Tb pa3 Ha
KUTaNCKOM, Hanpumep, pbiHKe, TO MOXKETEe NMpencTaBUTb 3TU "Mesikue KOHTOPKU". OHM MefiK1ue TOJIbKO No
CpaBHEHMIO C ruraHTaMmun knacca China Telecom, a ecim NOCTaBUTb UX PAAOM C POCCUNCKUMU
pernoHasibHbIMK OorepaTopamMu, TO CpaBHMBATbL ByaeT faxke He C 4YeM.

MosToMy 1 B cxeMax Bkato4eHUs GFW nmeroTca HekoTopble NCKKOYEHUA. BOT Te xxe ABa KpynHEenLwmnx
KUTAaNCKUX NHTEPHET-NpoBanAepa OTINYATCS APYr OT Apyra NoAXoAaMu K NOCTPOEHUIO LeH3ypbl. B
yacTHocTn, CNC Group (npuHagnexawas China Unicom) pa3smewiaeT 60AbLLIMHCTBO CBOMX (OUIbTPOB Ha
MarucTtpanu. MNMpu stom ChinaNet (npnHagnexawasn China Telecom), B cuny KosloccanbHoro obbema
BCEKMTAMNCKOro Tpadumka, pasMeLLaeT paepBosSibl B OCHOBHOM Ha COBCTBEHHbIX PErnoHasbHbIX CETAX,
KOTOpblE UMEKT COBCTBEHHbIE "aBTOHOMKN".

Ho, ewe pa3 NoBTOpPOCL, PUALTPLI U BCE, YTO CBA3AHO C LIEH3YPOW, MMEET MeCTO bbITb TOJIbKO 1
VUCKJIIOYNTENIbHO Ha ceTax "6onblion KuTanckom Tpornkun". ToT xe GWBN HuKakux unbTpoB y cebsa He
yCTaHaBJIMBAET, HO NPU 3TOM C Lie/Ibio Nepefadyn TpaHCrpaHMYHOro Tpamka MMeeT NpaBo MOAKIIHYaTbCS
TONIbKO U UCKJIIOYNTESIBHO K "Tponke".

YTO NpmMBOAUT K AOBOJIBHO MHTEPECHBLIM 3(hheKTaM.

BoT 6bykBasibHO Nepen coavyen ctaTbn B Ny6nmMKaumio, oOMH YnTaTeslb TeserpaM-kaHasaa "3aTenekom"
(moanuceiBanTeCh, KCTaTuW) Npucnian TPeNchl Ao pa3Hbix 3abnoKnpoBaHHbIX B Kntae pecypcos.

[o Tenerpama nyTb BbIFNAANT TakK:
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Moyemy Tak npowusoLwno?

MosicHato. CeTb 183.194.0.0-183.195.255.255 npuHaanexuT China Mobile B LaHxae. IMeHHO Tam n
HaxoOuTCa nHcangep. danbwe nakeTbl yaeTatloT Ha 63k60oH B [eknHe, rae n HaxoguTCA rNaBHbIN W03
YanHa Mobainn n3 YanHaHeT B rnobanbHbIN NHTEPHET.

Tonbko Tenerpam B Kutae 6nokupyeT no IP-agpecam Bce aBTOHOMKM (fa, y Tenerpam ecTb cobcTBeHHas
AS12301, 6a3upyeTcsa B BeHrpuu), a Google, o4eBnaHo, 61okupyetcsa 6onee xmTpbiM Ccrocobom ¢
ncnonb3oBaHmeM IDS 1 npoyero wamMaHCTBa, MOTOMY YTO MapLWpPYT yxoauT Ha AS58453 (Toxe China
Mobile), a moTom poxoguT A0 aBTOHOMOK ['yra, HO CO CTPaHHbLIMWU NETAAMU B YaCTHbIX afpPeCHbIX
MpPoOCTpPaHCTBaXx.

|_|pVI 3TOM, OTBET KakK bbl npmxoanT, HO CBA3U C rer'IOM BCe Xe HeT.
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bnokupoBka no DNS

OyeHb NOX0XXas Ha "POCCUNCKYIO LeH3ypy" cxeMa. BeirnagnT BOT Tak:
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N3meHeHne 3anucen A-Tuna B AOMEHHbIX UMEHaX He TaK y>XX U TpMBUasibHO. [03TOMY apXUTEKTOpPSLI
"Benmnkoro Kntanckoro ®aepBosia" npenycMoTpesnn n Takon Tnun 6JJoKMpoBoK. B coveTaHun ¢
6noknpoBkon IP-agpecoB, KOHEYHO.

B ykpoweHnn DNS ncnonblyeTtcs panbcndmkaumns oTeeTa, Bo3epaliaemoro DNS-cepeepomM, nnbo
rnocpencTBoM npegHamMmepeHHom KoHdurypaumm, nnbo 6ykBanbHo "oTpaBneHns" DNS.

Broknpyembiln cepep MoxeT nmeTb Ntobon IP-agpec, 3anncaHHbin B CNAME Ha kKopHeBbix DNS-cepBepax,
aBTOpUTETHbIX Ang "Bced MIHTepHeTa". Ho He B ChinaNet, rae nmetotcs cobcTBeHHble "KopHeBble DNS".

B pe3ynbTaTe, Npu obpallieHnn Nosb3oBaTesNs, Hanpumep, K NoALeH3YPHOMY OMEHHOMY VMEHN
twitter.com, nonb3oBaTeNtO BbIJAOTCA JIOXKHbIE OTBEThI. Yalle Bcero kakne-Hnbyab onaTb He
cyliecTBylowWwme, 4Tobbl NOsIb30BaTENb MPOCTO OYEeHb A0JIF0 XAaJl OTBETA, HO He foXAascs Obl.
Ncnonb3yeMble BMecTe TakTuUKK "DNS-oTpaBbl" 1 "6noknposka IP-agpecoB" no3sonseT 4OBOJ/ILHO
ahhekTUBHO 6J1IOKMPOBaThL NOALLEH3YPHbIE CalThl U CEPBEPbLI, Kak Ha YPOBHE LOMEHa, Tak 1 Ha ypoBHe IP.

Mpwv 3ToM, "DNS-0TpaBa" nCNoab30BasioCk HE TOJIbKO OJ19 BJIOKMPOBKU KOHTEHTA, HO U ANs NPOABUMXKEHNS
"oTeyecTBeHHOro npomnssoanTena”. Hanpumep, B 2002 rogy npu 3anpoce google.cn nosib3oBaTenen
peanpekTusio Ha Baidu. YTo cbirpaso A0BOJIbHO Ba)XHYO POJib B MPOABUXKEHNWN FTaBHOW MONCKOBOMN
cucTteMbl Kutas.

Ho kpome TpuBmasnbHOro BMewaTenbCcTBa B DNS-3anucn, mapwpyTtnsatopbl GFW ewie ymetoT 610KnpoBaTh
nogLeH3sypHble 3anpockl, nogMmeHAaa DNS-3anpockl € 3anpeLweHHbIMU KI0YEeBbIMN C/I0BaMy, BbloaBas
nogaenbHble DNS-oTBEThI.

NccnepoBaTenn "c ToW CTOPOHbI" 06Hapy>Xuaum, 4TO Npu 3anpocax, KoOTopble BXOAAT B CTOM-/INCT 13
npumepHo 15 Teicsay cnos, DNS Ha 6opaep-aBTOHOMKax OeNnaloT MHbeKUMK nogaesbHbix DNS-0TBETOB, 4TO
MPUBOOUT K ycrnewHon 610KNPOBKE NHTEPHET-PECYPCOB, OaXKe eCsIN NoJsib30BaTeNn UCMOJb3YIOT
CcTopoHHMe DNS-cepBepbl 3a npeaenaMun CTpaHbl. 3TO CBSA3aHO C TEM, YTO YMaoaH TLaTeNbHO
npocmaTpuBatoT IP-agpeca DNS-pe30s1BepoB B UHTEPHETE N CBOEBPEMEHHO BHOCSAT Jtobble NofobHbIe
cepBuCbl B 61ek-nucTol. Mpu 3ToM BCe "HaumoHanbHbie DNS-cepBepbl" TWaTEbHO N HEXXHO NPaBATCA Ha
npeaMeT HeKOoLepHbIX PecypCoB.

MepBble coobweHns o DNS-mHbekumsax nossuanch ewe B 2002-0M rogy, Koraa BbIACHWAW, YTO MPaKTUYEeCKN
Bce DNS-oTBeThl nogaensiatoTca n otpasnsaoTcsa. B 2007 rogy DNS-oTpaBa cTasia MoBCEMECTHOM, U
MOSIBUANCE (PUIbTPLI N0 KAKO4YEBbIM C/1I0BaM. [1py 3TOM HUKTO BHYTPU He 3anpellaeT co3faBaTb
Kawmnpytowme DNS-cepBepbl, HO KOPHEBBLIM A/ K3Lla A0/KEH BbliTb TONbKO "0A4006peHHbIN MUHNCTEPCTBOM
obuwecTBeHHOM 6e3onacHOCTM", U3 NpeasioXKeHHOro cnucka DNS-cepBepos.

Cneundunyeckmne getanm yCTponcrea kKuTanckmx DNS-oTpaBuTenem MoXXHo NoYnTaThb TYT.

Pa3syMeeTcs, Takasd cxeMa nmeeT NoboyHble ahhekTbl B BUAE KOIJTaTepasibHbIX MOTEPb CPean MUPHOro
HaceneHuns. Ho HNKTO Ha 3T0 0bbIYHO He 3aMopaydnBaeTCs - Hy, 3ab10KMpoBann BMecTe C TBUTTEPOM
(ycnoBHO) ewle napy TbiCAY CalnTOB, HY U 4TO. IHOrga cnyvatTcsa U pakanbl, Kak C YNOMSAHYTbIM CJlydHaeMm C
OHNanH Kypcamu oT MIT. Ho Torga BMewWmMBalOTCS PyYHbIM yrpaBieHWeM, a NOCTpaAaBLIMM pecypcam
"HacTOATE/IbHO PEKOMEHAYIOT" CMEHUTb PEKBU3NTLI A0CTYynNa.

3a npoueccoM 6JI0KMPOBOK XKe CneanT Lenas apMusa Kak npoeccroHasibHbiX BOEHHbIX CETEBbIX
WHXXEHEPOB, TaK N COTHU ThiCAYTPeXpYbneBbiX NAENHbIX FPa)<aaH.
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MNpaBga, MHOrga AOCTAEeTCHA TeEM CTpaHaM, KoTopble MMetoT IP-TpaH3uTbl Yepe3 Kntan. Ho n 31o He befa, a
npobnembl TeX CTpaH, KOTopble MMelT IP-TpaH3nTbI Yepe3 Kntan.

Tsxenee npuxogntcsa 6N0KMpPoBaTb pecypchbl, KOTopble ncnonb3yoT DNSSec. Ho nockonbKy noka 3Ta
TEXHOJIOrNA_HEe CUJIbHO-TO W pacnpocTpaHeHa (Ha KJIMEHTCKON YacTu - a Tak-To Bce OK), To pewaTb 3Ty
npobnemy He cnewar.

To4yHO TakXe, Kak n npobnemy HTTPS.

bonee cno>XxHblie cxeMbl LEeH3YypPbl

MaTepuan nosyvyaeTcs CAUWKOM 06 BEMHBIM, U MHOTUE Y)Ke YCTalv BHUKATb B MOAPOOHOCTU TEXHNYECKON
peann3aunmn KUTANCKon LeH3ypsbl. MoHUMalo.

Ho oCcTasiocb COBCEM YYTb-4YTb.

Mpoueccbl 610KMpOBKK ¢ NomoLllbio DPI, Ha camoM gene, Mbl y>ke onncann B pasgene TCP Reset. 310,
cobcTBeHHO, 1 ecTb DPI B light-Bepcun. PazymeeTcs, HAIKOMY 1 B FOJI0BY He NpuxognT MoaoTuTb BECb
KUTaANCKNI TPaHCrpaHUYHbIA TpadunKk. DTO TONIbKO POCKOMHaA30py MOXXET MPUNTK B FOJIOBY.

Bce HamHoro npowe. NMpocnywkn (ynomaHyTble yxe Wiretap’s) yCTaHOBJIEHbI Ha MPaKTUYECKN BCEX
KpynHbIX 6opaepax aBTOHOMHbIX CUCTeM. VX 3afada - Kak pa3 cnywaTb. CoBceM He oba3aTenbHO
6noknposaTb BCE tcp-coeamHeHnsa 730 MUIJIMOHOB KUTaMLEB.

[ocTaTo4yHOo gocTaBuTb 0co60 Nt06OMNbITHBIM NEPCOHAXKaM HEMHOIO HEMPUATHOCTEN, KOTOpbIe
0OCTaBAATCS NPOCTbIM, HO 3 PEKTUBHBLIM cnocobom "cbpoca Bcex TCP-coeanHeHMN", KaK TOJIbKO
nobonbITHLIN Nofne3eT Kyaa-To He Tyaa.

A Kak onpenennTb "He Tyna"?

MpaBuabHO. Mo KAo4YeBbIM C/l0BaM. TeM 6osiee 4TO NepornMMpPrUYecKnin KNTaNCKNn A3blK NO3BOMISIET AeNaTb
3TO 04eHb 3PEKTMBHO.

CyuiecTByeT crneumnasnbHo pa3paboTaHHbIN CMNUCOK C/0B, Ha KoTopble Luepbep IDS TyT e cbpocnT Bam
coeanHeHnsa. OH 60/bLLION, N, KCTaTW, BKJIKOYAET N aHIJINACKME CJI0BA - U3 OFPaHNYeHHOro NnepeYHs,
KOHEYHO.

Crnncok ecTb He ToJIbKO Y IDS, HO 1 Y KPYNHENLLNX KUTAaNCKNX PECYPCOB C 03ep-reHepenT KOHTEHTOM. Y
Bangy, CnHo, TeHCeHT 1 Benbo. KaxxeTcs, s nepevyncnnsi Bce KpynHenwme KNTanckne HTepHeT-Mmegma
KoHrnomepaTbl. A! Ewie Annbaba, KoHe4YHo.

Cnucok, pasyMeeTcs, CeKpeTHbI. Ho nonb3oBaTenn cyMesnn pacno3HaTb YacTb 3TOro c/ioBaps. A Kak
MHave-To? lNocsie HeEKOTOPbIX Hey06CTB U HaHOB HaYHellb MOHUMATb, YTO K YeMy.

Xo4y cpa3y npenynpennTb COTPYAHNKOB POCKOMHag30pa U MMHKOMCBSI3M, KOTOPLIE, 51 YBEPEH, MPOYMTatOT
3Ty CTaTblo, 4TO B Poccum Takaa cxema paboTaTb He byneTt. I na)ke He NnoToMy, 4TO "poccusiHe -
cBoboHbIE NOAN U NMPUBLIKJIN FTOBOPUTL MPSIMO U OTKPLITO". HeT, Aeno B IMHIBUCTUYECKUX Pa3InNdmnax
KWTaNCKOro 1 pycckoro. Pycckuin a3blk oMmohoHMYeH He 6osblue KMTanckoro, KoHe4yHo. Ho BOT ¢
omorpaduen - B pycckom s3bike bena. Bce atn "ockopbnate", "Wwymaxep" v npoyme cioBoobpasoBaHUS
04YeHb BpenaT ueH3ype._MoynTtanTe 06a3aTenNbHO Brkuneavo npo MaTepHble CaoBa.

TaM MHOro MMeH CobCTBEHHbIX, CBA3aHHbIX C MOJIMTUKON. Bcayeckne "TaHbaHbMeHb", "BaHb Li3s6a0" n Tomy
nogobHoe. 1 He Byay NMMcaTb 3TUX CTPALUHbIX CJIOB, MOTOMY 4YTO, BAPYF, MPOYMTAET KTO-TO U3 "KUTaNCKNX
ToBapuwen", oa n 3abnokupytoT Har.

AHIIMNCKNX e CNIOB HE TaK MHOrO0 - 3TO, NPeXXAe Bcero, porn, tits n boobs. OTKyaa CTaHOBUTCSH MOHATHbLIM,
rnovyemMy KUTalCknue TypucTbl, Monajatoume B CTpaHbl CO CBOOGOAHLIM MHTEPHETOM, TYT XKe CKa4nBaloT
rurabanTbl Ha hewkn. 9To MHe B MOBUJIbHbBIX ONepaTopax pacckasasun - OHU CrepBa MOHATbL He MOru,
rnoYyemy TakKoM a)KMoTaXk Ha TpaduK B NepBble AHW Yy HOBOMNpMbbLIBLIMX. OKa3asnoCb, YTO NOTOM 3TUMU
dhewkamMmm NpocTo TOPryoT y>xe BHyTpu MNogHebecHon.

Hy, 1 BOT 13 NoCneqHUX Ka3yCcoB, Mo)Xanayin, MOXKHO NMPMBECTU NMPUMEPHDI:
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https://ru.wikipedia.org/wiki/%25D0%25A0%25D1%2583%25D1%2581%25D1%2581%25D0%25BA%25D0%25B8%25D0%25B9_%25D0%25BC%25D0%25B0%25D1%2582

B obuwem-To, ecTb HEeKOTOpoOe CXoaCcTBoO, Aa.

BoT TyT, B KUTancKom Buknnegnm ectb 04eHb HEMOJTHBIA CMINCOK 3TUX CTPALUHbIX CJ10B. HUKOrga nx He
MALINTE - NOTOMY 4TO, €C/IN Bbl AYMaeTe, YTO KUTaNCKas LeH3ypa MOXKET He TOJIbKO "3alimuwaTh KUTANCKYHO
WOEHTUYHOCTL" MacCMBHbIMU PUAbLTPaAMU, HO 1 BroJiHe cebe yaoapuTsb.

HanomHio, 4To CyHb-LI3bl - 3TO CaMbll NEPBbLIN B MUPE TEOPETUK BOWHbLI. N OH - KWTanckuin. 1 oH rosopun,
yTo "ny4was obopoHa - 3To HanageHme" (He yBepeH B KOPPEKTHOCTU LINTUPOBAHNSA - CAMOCTOATENIbHO
ryrnmre).

Tak BoT. C HejaBHero BpeMeHu, KpoMe "6osibLLION KNUTaNCKONM MHTEPHET-CTEHbI" NosiBUIaCh HE MeHee
6onbluan "KMTanckas nHTepHeT-nywka". Hn3koopbutanbHas.
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PaboTaeT oHa TaK: ec/qin NOABSETCA HEKU MHTEPHET-PECYpPC, KOTOPbLIN HE OYEHb-TO pearnpyeT Ha CUrHasbl
KNTaNCKOW LLeH3ypbl, MPK 3TOM KakK bbl eLle BCcaYyeckn npotTusoaencrteyeT 6/10KkMpoBKam (Ta »xe cmeHa DNS
WAn 3epKafa-goMeHbl) 1/uam noseseH Boobuie Ana KNTanckom obuwecTBEHHOCTU, TO B HEr0 MPOCTO
cTpensatoT DDoS-aTakon.

MpocTo, HO 3ch(hpeKTUBHO. CyLLeCTBYeT Lebld aITOPUTM MO BbISBAEHMUIO Lesn N HaLenBaHnio "nyLxKun®.

Global Internet

GREAT CANNON
| DIVERTER ]
| Is IP target? |-ﬂm—
(YES]

-~ *

Chinese Net
| New Flow? \-EEJ-

¥

Match attack
criteria?

Malicious payload

Randomly
selected?

A cobcTBeHHO "cTpenatnT" y)Ke Te caMble MUIJINOHbI KUTAaCKNX MHTEPHET-NoJib30BaTesien, Npu4em, camMmu
TOro He Begfas. Mo komaHge "OroHb!" 60/LLINMHCTBO KUTAaNCKNX MHTEPHET-IrMraHToB (Baidu B nepByto
oyepellb) aKTUBMPYIOT HEDOJbLLION JS-KO4 Ha BCEX CBOUX CTPaHULLAX, KOTOPbLIA 1 BKJOYaeT BnoJiHe cebe
JIErMTUMHBIN 3aMNpocC K aTaKyeMOMy pecypcy. Ho MOCKO/bKY, 1 HAMOMHIO, KUTANCKMX NOJIb30BaTEsIEN COTHM
MWUJIJINOHOB, TO BCE OHW CO34al0T TakoW NOTOK Tpadmka, 4To NonoxXnTtb nod Deny of Service MOXXHO 4TO
yrogHo.

Opyron BapuaHT ewe 6onee KoBapeH. Y Baidu, kak n y ntoboro noMckoBoro cepemca eCTb cobCcTBeHHas
cny>xba aHanUTUKN. To ecTb, CHETYUKMN, KOTOpbIe B BUAE obpalleHuns K JS-CKpUNTy UMMJIEMEHTUPYIOTCSA Ha


https://cdn.nag.ru/news.public.uploads/upload/images/20170719-0013.jpeg
https://cdn.nag.ru/news.public.uploads/upload/images/20170719-0014.jpeg

CTPaHMYKKM BONbLLOIO KONIMYecTBa cainToB. [lobpoBosibHO. Tak BOT, ecn B psae ciyyaes (He Bcerga!l)
MOAMEHATb JS-KOL CYeTYMKa Ha JS-kon 60THeTa, TO MOXKHO Co3A4aThb elle 6oJsiee CTpaLUHbIN MOTOK 3anpocoB
K HeCHaCTHOMY pecypcy.

MNMoka 3ahnKCMpoBaHbI ABa Ciy4vas peasibHOro NpuMeHeHus 3Toro opyxmsa. OgnH pas npotue GitHub, roe
Ob111 BbIJIOXKEHbI XOpoLlMe rogHble MaTepuasbl Mo obxony GFW Ha npekpaCHOM KUTaWCKOM si3blKe, a TakXe
npoTuB pecypca greatfire.org, NpMMepHO CXOXXeN TEMaTUKN.

Hy>XHO OTMEeTUTb, YTO TakMe aTakn MOryT MPOAO/KATbCA CKOMb YrOAHO O0AM0 U C NOALEPXKKOM Ha
rocyapCTBEHHOM YPOBHE, WU, HAaMOMHIO, NpY Noaaep>xke cncrtemMm 6,10kMpoBku "obpaTHoro Tpaduka" B Buae
IDS, 4TO CHM)KaeT pPecypCoeMKOCTb TakKMX aTak B pa3bl U No3BoSsSET He 6oaTbcs "obpaTku'.

Tak 4TO0, ecnin ToT XKe Google NonbITaeTCcs NPOBEPHYTb 4YTO-TO NogobHoe (Bpsa i BEPOSTHOCTb TAaKoro
NpubaNXKaeTcsa K HY/10), TO "YPOHUTL" KUTACKMe pecypchbl HAA40Jro BpAd N yAacTCa - MyCOPHble 3amnpochl
6yayT 3a6710KMpPOBaHkI elle "Ha nosieTe" Ha bopaepax BCeX KUTANCKNX aBTOHOMOK.

BOT Tak KuTanubl MOryT CTPENSATb:

[3on0Tada LeH3ypa KuTas, YacTb 2
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