Wi-Fi: yBenuuyeHue panbHocTu paboTbl 6ecnpoBoaHoro KkaHana

BBepeHue

Ha oanbHOCTb pacnpoCcTpaHeHuns anekTpoMarHnTHoro Wi-Fi-curHana B ananasoHax 2.4 v 5 'y sansaoT
cnepyowme PakTopsbl:

1) MowHoOCTb NepepaTymKa (TOYKM OOCTYMa) U YyBCTBUTENbHOCTb NMpueMHuka (HoyTbyk / komnbtoTep /
cMapTdoH / nnaHweT). Moxkanyn, kn4eBon MoMeHT B paboTe ntoboro 6ecnposogHoro obopynoBaHus.

Ecnuv npocTo, To 4em 6onblle MOWHOCTbL NepefaTyMKa, TEM Aasiblue MONEeTUT 3/IeKTPOMarHUTHas BOJIHA, U
TeM 60/bLINN 3HEpreTuYeckuin 3anac byget umeTtb. Yem 60sibLLe YYBCTBUTENIBHOCTE MPUEMHMKA, TeM Bonee
ocnabneHHbI CMrHaN CMOXXET YJIOBUTb €ro aHTeHHa.

2) Hannyue 1 Tun NpenaTcTBUIA Ha NyTW PacnpoCcTpPaHeHWs CUrHasa OT nepeaaTynka Ao NpUeMHMKA.
CoOTBETCTBEHHO, YeM Bonblle 3TUX NPensATCTBUN, TeM BONbLUYIO [0J10 MOLWHOCTK ByneT TepsATb BOJIHA,
NMpoxoas Yepes HMX. W Tak y> MoJiy4nnochb, 4TO pa3Hble MaTepuasbl B 3aBUCMMOCTU OT CBOMX (PU3NYECKNX
CBOWCTB (AM3NeKTpmyeckas, MarHMTHas NPoHNLAEMOCTU 1 NPOBOANMOCTbL) MOMYT OKa3biBaTb Kak
HeraTMBHOE, TaK W MOJIOXKNTENbHOE BJINSHUE Ha PacnpoCTpaHeHWe 31eKTPOMarHMTHOro Nnosis.

3) WHTepdepeHLsa paanoBOJIH, BO3HMKalOWasA U3-3a BANAHUS CTOPOHHero obopyaoBaHus, paboTaroLwero B
TOM >K€ YaCTOTHOM AMana30He N YCUJIEHHO reHepupytowero nomexu. K Takomy obopynoBaHuio B NeEPBYLO
oyepepnb oTHocATca Wi-Fi-aganTtepsbl "cocenen" n MmukpoBosiHoble CBY neyn. B meHbluen ctenenn Ha Wi-Fi-
CeTb OKa3bIBaloT BAMsAHME Bluetooth-ycTpoinncTBa. B 3ToM e anana3oHe 2.4/5 Ty paboTaeT orpoMHoe
KOJIN4EeCTBO MPOMBbILLJEHHOr0 U MeanumnHCKoro obopynoBaHus, Ho B opucax, busHec ueHTpax u goMax
obbiBaTENEN NX, K CHACTb, MOXKHO BCTPETUTb HE YacTo.

MprBeOEHHbIN CMMCOK MOXXHO 3HAYNTESNIbHO PAaCUMPUTb N AOMOJIHUTL, HO 3TO, MO MHEHUIO aBTOpPa,
Hanbosiee 3Ha4YMMble MOMEHTbI, KOTOpPbIe MPU NPaBULHOM NOAX0AE CMOrYT 3HA4YUTEJIbHO YBENYNTD
3HepreTuyeckunin noteHuman 6ecnposogHom cetun. Huxe npmnsonsaTca 6onee geTasnbHble PacCyXAEHUSA MO
Ka>X4OMYy U3 MYyHKTOB.

1. MOWHOCTb U HYBCTBUTEJZILHOCTb

[leBn3 pasgena: He 3anopu To, 4TO MMeelLlb.

MowHOCTb NepedaTyMKa, paspelleHHas ctaHgapTom IEEE 802.11 onsa 6ecnposogHoro Wi-Fi-obopynoBaHus
He [o/KHa npesbiwaTb 20 dBm, 4To skBMBasieHTHO 100 MunameaTTaM. 3Ha4YE€HUA MOLLHOCTW peanbLHOro
obopynoBaHus B CpeQHEM HAaxOAUTCA B Anana3oHe oT 15 go 18 dBm. CBsA3aHO 3T0 no 6onblen 4acTu C
HeXxenaHueM rnpoussoanTens "puckosaTb", Beflb YCTPONCTBO MOLLHOCTbIO CBbile 20 dBm npocTo He
nponaeT cepTudmnKaLlmio.

TyT eCcTb ABa MOMEHTA, Ha KOTOpble HY>XHO 06paTUTb BHUMaHME: BO-NEPBbIX, HY>KHO MOHUMaTb, KaKomn
4acTblo U B KaKylo CTOPOHY usnyyaet Wi-Fi-aganTtep, a BepHee ero aHTeHHa. MogasnstoLiee 60/bLLMHCTBO
home-Bepcuin Todek 4OCTyMNa MMET omNi-aHTEHHY C KPYrOBOW AMarpamMMon HanpaB/ieHHOCTU B hopme
Topa (B mepBoM NpubamxeHun), pucyHok 1.

PucyHok 1 - BHewHn Bna 1 gnarpaMmma HarnpaBaeHHOCTM Omni-aHTEHHbI

Top nMeeT AnarpaMmy HarmpaBEHHOCTU B YIJIOMECTHOW NJIOCKOCTU B (OPME BOCbMEPKMU, a B
asuMyTanbHOM - B popMe Kpyra. [Anga obecneyvyeHns Hanbonee 61aronpuaTHbIX YCI0BUIA Npuema
Mosib3oBaTeNA CETU HY)KHO pacrnosiaraTb B HanpaBJ/IeHNUN Ha MaKCUMYM U3JTyYEHUS. YUnTbiBas, 4TO
paccMaTpuBaeMas aHTeHHa BCeHanpaBieHHas, OHa NPOCTO A0J/KHA pacnofiaraTbCs napannensbHo
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PucyHok 2 - nntocTpaums K 3aBMCUMOCTU KavyecTBa NpMeMa OT B3aUMHOM OpUEeHTaLUK NepegaTymnka u
npueMHuKa

Takum obpa3omMm, ecsim pacrnonoXeHue Ballero HoyTbyka CooTBEeTCTBYET HanpaBAeHUO Ha "MUHUMYM
n3ny4yeHmns" (PUCYHOK 2), TO He CTOUT YAUBAATLCA HU3KOMY KavyeCcTBY npuemMa. Y4NTbIBas, YTO aHTEHHbI,
nayLwve B KOMMNJeKTe C poyTepoM, UMEIOT B OCHOBaHMU "CUCTEMY BpaLLleHMa", TO KaKNX TOJIbKO BapMaHTOB
OpUEHTaLNMN aHTEHHbI HE BCTPETULLL B KBapTuUpax obbiBaTenen.

Cnepyowmnm BapuaHT yBenYeHna AasibHOCTW - 3TO UCMoab30BaHWe bosiee HanpaBAE€HHOM aHTEHHbI, TO
eCcTb umeoLen 6obWNN KOIDULUNEHT ycnneHus. Cneayet OTMETUTb, YTO aHTEHHa - YCTPONCTBO
MnaccMBHOE, MO3TOMY Bbl JINLLb YBESINYUTE MAOTHOCTb MOTOKA 3/1I€EKTPOMArHUTHOIO N3JTYHEHUS B HYXKHYIO
CTOPOHY, @ MOLLHOCTb U3/Tly4eHNA OCTaHeTCA Ha npexxHeM yposHe (15 - 20 dBm). Ha pbiHKe npefcTaBfieHo
6onblioe KonmyecTBo aHTeHH Wi-Fi-gnana3oHa ¢ pa3iinyHbiM KO3(hPUUMEHTOM YCUIIEHNA B CpeaHeEM oT 3 00
15 dBi, cnocobHbIX NeEpPeKPbITb PacCTOSAHNE B Napy KMAoMeTpoB. [103ToMy B TOM CJly4Yae, eC/iv Bbl XKUBETE B
JIeCHOW rAyLwwmn, N TOYHO 3HaeTe, rae pacnoslaraeTcsa UCTOYHUK CUrHasa, TO MOXKeTe CMEesI0 UCMOJIb30BaTb
HarnpaBJIEHHYO aHTEHHY.

OThEeNbHO MOXKHO OTMETUThb, 4TO eCTb annapaTHble CPeACTBa YBENYEHUS MOLHOCTM 6eCnNpoBOHOIO
apfanTtepa, paboTatowero ns-nop Linux (u HekoToporo MO B Windows), ¢ NMOMOLLbIO KOTOPOrO MOXKHO
annapaTHO M3MEHUTb N3YHaEMYIO MOLLHOCTbL NMepejaTyunKka, HO 3TOT 1 NOAOOHbIE peLleHns A0BOJIbHO
6bICTPO MOFYT BbIBECTU afanTep U3 CTPOS.

Tak KaK aHTEHHbI - YCTPONCTBA ABYXCTOPOHHEro ThMa, TO ecTb Jitobasi aHTeHHa MoXeT paboTaTb Kak Ha
npueMm, Tak 1 Ha Nepeaady, TO BCe CKa3aHHOE Bbillie, KACAeMO YBeSIMYEeHNs MOLLHOCTY NepenatoLlen
AHTEHHbI, CNOCOBHO B PAaBHOW CTEMEHUN YBEJINYNTb U €€ YyBCTBUTEJSIbHOCTb.

2. KonnMyecTBo ¥ TMN NpenaTCcTBUM

[leB13 pasgesia: NCrMoJsib3yi JIOTVKY NpX pasMeLleHn o6opyaoBaHmMs.

KoHe4HO, 00BOJIbHO C/I0XKHO 6e3 cneymanbHoro o6opynoBaHUSA YY4NTbIBaTb KOJIMYECTBO MPENnSATCTBUA U NX
TUM Ha NYyTW pacnpoCTPaHeHNS pagnocnrHana, Ho eCTb HECKOJIbKO nMpasuJil, cobnofgas KOTopble MOXXHO
"coxpaHUTb" Napy aeumnden MOLHOCTK.

OnunHa Wi-Fi-BonHbl B Anana3oHe 2.4 I'Tu cocTaBngeT B cpefHeM 12.5 caHTMMeTpoB 1 4n4a AmanasoHa 5 'y
- 6 CAHTUMETPOB, NO3TOMY A1 KPYMHbIX 00 bEKTOB (CTEHbI, MEPeKpPbITUS, WKapbl, ABEPU U T.A4.) MOXKHO
MoJib30BaTbCS NPUHLUMNOM reoMeTpUYeCcKom ONTUKK, Npeanonaras, 4To CUrHan pacrnpocTpaHsaeTcs no
MPAMON INHUN (YaCTUYHO OTPaXKasaACb N NPENoMAACk). ITO, KOHeYHo, rpyboe gonyuieHmne, Ho BO-BCAKOM
Cnly4ae 3TO No3BOMNT "Ha rnas" oueHUTb HanpasJieHNe pacrnpoCcTPaHeHNsa CUrHana u pacyucTuTb (No
BO3MOXXHOCTUN) €MY MNyTb.

MepBOE, YTO HY)KHO NMeTb B BUAY, 3TO TO, YTO CMIHaJl O4EHb MJI0OX0 MPOXOAUT Yepes MeTallIn3UPOBaHHbIE
NMOBEPXHOCTU N COOTBETCTBEHHO »Kesie306eTOHHbIe NepekpbITUs. MNonagas Ha MeTaINYeCcKnin 06 beKT,
3JIEKTPOMArHUTHas BOJIHa NPOLOJIXXAET PACMpPOCTPaAHATLCSA BAOJIb €ro MOBEPXHOCTM, paccemBasch. MNoaTomy
B naeasie, TOYKY AOCTYMa HY>KHO pacrofiaraTb nogasiblle oT ced ABEPEN, XKesie3HbIX CTOJIOB U Tak Adaliee.
Ecnun HeobxoamMo obecneunTb NPOXOXKAEHNE CUFHAMNa Yepes TOJICTYIO CTEHY (TUM MaTeprasia He BaXkeH),
TO HY>XHO nocTapaTbCcsa obecneynTb ycsioBue, YTobbl NyTb OT UCTOYHMKA A0 MPUEMHMKA Yepes 3TO
npensaTcTBME 6bl1 MUHUMANEH. 3TO YC/I0BME OEMOHCTPUPYETCS UIIOCTPALUEn Ha PUCYHKe 3.
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PucyHok 3 - nnocTpaums K YPOBHIO MOLLHOCTM CUTHaJIa Noc/ie NPOXoXXKAeHUs Yepes NpensTcTeme

3. NHTepdepeHumnna paamuoBOJIH

YT106bl B AOMALLUHNX YCJIOBUSX ONMPEnENNTb Haln4me nomMmex oT CTOpoHHero obopynoBaHus n no
BO3MOX>XHOCTW YMEHBLLUNTb €ro BAMSHMNE, PEKOMEHAYETCS NCMOJIb30BaTb NMPOrpaMMHbie aHanmnsaTopbl Wi-Fi
pagunonokpbiTusa. B ctatbe "[porpammbl ansa aHanvsa Wi-Fi paamnonokpbitus - Wi-Fi Site Survey"”
npon3seseneH 0630p BO3MOXKHOCTEN NoaobHbIX Nporpamm, paboTawLwmx noa ynpasneHnem 0S Windows.

B uenom pekomeHgauun cneaytowme. MNMpu 3anycke nporpamMmbl, Hanpumep, Wi-Fi Scanner (pa3paboTynka
System Lizard) oTkponTe auarpaMmy pacnpeneneHna ypoBHa CUrHasa rno 4actoTHbIM KaHasnam Wi-Fi,
pUCYHOK 4. N'pahuk HarnagHo NpencTaBaseT nHgpopmaumio 06 okpyxawuiem Bac 6ecnpoBogHOM
obopypoBaHuu.

Degra Cirengis, din

PucyHok 4 - BHewHnn Bua Bknagky 2.4 GHz band, nporpammbel Wi-Fi Scanner

B avana3oHe 2.4 [Ty B PO cywecTByeT 13 4YaCTOTHbIX KaHas10B. TPy N3 HUX YCJIOBHO HeMepekpbiBatoLLnecs
-3T0 1, 6 n 11 KaHanbl. Kak noka3biBaeT NpakTuKa - 6osbllas 4YacTb TOYEK OoCTyna paboTaeT Ha NepPBOM U
LLIeCcToOM KaHanax. ECTb 1 yMHble TOYKWN [OCTYyrMa, KOTOPble MOryT aBTOMaTUYeCKU "nepeesxaTb" Ha MeHee
3allyMJIeHHble KaHabl. BapuaHT aBTOHaCTPOMKM TOYKU AOCTYyMa NoAoMAeT B TOM Cliyyae, ec/in OHa OfiHa B
ceTu n obcnyxxmpaeT Manoe Koan4ecTBo aboHeHTOB. ECn e To4yka AOoCTyMna ABASAETCSA YacTbio KPYMHOWN
6ecnpoBOAHON CETU, TO TAaKOW BapuMaHT KaTeropnyeckn Henpuemaem. icnonb3ys nporpaMmsl,
aHanM3aTopbl PagMOMNOKPbLITUA MOXXHO NPOCTO NMPOMOHUTOPUTbL KaHasbl N BbiIbpaTb HanMeHee
3alyMsieHHbIn. Hanpumep, ans cuTyaumn, ndobpa>keHHoM Ha pucyHke 4, 1 6bl Bbibpan 11 nam 12
YaCTOTHbIN KaHasbl. AHAMIOrMYHbIE pPacCy>XAeHNSA MOryT BbiTb OTHECEHbI N K Anana3oHy B 5 I'Tu,.

Hukorga Henb3s NpefyrafaTb BCe BO3MOXHbLIE NCTOYHUKM MoMex, bbiBanun ciydan, Korga 3a CTeHON, C
3aKpenieHHOM Ha Hel TOYKON O0CTYyna, HEOXKUAAHHO OKa3blBaslaCb MUKPOBOJIHOBAA Neyb, poHsatowasn Wi-Fi
ceTb Ha Becb obep.

3aKJlouyeHue

B 3aks04eHne napy C/10B X0Tenoch 6bl CKasaTb O pacNpOCTPaHEeHHbIX KYCTapHbIX MeTofax ycuneHus Wi-Fi

C nomolLbto 6aHoK n3-noj nuea, CD-AMCKOB 1 NpoYen He4yncTun. PaboTaeT 3TO TOIBKO B TOM C/lyyae, ecsin Bbl
peasibHO MOHMMAaeTeE, YTO HY>XHO AefnaTbh, @ MeCcTo YCTaHOBKN "Moaunpunkaumin" BbiIMepeHo ¢ NOMOLLbIO
WTaHreHUMpKynsa. Hanpumep, ycTaHaB/AnBasa 3KpaH U3 paspesaHHon 6aHKn n3-3a nNuBa, ee pacCTosHMe 40
@HTEHHbI 4OJ/HKHO ObITb BbIMEPEHO TaK, YTOObLI OTpa>keHHble OT Hee BOJIHbI MPUXOANIN B (ha3e C OCHOBHbLIM
M37ly4eHNEeM aHTeHHbl. ECnm Bbl CTaBMTe 3KpaH "Ha wapy", ToO MOXXHO A06MTbLCS 1 BOBCE MPOTUBOMOJIOXKHOIO
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pe3ysibTaTa - OTPaXKeHHbIE BOJIHbI MPUXOASAT B MPOTUBOGAa3e 1 racaT Apyr apyra. Ho 3To y>xe coBcem
Apyrasi uctopus.
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