EBpOﬂOﬂy npunaeTtcda yoaJimtb OrpOMHblﬁ dPXUB HE3AKOHHO
XPAaHUMbBIX NMepPCOHaJIbHbIX OaHHbIX

EBponony npmnageTtcs yoaanTb 60MbLUYIO YaCTb OFPOMHOIM0 MacCMBa NMNEPCOHasIbHbIX AaHHbIX, KOTOPbIE, KakK
yCcTaHoBuA EBponencknm HafA30pHbIN opraH no 3awmTte faHHbIX (European Data Protection Supervisor,
EDPS), 6b111 HaKoMJIEHbI MOJNLIENCKON CNy>KOOM HE3aKOHHO.

Kak cnenyeT n3 BHYTPEHHUX LOKYMEHTOB, C KOTOPbIMM O3HAaKOMUANCH XYPHanucTbl The Guardian, pe4b
naet 06 nHpopmaunm obwmm o6 beMom He MeHee 4 MNMeTabalT, YTO COOTBETCTBYET NMPUMEPHO 3 MUJISIMOHAM
KOMMNaKT-ANCKOB UK NATOW YacTu BCcero cogepxumoro bnbnmnotekn KoHrpecca CLUA.

Hapsay ¢ KOHuAeHUNaNbHbIMUN AAaHHBIMU O KaK MUHUMYM YeTBEPTU MUJIJIMOHA NOLO3PEBaeMbIX B
Teppopu3Me N Apyrux TIXKUX NpecTynyeHnsx, B EBpornone xpaHUTCca MHpopMaLns 0 MHOXKEeCTBE ApYrux
nogen, C KEM KOHTaKTUPOBaJIN 3/1I0YMbILLJIEHHWKW. Tak, B apXuBe, KOTOPbIN NPaBO3alNTHUKN NPO3BaIn
“koB4erom 6onblinx gaHHbIX” (“big data ark”), cpean npoyero coaep>XmMTCsa NHPOPMaLNA N3 KPUMUHASIbHbIX
OTYETOB, B3JIOMaHHbIX MOJNLENCKNMN CMAapPTGOHOB, @ TaK)Xe BbILEPXKKWN N3 aHKET NpeTeH4EHTOB Ha
nosiydyeHune ctatyca 6e)xeHua, HU pasy He 3aMeYvyeHHbIX B MPecTynIeHnsaX.

[M306pakeHne HegoCTynHOo]

CeefeHuns, HakKoMJiIeHHble 3a NocaefHune WecTb JieT, BbIn NoaydeHbl OT NPaBOOXPaHUTENbHbLIX OpraHOB
cTpaH EC B pe3ynbTaTe cepun BbIrPY30K AaHHbIX MO UTOraM HEN3BECTHOrO YMUca pacciefoBaHUN.
Hapn3opHble opranbl EC gann EBponony oguH rof Ha To, 4Tobbl 0TCeATb MHOPMaLNIO, KOTOPYIO MOXXHO
XPaHUTb, HE HapyLllasa 3aKOoH, a OCTaJIbHOM apXmMB AaBHOCTbIO Bosee WecTn MecaueB NOANEXNT CTUPAHUIO.

Y4ynTbiBasg 06beMbl COBpaHHbIX AaHHbIX, MPABO3aALUUTHMKK 06BNHAIOT EBPOMOS B MacCoOBOW ClieXKe U
MPOBOASAT aHaI0OrMI0 CO CKaHAa/loM BOKPYr AreHTCTBa HauMoHaibHoM 6e3onacHocTu (AHB), KoTopbii
pa3pa3nica nocsie pasobnavyeHnin sKC-areHTa aMepuKaHCcKux crneucny>xb dasapaa CHoyneHa.

B To e BpeMs 3a EBponon BCTynunack komuccap EC no BHyTpeHHuM genam Wnesa MoxaHccoH (Ylva
Johansson). OHa oTMeTuNa, 4TO NPaABOOXPAHUTENSAM HY)KHbl MHCTPYMEHTbI, pecypchbl 1 BpeMs OJ1s aHaan3sa
[aHHbIX, KOTOPbIE MepeaalnTCa UM Ha 3aKOHHbLIX OCHOBaHMAX. Mo cnosam WMoxaHccoH, EBponon nomoraeT
MOJINLENCKUM CTPYKTypaM EC B BbINOJIHEHNM 3TON KosloCCasibHOM paboThl.

B BegomcTBe 3asaBmAM, 4TO nogHAaTaa EDPS npobnema “cTaBUT nog cepbe3HbI BONPoc” crocobHOCTb
EBponosia BbINOJIHATL CBOM 06513aHHOCTW. B npowsioMm rogay EBpokoMumnccus npegnoxxuia paankasbHo
M3MEHNTb HOPMaTUBHbIE aKThl, periaMeHTupyoLme rnosiHoMo4ma Esponona. NpuHATNE TaKoro 3akoHa
rno3Bosnao 6bl 3a4HUM YUCIOM Nlerasin3oBaTb HAaKOMJIEHHbIE AaHHbIE N Aa/10 6bl BO3MOXXHOCTb
MCMNosb30BaTh apXmMB ANA TECTUPOBAHNSA HOBbIX MHCTPYMEHTOB C NPUMEHEeHNEM TEXHONOrnin
WCKYCCTBEHHOIr0 MHTEIEKTa N MaWMHHOIrO 0by4eHuns.

EBpoOMos, co CBOEN CTOPOHbLI, OTPULLAET HapyLUeHNa N 3aaBASET, YHTO HaA30pHbIE OpraHbl, BO3MOXHO,
“TPaKTYIOT OENCTBYIOLWLNE MPaBUJia HE peasin3yeMblM Ha NMpakTuke obpasom”.

“MpaBunna perynmpoBaHus EBponosa He 3a4yMblBa/INCb 3aKOHOAATENAMU Kak TpeboBaHWS,
HEBbIMOJIHMMbIE Ha MNPAaKTUKe OJ19 KOHTpoJsiepa AaHHbIX [T.e. EBpononal”, - oTMeyvaloT B areHTCTBe.
Tak>xe B opraHusaumm coobmnm, 41o coBMecTHo ¢ EDPS nbiTanucb HanTtu 6anaHc mexay
HeobxoammocTbio obecneymBaTb 6e3onacHocTb EC 1 ero rpakaaH n cobniogeHnem BbICOKNX
CTaHAAPTOB 3alNTbl OAHHbIX.

[M306parkeHne HeQOCTYMHO]

3aAyMaHHbIN, KaK KOOPAWHALMOHHBLIA OpraH Aa8 HauMoHanbHbIX noanuenckmnx cnn EC, EBponon B Teopun
DOJSHKEH NOAYNHATBLCA XKECTKUM NpaBujiaM, pernaMeHTUPYILNM, Kake NepcoHasibHble faHHble U Kak
00JIT0O MOXKHO XpaHuUTb. [ocTynatowme B areHTCTBO CBEAEHUS NoAJiexaT CTPOron Knaccmdmkaumnm.
ObpabaTbiBaTbCA M XPAHMUTLCS OHU OOJSDKHbI INLWb B TeX Cay4Yasax, Korga pedvb NAET 0 TaKMX 3ajadax, Kak
6opbba c TeppopuamMomM. OgHaKo B MOSHOM Mepe MacwTabbl pacnosaraeMon EBponosom nHgpopmaumm
Hen3BeCTHbl, 0THaCTK 13-3a beccncTeMHoOCTn, C KoTopon, No MHeHuto EDPS, nonnueinckasa cnyxba
obpallaeTcs ¢ gaHHbIMU.

Bnepsble Bonpockl K EBpornony ns-3a xpaHeHUs KOHpMAeHUMaNibHbIX JaHHbLIX Y HaA30pPHOIMro opraHa
BO3HUKAN ewe B 2019 rogy. Y>xe npu NeEPBOM U3yYeHUM CUTyaumm B ceHTA6pe Toro »e roga B EDPS
yCTaHOBUAW, YTO nepejaHHble EBponony MaccMBbl AaHHbIX Nonagann B apxme 6e3 Hapsiexxallen npoBepku,
KoTopas bbl mogTBEpPXKAaNA, YHTO YNOMAHYTbIE B OTHETaX JIMLA OENCTBUTENbHO A0/KHbI ObITh NO4
HabnogeHveM, a UX faHHble - XpPaHUTbCA. BMecTe ¢ TeM, oTMeYaeTCs, 4To JOCTyN K apxuBy EBponona
pa3peLleH TOJIbKO YNOJIHOMOYEHHOMY MepcoHasny, a 6bofbliasa YaCcTb ero COAepP>XXMMOro bbisia n3yyeHa,
oymLLeHa 1 UCnoJsib30BaHa Ha 3aKOHHbIX OCHOBaHUAX.


https://www.theguardian.com/world/2022/jan/10/a-data-black-hole-europol-ordered-to-delete-vast-store-of-personal-data

He noxpaBwunck oT EBponona ybenonTenbHbIX pasbACcHEHUN, HAaA30pHUKK B ceHTA6pe 2020 roga nybanyHo
pacKpMTUKOBaAN NONMLENCKOe BEAOMCTBO, YETKO yKa3aB, YTO MMEHHO Bbl3blBaeT OnaceHuns.

"Cy6beKTbl faHHbIX PUCKYIOT ObITb OLUMOBOYHO 3aN0A03PEHHBIMU B MPECTYNHOW AesTeNbHOCTU Mo
BCeli Tepputopum EC, co BCEMM BbITEKAOLUMM OTCOAA NMOTEHLMNANIbHLIMU NOCAEACTBUSMUN AS NX
JINYHOWN 1N CEMEeNHOM KN3HU, cBOBOLbI NepeaBMXeHNs U NpodeccmoHanbHoM AesTensHoCTn", -
3asIBMJIM B OpraHmn3auuu.

O panbHenweM pa3BUTUM NMPOTUBOCTOAHUA Mexay EBponosiom n EDPS XypHanucTbl y3Hanau ns cepum
BHYTPEHHNX AOKYMEHTOB, PAaCKpbITbIX B COOTBETCTBUM C 3aKOHOM 0 cBoboae nugpopmauunm. U3 HUX sugHo,
4YTO B NONMLUENCKON cnyxbe TAHYT BpeMs, a HaA30PHbIN OpraH KOHCTaTUpPyeT, YTO JAOMNYLLEHHbIe
HapyLeHnsa He ycTpaHatoTcsa. Mo mMHeHuto The Guardian, B EBponone HageTca 40XAaTbCa MPUHATUS
HOBOro 3akoHopaTenbcTBa EC, KoTopoe 6bl MO3BONIO 3aAHUM HYNCJIOM "MPUKPLITL” TO, YEM areHTCTBO
3aHUMaJIOCb Ha NPOTSXKEHUN WeCTU SieT, He MMes Ha TO NMPaBOBbIX OCHOBAHWUMN.

[M306parkeHne HeQOCTYMHO]

B EBponerickon Komuccmm [oBOJIbHO HEPBO3HO OTpearnpoBaan Ha NybsnmyHoe CTONIKHOBEHME ABYX
BEOOMCTB. HaCcTonbKO, 4TO reHepasbHbin gupektop EC no BHyTpeHHUM genam MoHuk Mapua (Monique
Pariat) ma>ke nobbiBan Ha BCTpeye Mexxay EBponosiom n EDPS, Ha KOTOpPOMN Haf30pPHUKAM HAaCcTOSATENIbHO
pPEeKOMEHAOBANN CHU3UTb rPafyC KPUTUKN B OTHOLLEHUW MOJNLENCKON CNYXKObl, yTBEPXKAAOT NCTOYHUNKN
The Guardian.

OpHako rnasa EDPS Bonuex Bestoposckn (Wojciech Wiewiorowski) B MHTEpBbIO M34aHNIO 3a8BUI, 4TO 3Ta
BCTpeYa bbina gnsa EBponona “nocsiegHen BO3MOXKHOCTbIO A00aBNTb HEKOTOPYIO MHGOPMaLIMIO, KOTOPYIO
areHTCTBO He NMpenoCTaBM/I0 B CBOMX NpeablayLmx OTBETaX Ha MMCbMO HaZA30PHOMO opraHa”.

MoCKONbKY BCTPeYa HMKAK He MOoBnAAa Ha OnaceHus no noBoAy 3aKOHHOCTU XpPaHEHNA OaHHbIX
Esponosiom, y EDPS He ocTanocb gpyroro crnocoba pewntb Nnpobnemy, KpoMe Kak npeanncaTb areHTCTBY
CTepeTb CBeAEHMS, AAaBHOCTb KOTOPLIX NpeBbILaeT noaroga, nobasunn BesopoBcku.

B kommeHTapum The Guardian s3kcnepT No NpaBoBbIM BONpPocamM JIOHOOHCKOro yHMBEPCUTETa KOPOJIEBDI
Mapun Hnosn Basyna (Niovi Vavoula) Ha3Bana HOBbI 3aKOH, Kacalowminca EBponona, NnonbITKon o6MaHyTb
cnctemy.

"EBPOMOJ U KOMUCCUSA MbITAOTCA MOCT-PAaKTYM MOMpPaBUTb TO, YTO AaHHble XPAaHUINCh HE3AKOHHO
MHorve rofbl. Ho BBeieHne HOBbIX MPaBWJI He peLlaeT NMpaBoBbIM 06pa3om npobrieMy, BOZHUKLLYIO
N3-3a NPEXHUX He3aKOHHbIX AeACTBUIA. MPUHLUN BEpXOBEHCTBA 3akoHa paboTaeT He Tak", -
CKa3aJsia cneumnasuncT.

OnaceHuns 3KCMepTOB CBSA3aHbl HE TOJILKO C HapyLleHnsaMn EBponona B 061acTn XpaHeHUS AaHHbIX, HO U C
TeM, 4YTO eBponenckasa noanuenckas cny>xba aBHO CTPEMUTCHA K MaCCOBOWM cnexxke. BeicTynas B
EBponapnaMeHTe Ha caywaHuax B nioHe 2021 roga, Bonuex BeBlOpoBCKYM 3asBUI, 4TO A1 onpaBiaHUs
CBOMX AencTBuim EBponon npmnberaeTt K TeM e apryMeHTaMm, 4Tto n AHB, 4blo NpakTUKy MaccoBoro cbopa
OAHHbIX Y TOTalbHOW CNeXKn packpbla dasap CHoyaeH.

[M306pakeHne HegoCTynHo]

"Korga paspa3sunics CKaHdan 1U3-3a aMepukaHCKon nporpammel cnexeHus PRISM, B AHB 3asepunu
€BponenLeB, 4To NPOCTo cobmpaloT gaHHble, a obpabaTbiBaTbh N aHanM3nMpoBaTb Ux byayT Anwb B
c/ly4dae, ecnm 3To noTpebyeTca B CBA3M C MPOBOANMBLIM pacc/iefoBaHNUEM. DTO He coriacyeTcs
€BPONENCKNM Noaxonom K obpaboTke nepcoHabHbIX faHHbIX", - NOAYEPKHY T BeBlopoBCKU.

CTapLwwmii Hay4YHbIn COTPYAHUK HeMeLKoro MHCTUTYTa No npaBam Yesnioseka dpuk Tondep (Eric Topfer)
M3y4us1 NpenioXXKeHHbIA HOBbIN pernaMeHT EBponona n coobwmnn The Guardian, 4TO LOKYMEHT
npegycMaTpueaeT BO3SMOXKHOCTb MOJIYHYEHUS areHTCTBOM AaHHbIX HanpsaMyto n3 6aHKoB, aBMakoMMaHum,
YaCTHbIX KOMMaHUA N 371IeKTPOHHOW MepenmncKu.

"Ecnn EBponony Hy>XHO ByaeT NpoCcTo 3anpocuTb onpeaeneHHyto nHpopmaumio, 4Tobbl NONYYNTb
ee "Ha bnogedke c ronybort KaeMo4ykomn”, To Mbl Npubamxaemcs K NosBNeHno aHanora AHB”, -
npegocTteper Tondep.
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