AsToMmaTmM3auma 5. Netmiko Ha npakTuke
I'Ipe,ubl,u,yu.l,vle CTaTbW UUKNa:

ABTOMaTM3auma paboTbl CETEBOro aAMUHMUCTPATOpPa
ABTOMaTM3aLMSA paboThl CETEBOro aaAMUHUCTPATOPA, YacTb 2. MpakTuveckme Kenchl ¢ Telnetlib

ABTOMaTM3aLmMA paboThl CETEBOro aAMUHUCTPaTOpa. YacTb 3. 3HaKOMCTBO ¢ Paramiko
ABTOMaTuM3aumsa 4. Netmiko

Bcex npuBeTCTBYO, MPOAOJI>)KAeM OCBanBaTb MPOrpaMMHbIE MHCTPYMEHTbI U aBTOMaTU3NPOBaTb PYTUHHbIE
MpoLeccbl CETEBOro agMUHUCTpUpoBaHns. CerofHaLWHAA cTaTbs ByneT B OCHOBHOM MPO NpakKTuKy, byayT

cnefgoBaTb NMPUMEPDLI U oNucaHuA paboThl CKPUNTOB, BCe TakxXe n3ydyaem Netmiko u Python (Heobxogumebiin
MUHUMYM).

Ob6paboTka owmnbok

[lo cnX Nop Mbl pacCMaTpPUBaIM pa3sinyHble peLlleHns U He Kacaancb paboTskl ¢ ownbkamm npn paboTe
MporpamMmMbl CO CTOPOHbLI MOJIb30BaTENA UM cepBepa (B HalleM cliyyae - ceTeBoe 060pya0oBaHMe).

3a4acTylo JIorMkKa CKpuUnTa MoXKeT OblTb HanncaHa NpaBuibHO, HO OH BCe PaBHO He oTpaboTaerT,
npenocTaBMB cneungunieckniin Bbieog 06 ownbke. B cnyyae KoHdurypmpoBaHus 6onee 1-ro ceTeBoro ysna,
3TO MOXKET MPUBECTU K BbIXOAY U3 MPOrpaMmbl 1 MOTEPU KOHEYHOI0 0OXKMAAeMOro pesyJsibTaTa.

BO3MO>XHbIe MPUYKNHbI cbos Ballero cKpunTa:

HekoppeKkTHble ayTEHTUIMKALNOHHbIE OAaHHbIE.
NcTek TanmayT ona NOAKIOYEHUS.

MpepbiBaHWe nepenayn Tpaduka.
HepocTynHocTb nopTa SSH co CTOpOHbLI cepBepa.
Pa3znnyHble apyrue owmbku.

uhwhE

Cornacurecs, 6b110 661 yoobHO, KakuM-nnbo obpasom obpabaTbiBaTb Takme ownMbKM n cooblatb
Mosib30BaTESI0 0 KOHKPEeTHOM npobsieme, a 4TO Aake Hanbonee BakHO - He MpepbIBaTb BbIMOJHEHNE
nporpammsbl ganee.

Ons 3Toro B Python ecTb KOHCTPYKLMS try / except.

try:
BLOCK
except CODE_ERROR as err:
print("OS error: {0}".format(err))

To ecTb, B 6710Kke "Try" Mbl MbITAaEMCS BbIMOJIHUTb KaKON-TMb0o Ko , OH MOXXET Bbi3BaTb OLWNOKY, Torga Mol
npobyem ee 0bpaboTaTb 1 MONYUYUTb O HEW BbIBOA - C NoMoLLbio 6110ka "Except". Mpun 3ToM ckpunT
MPOAO/DKUT CBOIO paboTy fanee, ecan 3TO He MOoC/IefHMe Warn B NnporpaMmme.

[onosMHNTEeNbLHO ecTb onepaTopbl:
"Break" - I'IpVIHYD,I/ITEJ'IbeIVI BbIX04 M3 LNUK/Ma, COOTBETCTBEHHO AaJiee BbIMNOJIHAETCA CaMa nporpamMmma.

"Continue" - BO3BpaLLAeT yrnpasJeHne B Ha4vasno LKA, cneioBaTeslbHO NO3BOJISET NPOonyCcTUTbL OCTaBLUMECs
CTPOKW B LMKJIE N MEPENTN K CrieyoWen NTepaLnm B HEM Xe.

Bonee noapobHo o nogxone no obpaboTke owmnbok B ohuLManbHOM MaHyane - CCbUJTKA.

BepHemcs k Haweln 6ubnmoteke Netmiko n paccMoTpum CKpunT, KOTopbIn ByaeT NpoBepATb AOCTYMHOCTb
CeTeBoOro ycTponcTaa:

#!/usr/bin/env python

"mnopT HeobxoAnMbIx 6ubnnoTek"

from getpass import getpass

from netmiko import ConnectHandler

from netmiko.ssh_exception import NetMikoTimeoutException
from paramiko.ssh_exception import SSHException

from netmiko.ssh_exception import AuthenticationException

"BBOo4 ayTEHTUMMKALMNOHHbBIX OAHHbIX B 3alUMppoBaHHOM Buge"
username = input("Enter your SSH username: ")
password = getpass()


https://nag.ru/articles/article/108040/avtomatizatsiya-rabotyi-setevogo-administratora.html
https://nag.ru/articles/article/108074/avtomatizatsiya-rabotyi-setevogo-administratora-chast-2-prakticheskie-keysyi-s-telnetlib.html
https://nag.ru/articles/article/108094/avtomatizatsiya-rabotyi-setevogo-administratora-chast-3-znakomstvo-s-paramiko.html
https://nag.ru/articles/article/108267/avtomatizatsiya-4-netmiko.html
https://docs.python.org/3/tutorial/errors.html

"OTKpbITME (hansia C KOMaHAAMWN U CHUTbIBAHNE UX B MEPEMEHHY0"
with open("commands_file") as f:
commands_list = f.read().splitlines()

"OTKpbITME (halsia CO CMUCKOM YCTPOWCTB U CHUTLIBAHME NX B MEPEMEHHYI0"
with open("devices_file") as f:
devices_list = f.read().splitlines()

"Moakn4yeHne K yCTPOMNCTBY U3 3aaHHOro cnucka B umkne FOR"
for devices in devices_list:
print ("Connecting to device" " + devices)
ip_address_of_device = devices
ios_device = {
"device_type": "cisco_ios",
"ip": ip_address_of _device,
"username": username,
"password": password

}

"MonbiTka o6paboTaTb owmnbKy"
try:
net_connect = ConnectHandler(**ios_device)

#CpabaTbiBaHMe UCKJIIOYEHWI B C/ly4ae HeyAa4yHoro co3faHnsa coegnHeHns
except (AuthenticationException):
print ("Authentication failure: " + ip_address_of device)
continue
except (NetMikoTimeoutException):
print ("Timeout to device: " + ip_address_of device)
continue
except (EOFError):
print ("End of file while attempting device " + ip_address_of_device)
continue
except (SSHException):
print ("SSH Issue. Are you sure SSH is enabled? " + ip_address_of device)
continue
except Exception as unknown_error:
print ("Some other error: " + str(unknown_error))
continue
output = net_connect.send_config_set(commands_list)
print (output)

Takum obpa3omMm, B CilyyHae HeydayHoro SSH-nogktoYeHuns, Haw ckpunT nonpobyeT obpaboTaTh oWKNOKY
CorjlacHoO 3afaHHOW norunke "except" n BbIBECTM Ha 3KpaH MHgopMaumnio. Beegem 3aBegomMo HernpaBuJibHble
3HaYeHnsa NIOrnH/Napona v BblBeAeM Ha 3KpaH pesysbTaT:

print ('Authentication failure is really " + cisco['host'] )

Authentication failure is really 192.168.12:

Ons ypobcTBa Nokasann Kak CKpunT oTpaboTaeT B MHTepripeTaTope C nHopMaumnen o besycneliHom
BXO4€E Ha KOHKpPeTHOe yCTPOoNCTBO. Mpn 3TOM AasibHenLwmne NoaKAYEHNA B LNKAE NPOLAO/IKUIN Bbl
BbIMOJIHATHLCS.

NMpoBepka Bepcuu obecneyeHus

B coBpeMeHHOI ceTeBON MHPPACTPYKTYpe pasMeleHo 60blioe KONMYECTBO PasIMyHbIX KOMMYTUPYIOLWNX
M MapLpyTU3NPYIOWMNX YCTPONCTB, BCE OHM MOrYT BbITb OT pa3/iInyHbIX BEHOO0POB CO cBoMMMK ceTeBbiMKu OC.
Mos>ToMy nepen aBTOMaTUYECKON OTMPaBKON KOHDUrypaumm, Heobxoanmo KakmMm-To obpasom NpoxoamTb
BasIMaUNIO, MHAYe KOMaHAbl NONPOCTY He ByayT NPUHATHLI YCTPONCTBOM, KOTOPOMY OHU He
npegHa3sHayaanchb.

CooTBeTCTBEHHO (hopMUPYyeTCS 3alava: AaHbl 3 Pa3/INYHbIX KOHDUTYPALMOHHbLIX (haliia, KOTopble HY>XHO
OTMNpPaBUTb COOTBETCTBYOLWEMY 060pyA0BaHNIO, C BbIBOAOM Ha 3KpaH MHGopMaLum 06 oTnpaBke.

"MmnopT HeobxoauMbIx 6ubnnoTek"


https://cdn.nag.ru/news.public.uploads/upload/images/20210309-0007.png

from getpass import getpass

from netmiko import ConnectHandler

from netmiko.ssh_exception import NetMikoTimeoutException
from paramiko.ssh_exception import SSHException

from netmiko.ssh_exception import AuthenticationException

"BBoA OaHHbIX Aas nogkiaoyeHus"
username = input("Enter your SSH username: ")
password = getpass()

"CynTbiBaHNE KOHMUIrYypaLUN B pasinyHblie nepemMeHHble"

with open("commands_file_switch") as f:
commands_list_switch = f.read().splitlines()

with open("commands_file_router") as f:
commands_list_router = f.read().splitlines()

with open("commands_file_phyrouter") as f:
commands_list_phyrouter = f.read().splitlines()

"CynTbiBaHME MHMOPMaLMK O CeTEBbIX yCTPONCTBax"
with open("devices_file") as f:
devices_list = f.read().splitlines()

"3anyck uukKna € nocnenoBaTeibHbIM MOAKIIOYEHNEM K YCTPOUCTBY"
for devices in devices_list:
print ("Connecting to device" " + devices) #BbiBog Ha 3KpaH
ip_address_of _device = devices

"dopmMumpoBaHNA caoBapsa oaa nogknoyeHns"
ios_device = {
"device_type": "cisco_ios",
"ip": ip_address_of_device,
"username": username,
"password": password

"ObpaboTka Uckao4YeHnn"
try:
net_connect = ConnectHandler(**ios_device)
except (AuthenticationException):
print ("Authentication failure: " + ip_address_of_device)
continue
except (NetMikoTimeoutException):
print ("Timeout to device: " + ip_address_of_device)
continue
except (EOFError):
print ("End of file while attempting device " + ip_address_of device)
continue
except (SSHException):
print ("SSH Issue. Are you sure SSH is enabled? " + ip_address_of _device)
continue
except Exception as unknown_error:
print ("Some other error: " + str(unknown_error))
continue

# ®opMumpoBaHuMe cnncka cetesbix OC"
list_versions = ["vios_|2-ADVENTERPRISEK9-M",
"VIOS-ADVENTERPRISEK9-M",
"C1900-UNIVERSALK9-M",
"C3750-ADVIPSERVICESK9-M"
1

# Uunkn no nposepke ceTeon OC
for software_ver in list_versions:
print ("Checking for " + software_ver)
output_version = net_connect.send_command("show version")
int_version = 0 # C6poc nepeMeHHON ANs LUUKNa
int_version = output_version.find(software_ver) # MNposepka OC Ha ceTeBOM yCTpONCTBE

# Ycnosue o BbiBOAE MHpopMaumm no Tekywen OC Ha yCcTponcTee
if int_version > 0:



print ("Software version found: " + software_ver)
break

else:
print ("Did not find " + software_ver)

"Ecnn yCTpOWCTBO OAHON U3 BEPCUIN, TO OTAPaBUTb COOTBETCTBYIOLLNIA KOHMDUIYypaLUOHHbIN dann"

if software_ver == "vios_|2-ADVENTERPRISEK9-M":

print ("Running " + software_ver + " commands")

output = net_connect.send_config_set(commands_list_switch)
elif software_ver == "VIOS-ADVENTERPRISEK9-M":

print ("Running " + software_ver + " commands")

output = net_connect.send_config_set(commands_list_router)
elif software_ver == "C1900-UNIVERSALK9-M":

print ("Running " + software_ver + " commands")

output = net_connect.send_config_set(commands_list_ph)
elif software_ver == "C3750-ADVIPSERVICESK9-M":

print ("Running " + software_ver + " commands")

output = net_connect.send_config_set(commands_list_switch)
print (output)

Pe3ynbTaT 0TpaboTKu NpencTaB/ieH HUXKeE:
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CKpUNT NOAKOYMIICS K YCTPOWCTBY, B35IB laHHble As1s SSH-ceccumn 13 daina, onpenenns Ncnosibyemyto
OC 1 oTNpaBUN KOHMUIYpPaLMOHHBIN (aitn cornacHo 3afaHHOMY yCJioBUIO. Takxe B HEM NCMOJ/Ib30BaJINCh
y>Ke n3y4yeHHble 06paboTKM NCKIOYEHWIA, KOTOPbIE MO3BOJIMN HE MPEPbLIBATbLCSA MPOLIECCY BbIMOJIHEHUS
nporpaMMbl B Clydae ownbkuy, a NpoAoSKUTL CBOO paboTy.

BOHYCHbIM KEUC C noakKsoyeHuem bes napons

MookntoyeHne K ceTeBoMy 060pyA0BaHMIO NOCPEACTBOM ayTeHTUdMKaLUN C MOMOLLbIO JIOrMHa/napons He
Bcerga ynobHo n 6e3onacHo, gake ecam Mbl Ucnosibdyem moayib getpass(). Netmiko apy>xut ¢ SSH-
KJII04aMM 1 Ha NPOCTOM NpuMepe, Mbl MOKaXKEM Kak cAesiaTb Takoe NoaKlo4YeHme.

Ho ona HavYana o4eHb KPaTKO MO TEOPUN :

SSH-knto4n npencTaBnaoT cobon napy - 3aKpPbITbIN U OTKPbLITLIN KOY. 3aKPbITbI A0/KEH XPaHUTbLCSH B
3aKpbITOM AOCTYMe Yy K/IMeHTa, OTKPbITbIN OTMNPaB/sfeTCa Ha CepBeEpP U pa3MelaeTcs B hanne
authorized_keys.

B HalleM cnyyae npu 3anycke CKpUnTa, oH Ao/hkeH ByaeT NoJly4nTb OTKPbLITHIA K04 1 aBTOPU30BaTbCA 3a
CYET CPaBHEHUSA C 3aKPbITbIM KJILO4OM Ha CTOPOHE ceTeBOoro 060pyaoBaHMs.

I'Ipou,ecc reHepaunm KJo4en yXe MHOIro et BCeM nsBeCtTeH, eCain TeMa a4 BaC HOBad, TO npeasaratko
O03HaKOMNTBLCA MO CChUJIKE.


https://cdn.nag.ru/news.public.uploads/upload/images/20210309-0009.png
https://firstvds.ru/technology/dobavit-ssh-klyuch

Mbl )Ke nepenieM HeNoCPeACTBEHHO K MPaKTUYECKOMY NPUMepPY C KOMMEHTapUAMU:

# NmnopT 6nbnmnotekn Netmiko
from netmiko import ConnectHandler

# ObbABNEHME NEepeMEeHHON C NyTeM A0 OTKpbITOro SSH-kno4a cepeepa
key_file = "~/.ssh/test_rsa"

# ObbaABneHne cnoBapsa C ykasaHneM Tuna ayTeHTUdurKaumm 4yepes Ko
ciscol = {

"device_type": "cisco_ios",

"host": "ciscol.lasthop.io",

"username": "testuser",

"use_keys": True,

"key_file": key_file,
}

# Co3paHune nogkyeHns
with ConnectHandler(**ciscol) as net_connect:
output = net_connect.send_command("show ip arp")

# BblBOL Ha 3KpaH pe3ysbTaTa
print(f"\n{output}\n")

BMecCTO 3aKJIloYeHusd

CerofHsa Mbl MogpobHO paccMoTpenn NpakTu4yeckmne npmmepsl ncnosb3losaHus Python ¢ Netmiko. Hagetocs,
4YTO Nocsie AByX cTaTen 06 aTon 3amevaTenbHoM BubnmnoTeke y BaC NOSBUINCL NOBOAbI, YTOObI 3aHATbLCS
aBToOMaTuU3aumen n nepectaTtb ee 60ATLCSA, €CIN Bbl €LLE 3TOro He Aenann. B KoHue xoTenock 6bl OCTaBUTb
CCbINIKN Ha pecypcbl No Netmiko, KoTopble BaM NOMOryT Mpu U3y4eHUN:

OcHoBHasa cTpaHuua Netmiko.
MNpumepsl ¢ Netmiko.

MpakTnyeckne Kemchl Aas8 NCNosib30BaHUS.
Netmiko n Python?2.

PWwnNH

Mbl XK€ NAaHUPYEM 1 AaJiblle Bac 3HAKOMUTb C HOBbIMU MHCTPYMEHTaMn aBToMaTu3aumun, yBuanmcs B
HOBOW CcTaTbe!


https://pynet.twb-tech.com/blog/automation/netmiko.html
https://github.com/ktbyers/netmiko/tree/develop/examples
https://codingnetworker.com/2016/03/automate-ssh-connections-with-netmiko/
https://www.networkcomputing.com/networking/network-automation-using-python-bgp-configuration
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