HoBble WEB Smart PoE-KkoMMyTaTOpbI

POE-kOMMyTaTOpbl BCE Yalle UCMONb3YIOTCA A8 NOAKIOYEHNS KaMep BuaeoHabnoaeHns, To4ek AocTyna
Wi-Fi, IP-TenecoHOB 1 Apyrmx yCTPONCTB, NOAAEPKMBAKOLLNX NUTaHue Power over Ethernet. OgHako,
3a4acTyto, PYHKLNOHAN NOJIHOCTbIO YNpPaB/iSeMblX KOMMYTATOPOB SABASETCS N3bbITOYHbIM, 1 TpebyeTcs
npocToe, Hegoporoe obopyaoBaHMe C MPOCTbIM U NOHATHbIM WEB-MHTepdencom, ¢ MOMOLLbIO KOTOPOro
MOXXHO pacnpenenutb Heckosbko VLAN rno nopTaMm, a Takxxe yBuaeTb ctaTyc Ethernet-noptos n PoE.

Ons peweHnsa Taknx 3agad B IMHenke kommytaTopoB SNR 1 nosasunmnce HoBble WEB Smart PoE mogenu:
SNR-S215Gi-8T-POE n SNR-S2200G-8T-POE.

B 3TolM cTaTbe Mbl MOAPOOHO PACCMOTPUM UX TEXHUYECKME XapPaKTEPUCTUKN, a TakKe (PYHKLMOHAJIbHbIE
BO3MOXXHOCTMW.

Obe mogenun ocHaleHbl BoceMbio MeaHbiMu 1GE PoE-noptamu n asymsa 1GE SFP-nopTamun. 3To no3sonseT
MoAKJIOYNTb K HAM Kamepbl BuaeoHabntoaeHus, SIP-tenedgoHsbl, Toukn goctyna Wi-Fi nnm ERD 6e3
MCMNoJIb30BaHUA PO3eTOK N 610KoB NuTaHms. MNpocton WEB-mHTepdenc nomMmoxxeT CKOHOUryprupoBaTb BeCb
HeobxoaAuMbIN PyHKLMOHaN 6€3 NCNOoNb30BaHNS OKHa KOHCON.
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SNR-S215Gi-8T-POE siBnsieTcs npoMblilwaeHHbIM POE-KoMMyTaTopoM ¢ aByMs Bxogamum DC 48~56V,
paclMpeHHbIM Anana3oHoM pabodunx TemnepaTyp (-40~85 °C) n cTeneHbto 3awmThl IP40. BrogxeT PoE
coctasnseT 180 BaTT. Kak BUAHO U3 XapakTepUCTUK, KOMMyTaTop npefHa3HavyeH ss outdoor-npumeHeHuns
N MMeeT BO3MOXHOCTb KpernsieHns Ha DIN-penky.

SNR-S2200G-8T-POE 3To cTaHAapTHbIN 8-NOPTOBLIN POE-KOMMYTaTOp C NAaCCUBHLIM OXNa>kaeHnem n PoE-
6too>xkeTom 100 BaTT. MNpn HeobXx0AMMOCTN €ro MOXKHO YCTaHOBUTbL B CTaHAapTHyto 19" ctoiiky. Habop
KpenJieHUn naeT B KOMMJIEKTE C KOMMYTaTOpPOM.

OTMeTuM, 4To ob6e Moae/ I UMEIOT KOHCOJIbHbIV MOPT, NpeaHa3Ha4YeHHbIn A1 BocCTaHoBAeHus MO B
pexxnme 3arpysydnka, 4To ABJsSeTCs peakocTbio ans Web Smart-komMyTaTopOB.

Ob6a koMMyTaTopa MCNONb3YIT eaunHyto Bepcuio MO n pyHKLMOHaN:

Loopback Detection.

STP/RSTP/MSTP.

ArperuvpoBaHue KaHanoB (ctaTnyeckoe, LACP).
PD Alive.

Time arrange.

DHCP Snooping.

LLDP.

Port Isolation.

SNMP.

KomMMyTaumnmoHHasa matpuua coctasnsaeT 20 Méut/c, pazmep Tabauubl MAC-agpecoB - 8 ThbiC. LWIT., KOJINYECTBO
VLAN - 4 Tbic. wWT. MogaepxuBatoTca Hanbonee pacnpocTpaHeHHbIe pexxuMbl paboTel PoE: 802.3af u
802.3at.

C NONHbIM CANUCKOM XapakKTepucTuk S215Gi-8T-POE n SNR-S2200G-8T-POE Bbl MOXXeTe 03HAaKOMUTbLCH,
nponas No CCbiJikaM B Ha3BaHUAX.

Tenepb AaBanTe NOCMOTPUM, Kak HacTpaumsatoTcsd Web Smart-kommyTaTOopbl.
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MopoknioyeHue K KOMMyTaTopy

Mo ymon4aHutio KoMMyTaTopbl nMetoT IP-agpec ynpasneHus 192.168.1.1 so Vlan 1. ng Toro, 4Tobbl nonacTb
B WEB-uHTepdeinc, Hactpoum Ha MK nobon agpec n3 cetn 192.168.1.0/24, Hanpumep 192.168.1.2 ¢ mackon
255.255.255.0, noaknto4nmcs K ntobomy nopty kommyTaTopa 1 B WEB-6pay3epe nepengem Ha agpec
http://192.168.1.1.

Ecnn Bce caenaHo npaBuibHO, AOJIKHO MOABUTBLCSA OKHO C JIOTMHOM U MapoJsieM:

Usermname:

Password:

Copyright (C) 2012-2019 NAG LLC.All Rights Reserved.

BBOAMM NOrMH 1 Naposib NO YMOs4aHuio - admin/admin, n nonagaem B ocHoBHoe MeHto WEB-nHTepgeiica,
roe otobpakatoTca ctaTycbl Ethernet-nopTos:

Hame  Link Speed Siale LACP TuPkis RxPhts Errors Tx Bitsrs R Beis's Up Time
up 10008 Torwarnding  disabled TresA004 2010054 1 113776 JEED 41700
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e BLRD disabied  disabied BIE0THE la1ce ] Q ] Q0eeg

IP ynpaBneHus

Kak Mbl y>ke oTMEeTWU/IN Bblle, N0 YMOJSIHaHUI0 KOMMYTaTopbl MMetoT IP-agpec ynpasneHus 192.168.1.1 8
VLAN 1.

Onsa Toro, 4Tobbl N3MEHUTL ero, 3anaem B Basic Settings -> IP Setup -> VlaninterfaceConf

PekomeHOyeTCs M3MEHUTb NapoJib N0 yMon4YaHuMio. Management -> Access Control -> Logins

o Access Control Super Password
Edit admin
Old Password (1-32 characters) o
New Password (1-32 characters) ansasnen
Retype to confirm
Management & Mainlenance Encrypt password 7 Encm! Easswnrd T
Access Control User privilege (0:Guest 1:User 2-14:0Operator 359
15 Administrator
Diagnostic 15:Manager)
Syslog
Modity

Please record your new password whenever you change it. The system will lock you out if you have
forgotten your password.

Ecnun Bbl 3abyneTe naposib, KOMMyTaTOp BCeraa MoxHo byneT cbpocuTb, HaXKaB Ha NMLLEBO NaHenu
KHOMKY RST B Te4yeHUU 5 cekyHA.

B 6n10ke "VLAN Interface Configuration" B cTpoke "Mode" M0O>XXHO BbibpaTb peXxum nosnyyeHus IP-agpeca:

¢ |P Address - cTaTunyeckoe npucsoeHune IP-agpeca.
¢ BootP.
e DHCP.
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Vianinterface

Basic Setting

Advanced Application VLAN Interface Name List:

Management

Interface Name VLAN-IF1 ¥
Vian ID 1 . .
System Info
General Setup Apply || Cancel
IP Setup
Paort Setup

VLAN Interface Configuration:

Mode Ip Address ¥
IP Address(192.168.1.2
MNetMask Address 255, 255 2550

VLAN Interface List:
Inclex 1] Mask Primary Delete
1 192.168.1.1 255.255.255.0 .

Modity  Delete | Cancel

[Nna 3aMeHbl TEKYLLEro agpeca nHTepgenca MoXXHoO ncnosb3oBaTb dnar "Override".

30ecb XXe MoXXHO noMeHaTb VLAN gns IP-ynpasneHus.

Pabota ¢ VLAN

Onsa ynpasnennsa VLAN Heobxognmo 3anTm B Advanced Application -> VLAN -> Static VLAN.
B 3TOM OKHe MOXHO co3aaTb Heobxoaummble VLAN, 1 Ha3zHa4YnTb X Ha MOPTHI.
Cumon "U" 3HaumT "untagged", "T", cooTBeTCTBEHHO, "tagged" - trunk-nopT.

Mocne pobasneHuns VLAN Ha nopTbl, HaxxmuTe "Modify", ona npuMmeHeHNs HaCTpOeK.

Basic Setting [ @ Static VLAN ] VLAN Port Settings VLAN Status
4 - Current static VLAN
_Advanced Application | D001 Management
REEUED S S 0010 Cameras Port Number [Click for changing or selecting]
0020 Phones 1 3 5 7 9
0030 Operators u u u . T
VLAMN U u u = T
MAC Address Forwarding 2 4 [ 8 10
Loopback Detection Port Number [Select all: - [None] T [Tagged] U [Untagged])
Spanning Tree Protocol
Bandwidih Control
Broadcast Storm Control VLAN List 10 Add | Delete
Link Aggregation Name Cameras Modity | | Cancel
POE Settings
Time Range
PD Alive
DHCP Snooping Setting Total 4 records
SNTP Setting
LLDP Protocol

Mo ymonyaHuto BCce nopThl paboTatoT B pexxmnme Hybrid ¢ PVID 1, T.e. NpHNUMalOT KakK TerMpoBaHHbIe, Tak ”
HeTernpoBaHHble NakeTbl (HeTernpoBaHHbIe MakeTbl NonagyT B VLAN cooTBeTcTBYlOWMI PVID). N3MeHeHMns
pexuma paboTsl nopToB 1 PVID npounssoauntcs meHto Vlan Port settings.

DHCP-Snooping

naBHas uenb DHCP Snooping - 3awmTa oT HenerutuMHolx DHCP-cepBepoB B ceTw.

IOnsa HacTponkn pyHKUMOHaNa, nepengem B meHto DHCP Snooping settings, yka>kem goBepeHHble NOpThI, 3a
KoTopbiMu HaxoaaTca DHCP-cepsepa (ranoyka trust), sknaoydmm DHCP Snooping (Open) n HaxxmeMm Apply ans
MPUMeHeHNs HacTpoeK.


https://cdn.nag.ru/news.public.uploads/upload/images/20200302-0009.png
https://cdn.nag.ru/news.public.uploads/upload/images/20200302-0010.png

Basic Setting [ @) DHCP Snooping Setting IP Source Guard

LUVELECT YT W DHCP Snooping Enable Close

Management . .
Port Trust Maxclients

== GE0IOIL 1
MAC Address Forwarding ) a
Loopback Detection G0 1
Spanning Tree Protocol GEDI0/3 1
Bandwidth Control GEOQIDI4 1
Broadcast Storm Control GEDIDIS l
Link Aggregation GEDI0/6 l

ni 8 . .
POE Settings SEoion 1
Time Range .
PD Alive _ GEO/VS 1
DHCP Snooping Setiing Geoin = 1
SNTP Setting GEOIL2 + 1
LLDP Protocol il e e v
ARP Safeguarding
Part Isolation | Apply | Cancel

HacTtpouku PoE

HacTtpouTb POE-(hyHKUMOHAN 1N NnocMOTpeTb cocTosiHne PoE Ha nopTax moxxHO B Advanced Application ->
POE Settings:

atting L S PUE Bort Settings ] POE Sattings

ed Application Port Numbed [Click fo sslecting]
Management 1 - - U

]
o - =
WLAN 2 4 & 8
MAC Address Forwanding Pert Humber poe
Lonphack Detection POE Port Settings Ettrnet 1000M Porf2)
Port No.  Enabla Stantland Priority Chass Power Limit[1-300:'W Powar Consusmption W Volage:V Status

Sparning Tree Proiocol ¥ 3
Bandwadth Control ; E )

WEOMIE . 55 SRl POFL i R - VI Peaision Selecte:
= Sy GEOM? | enable * | |iceeBOZ. Za ow Y| 2 10 1 0 liis: Poet I8 o - Vilkd resist cted
Link Afgragetion Rafrash | Moty
POE Eattings Shorw ail ports imdormation | (Mot || mey lake sore live 1 degiay sl poms niomalion. please be patient |
Ty Rangs Ethernet 10008 Port
PO Alve 1 ki T 5 w0 ] o stutus: Port s off - Detection is in process
DHCR Snooping Sesny 2 erablk Yaw 2 w 1 55.0 om - Valk
SHTP Satiing 1 eruabie [rae. 5 " 0 ) .

LLDP Protoced a arabls e 5 30 ] oo Diata
pE s " enabie low 5 0 o o0 # - Detection 15 N process
Paort isclason
8 rake Torwy 5 » ] o0 ot - Diecition is in process
disablie low 5 0 o oo User sefiing
[ rabie —E ey 5 » ] #1 - User sstling

30eCb MOXKHO BKJIIOYNTL/BbIKIOYNTL POE Ha NopTy, yKasaTb NMpUopuTeT (MOpPTbl C MEHBLLUVMM MPUOPUTETOM
OTKJII0YaTbCA B NEPBYIO o4Yepenb NPy NpeBbILLEHUN CyMMapHOW MOWHOCTK POE), orpaHM4YnTb MOLWHOCTbL POE
Ha nopTy.

Ha>xaB Ha Show all ports information Mo)>KHO NpocMOTpeTb CcTaTyC BCex POE-nopToB, Knacc NogKAtO4YeHHOro
obopypnoBaHus, NnoTpebasgeMyo MOLWHOCTb K HANPSXXEHNSA MUTaHNS.

KoHTponb 3aBucaHma PoE-ycTpoucTs

BonblUO MHTepec NpeacTaBnaeT GyHKLUMOHaI, MO3BONSOWNIA Neperpy>kaTb 3aBuclune PoE-ycTponcTea
(meHto PD Alive B Advanced Application). OH no3sonsieT nepuognyeckn nmMHrosaTb POE-ycTponcTea no IP-
ajpecy 1, B Cly4ae Nx HeLOCTYMHOCTU, BbIMOJHATh:

e nepesarpysky PoE Ha nopTy;
e oOnoBeLlleHne agMuHucTpaTopa (cobeiTne B syslog-cepeepe);
e oba pencreus.
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ing L@ FD Alive
E PD Alive Configuration

Applic

From Port ethl Zl Ta Part ethl hd

PD Allve State Disabled ¥ PDIPAdgress  [192.168.1. 78]

Poll Inmerval{10-300) 30 5 B Retry Count(0-5) |2
VLAN

Waiting Time{30-300) |90 Actian Both hd
MAC Address Forwarding e } =
Loopback Detection
Spanning Tree Prolocol Apply
Banmwidth Control
Broad Sinom Control Port PD Alive State PD IP Address Poll Interval Retry Count Waiting Time Action
Link Aggregation [ e Enabled 192.168.1.75 30 2 ag Both |
POE Setiings eth2 Desabled 0.0.0.0 30 2 15 Both
Time Range | ethd Enabled 152 168.1.78 30 2 90 Reset |
PO Alive ethd Disabled 0.0.0.0 30 2 15 Both
DHEP Snooping Setting [ ems Enabied 192.168.1.80 20 z 90 Notity |
SNTP Setting ethg Desabled 0.0.0.0 30 2 15 Both
LLDF Broioa eth? Desabled 0.0.0.0 30 2 15 Both
ARP Safeguarding ethd Disabled 0.0.0.0 30 2 15 Both
Port Isolation

Poll interval yka3sbiBaeT nepnoanyHOCTb NPOBEPKU CBA3M A0 POE-yCTponcTBa B CeKyHpAax, retry count -
KONMYeCTBO NPONYyLLEHHbIX OTBETOB, MOC/E€ KOTOPOro YCTPOWCTBO CYMTaeTCca HeaoCcTynHbIM, PD IP Address -
IP-apgpec PoE-ycTpoiicTBa, 40 KOTOPOro BbINOJIHAETCS npoBepka. ObpaTuTe BHMMaHue: Mexay IP-agpecom
KoMMyTaTopa 1 PoE-ycTponcTBa A0J/KHa BbiTh CeTeBas CBA3HOCTb, PeKOMeHAayeTcs 4Tobbl OHM Bbinn B
oaHoM Vlan n n3 ogHom ceTu.

HecmoTps Ha 10, 4To WEB Smart-koMMyTaTopbl MO3ULMOHMPYIOTCA Kak 060pyAoBaHMNE C OrpaHNYEeHHbIM
dpyHKLMoHanoM, SNR-S2200G-8T-POE n SNR-S215GI-8T-POE nogaoep>xmnsatoT Takne qoyHKLMM Kak LLDP,
Syslog n SNMP.

LLDP

Bkno4nm noaaepxky npotokona obHapyxeHus cocenen (LLDP) Ha nopTax:

L@ LLDP Setting ________J LLDP Status
Active
Vianagement Hello-time 30 seconds(5-32768)
Hold-time 4 seconds(2-10)
VLAN
- Port
MAC Address Forwarding -
Loopback Detection =
Spanning Tree Protocol e net A
Banawidih Control e S
Broadcast Storm Control GEO//3 | TxRx ¥
Link Aggregation GEOMi4 TxRx _"_‘:_I
POE Settings GE//5 JaRx v
Time Range GEWVG R
PD Alive GEO/O/7 TXRX 7|
DHCP Snooging Setting GEO/D/B TXRx_ 7|
SNTP Setting GEO/L/1 TxRx v
LLDP Protocol GE/L2 TsRx ¥
ARP Safeguarding e
Port Isolation Apply || Cancel
N nocmoTpum coctoaHue LLDP-cocepcTBa:
L@ Neighbours ] LLDP Status
Index Chassis ID Port ID System Name System Desc S Vian Speed TTL
Addr
2.10.0-0-
1 192.168.20.75 00:a8:59:16:7a:30  VP-52CG gfb34c74 build  192.168.20.75 - - 34

G586
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L@ Neighbours ________J LLDP Status

Management

Index Chassis ID Port ID System Name System Desc lan Speed Tl

Addr
SNR-52995G-24FX
Device, Compiled Nov 11
10:04:38 2019 SoftWare
ersion
e _ SNR-S2995- ?.5.3.2(!-?300:.{)231). .
1 18:0:82:76:10:e4 Ethernetli0f23 " BootRom Version 7.5.22 - - - 109
HardWare Version 1.0.1
Serial
No.
Copyright (C) 2019 NAG
LLC Al rights reserved

ghbors interfar

Syslog

_BasicSetting RS SyslogSetup _J Syslog Server Setup

_Advanced Application

—_— Syslog Active ¥
_Management

Management & Maintenance .
~ Logging type Active Fa
Access Conirol M—
System localuse7 ¥
e e T e A Sl -, T B ——
security_1
syslogd
| lineprinter
nemworknews
uucp
clock_1
security_2
fip
ntp
logaudit
logalert
clock_2
local use 0
local use 1
local use 2
local use 3

Diagnostic

Syslog

Apply | Cancel
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L@ Syslog Server Setup Syslog Setup

_Advanced Application Active ¢

_Management . | Server Address 192.168.1.3
Log Level Level 0-7 ¥

Managemeant & Maintenance

Access Control Add || Cancel || Clear
Diagnostic
Syslog

Index Active IP Address Log Level Delete

Delete || Cancel

Bbibepem facility, IP-agpec Syslog cepsepa 1 ypoBeHb JIOrMpoOBaHUA.

MpoBepuM, NOCTYNaKT 1N JIOTN Ha CepBep:

SNMP

SNR-52200G-8T-POE 1 SNR-S215GI-8T-POE nopaepxmnsatT cTaHfapTHble MIB, Takue Kak IF-MIB n System-
MIB.

YT106bl CHMMaTb CTAaTUCTUKY B CUCTEMAX MOHUTOPUHra (Hanp. Zabbix), Bkao4ynm SNMP-cepBep n HacTpouMm
community. Management -> Access Control -> SNMP

Basic Setting « ECE— Access Control User
PEESIE SEEIE o ——
Advanced Application_ |
Srmn Saerver
_Management____________ ok b
All Community private ¥
Community Name public
Access privilege - v
Management & Maintenance o M Readonty
Access Control
Diagnostic
Syslog Trap Destination
Version IP Port Username
v2c ¥ (0.0.00 162 public
v2c ¥ |0.0.0.0 162 pulblic
v2c ¥ |0.0.0.0 162 public
v2c ¥ (0.0.00 162 pullic

Delete || Apply || Cancel

MNMocne TOro Kak BCe HaCTPOWNKM 3aBepLUEHbl, 06A3aTeNbHO HY>XKHO COXPaHUTb KOH(UIrypauuio, HaXkaB Ha
KHOMKY "Save" B NpaBOM BeEpPXHEM yry nHTepdenca.

[ save ¥ Status F Logout

SNR-52200G-8T-POE
V111
V01D01P035P12

Mbl pacCMOTpPEeNU TOJIbKO OCHOBHOW (pyHKLMOHaA KoMMyTaTopoB SNR-S215Gi-8T-POE n SNR-S2200G-8T-POE,
MoJIHOE PYKOBOACTBO MO HACTPONKaM KOMMYTaTOPOB MOXHO HAaWTWU NO CChbUIKE.

ObcyaonTtb kKommyTaTopbl SNR Bbl MOXKeTe Ha HawemMm popyMe nnm rpynne telegram, Tak>Xe Mbl perysaspHo
nybankKyem HOBOCTU B HawweM telegram-kaHane .
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