3TUYHbIE XaKepbl: Kubeps3nombl BO Onaro

3Tu4dHble nan "benbie" xakepbl (white-hat) 3apabaTbiBatoT TeM, 4TO B3/1aMblBalOT KOMMbIOTEPHbIE CUCTEMbI
KOMMaHWN, HO He B KPMMWHaJIbHbIX Lensx, a 4ToObl MpoBEepnTb HaAEXHOCTb Kubep3alunTbl U BbIIBUTb B HEN
cnabble mecTa. benblie xakepsbl, B oTAnYMe oT YepHbix (black hat), He coBepluatoT npecTynneHuin. MHorue mn3
HUX onLManbHO paboTaloT Ha roCcyAapCTBO WM Ha KPYMHble KOpropauun B Ka4yecTBe CreumasncTos no
nHcopmaumoHHon 6e3onacHocTn (UB). ECTb 1 Te, KTO NPaKTUKYIOT XakepCTBO, kak xobbu n pa3sneyeHue.

Bnpoyem, paneko He Bce kKMbepB3J10Mbl CAHKLMOHUPOBaHbLI PYKOBOACTBOM KOoMMaHui. B ceobonHoe oT
paboTbl BpeMs - Be4epamMu 1 B BbIXOAHbIE AHU - VIB-3HTYy3MacTbl HEPEAKO YyHacTBYIOT B Heo(pMLMaNbHbIX,
"Mo6oYHbIX" NpoekTax. OAUH U3 TaKUX - HEAABHUN B3/IOM CUCTEMBbI YripaBaeHus "yMHbIM" gomMoM Zipato, B
pe3ynbTaTe KoToporo "6enbie" xakepbl Yapnb3 OappamaH (Charles Dardaman) n [>xencoH Yunep ( Jason
Wheeler) BbISBUIN HECKO/IbKO CEPLE3HbLIX YA3BMMOCTEN B MporpaMMHoM obecrnevyeHunn paspaboTynka.

Ha ngeto B3nomMaTb CMapT-3aMOK Apy3ein HaToJsIKHYa Konsera no Mb-otpacnun Jlecnn KapxapT (Lesley
Carhart). Bnageneu ooma, roe oHa apeHaoBana KBapTUpy, Hayan yCcTaHaB/IMBaTh "yMHble" 3aMKN, U3-3a
yero Jlecnn pga)ke NpuLLIOCL CME@HUTb MeCTO XUTenbCcTBa. [lapaaMaH 1 Yunep xoTenm nokasaTb CBOUM
9KCMNEepMMEHTOM, 4YTO OMaceHns No NOBOAY HaAEXHOCTU CMapT-3aMKOB HE JINLLIEHbI OCHOBaHWN.

Y opy3en ywen geHb Ha To, 4Tobbl "XakHYTb" cMapT-3aMoOK Zipato Ha BXO4HOW ABepun, HO He 3TOo Obl10 X
r71iaBHOW Lenbto. Xakepbl xoTenn nobpatbca Ao cmapT-xaba ZipaMicro - cuctemsl, ncrnosbsyemon Zipato ans
ynpaBJsieHnsa ycTponcteamm "ymHoro" goma. Yepes napy AHenm um yganocb u 3T0.

MpoHnKHYB B cucTemy, lapaamaH n Yunep obHapyXmnnum Ha KapTe naMaTu ycTponcTea SSH-knto4, gaoowmin
root-npneenernmn, KOTOpPbIN OKa3anacs oaNHAKOB ANs BCeX CMapT-xaboB ZipaMicro. Y3HaB SSH-kto4, xakepbl
MoAy4YMan JOCTYN K 3aWndpoBaHHbIM NapossaM BCEX KOHTPOJIJIEPOB 1 MOrAN ynpaBasaTb /06bIM "yMHbIM"
OOMOM, rae UMerTCs yCTponcTBa Zipato.

HapaoamMaH 1 Yunep cpasy e CBS3aJNCb C pa3paboTyMKOM 1 YBEOMUIIM €0 0 CBOMX OTKPLITUSX. B
WHTEepBbIO N3aaHuio The Vox xakepbl NpU3HaANCh, YTO B KOMMAaHUN HE 04YeHb-TO 06paoBasINCb BECTAM, HO
4yepes HeCKoJIbKO Hefesb UCMPaBUAN A0NyLLEeHHbIe OWNGKMN.

Korpa ysisBumMocTu 6bim ycTpaHeHbl, lapaamaH obHapofoBan MHpOPMaLNIO B MIHTEPHETE, a TakxXe
rnogenuacs or4eTom 06 sKCNepuMeHTE CO CMapT-3aMKOM Zipato ¢ xypHaancTtamm TechCrunch. HoBoCTb
6bICTPO pa3neTenacbk No CeTu 1 Bbi3Basa 60NbLION pe30HaHC.

Hapo ckaszaTb, 3Ta 1 Apyrme xakepckume "npoaenkn" NpuHOCAT peasibHyo MoJb3y C TOYKU 3PEHUS
obecnevyeHns 6e30nNacHOCTM NoJsib30BaTeNeN.


https://www.vox.com/the-highlight/2019/8/1/20742426/hacker-hacking-white-hat-ethical
https://techcrunch.com/2019/07/02/smart-home-hub-flaws-unlock-doors/

Hanpumep, B 2015 rony xakepbl CyMesin rnepexsaTuTb yrnpasJsieHue Jeep Cherokee yepes ya3BMmMoCcTun
MybTUMegnnHonm cnctemol Uconnect, nocne vyero npomssoanTesb 6bi1 BbIHYXAEH 0T3biBaTb 1,4 MuaanoHa
aBTOMObBUNen ona ycrpaHeHums ownbok B nporpaMmMHoOM obecneyeHunu.

B 2018 roay xakepbl U3 rpynnmpoBku Anonymous Calgary Hivemind nogknto4anncb K kKamepam
HabntogeHnsa Nest, 4Tobbl NPOAEMOHCTPUPOBATL UX YSA3BUMOCTb. B pe3synbTaTe pa3paboTynk Kamep -
npuHagnexawas Google komnaHus Nest - nHMUMMpoBasa cbpoc Naposen n NpeanoXKuaa Nosb3oBaTeNsAM
rnepenTn Ha ABYX(HaAKTOPHYIO ayTEHTURUKALMNIO.

B mapTe 2019-ro MHOro wyMa Hajesaam HOBOCTU O KPUTUYECKOW YA3BMMOCTY B Kapanonedunbpunnaropax
KoMnaHun Medtronic, no3sossoLWen C MOMOLLbIO PagNOCUTHANIOB NOYYUTb MOJIHBIA KOHTPOJIb Ha L,
YCTPOMCTBOM C pacCTOSAHNA A0 6 MeTpoB. B HacToslWwee BpeMs YnpaBaeHne rno KOHTPOJIIO 3@ NPoAYyKTaMu n
nekapcteamm CLUA (The Food and Drug Administration) coBmecTHO ¢ Medtronic paboTatloT Haf ycTpaHeHMeM
npobsembl, BHAMaHNE Ha KOTOPYIO, ONATb-Takn, obpaTuan xakepsobl.

HecmoTps Ha npnBefeHHbIE NPUMEpPDI, C/I0BO "Xakep" B CO3HaHMM BONbLIMHCTBA NMPOYHO accoLmnmpyeTcs C
4YeM-TO NPOTMBO3aKOHHbLIM. DTUYHbIE KNOEPB3JIOMLLUNKN CHATAIOT 3TO HECMPaBEAJINBbLIM.
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"ECTb Bellb TaKue NoHATUSA, Kak nandxak (ot aHrn. life hack - xutenckas XnTpocTb, Mone3HbIN
COBET) 1 TpaBenxak (oT aHrn.m travel hack - pekomeHgauum onsa NnyTewecTBEHHMKOB O TOM, Kak
Jeweso uam 6ecnnaTHO coBeplUaTb aBManepesneTbl, 0CTaHaBANBATbLCA B OTENAX, apeHA0BaTb
aBTOMOOUAM U T. M.), U Y HUX HET HEraTUBHOW KOHHOTaUMN. Ho Kak TONbKO "Xakep" 3BYy4YMT B
KOMMbIOTEPHOM KOHTEKCTE, TYT )Ke B BoobpakeHn nofaen BO3HMKaeT nyratowas TeMHasa durypa
B KaroLwloHe", - CeTyeT XaKep, U3BECTHLIN B Knbepcpeae non HMKoM wirefall (cBoe HacTosiLee
VMS NMOMPOCKI HE Ha3bIBaThb).

Paccy>xaas o NpeaB3AaToCcTy, OH C 06naon 3aMeTu, YTo c/iecapein He JOHMMAalOT BOMPOCaMu, OTYErO OHUN He
MPOMBbILLAOT KPaKamm Co B3JIOMOM,

HeraTms CO CTOPOHLI KOMMaHUN - ToOXXe 0bbIYHOE Aeno. B To BpeMs Kak 0gHW OpraHnu3aunmn LEeHAT Tpy L
3TUYHbIX XaKepoB, Apyrue BOCMPUHMMAOT UX CKOpee KaK BParos, 1 4yTb JIN HE NPUPaBHUBAIOT K
knbepnpectynHmnkam. Mo mHeHuto wirefall, npnynHa Bpa>kgebHOCTN B TOM, 4TO MHOrMe oMpMbl MPOCTO He
XOTAT 3a60TNTLCA 0 6€30MacHOCTY, MOCKObKY UM FrOpa3ao AelleBse 3anaaTuTb WwWTpad, Yyem obecneynTb
knbep3almnTy Ha OOJIXKHOM YPOBHE.

MockoNbKy 3hheKTMBHOE perynmpoBaHme B faHHOW chepe Noka OTCYyTCTBYET, HEKOTOPbIE XaKepsbl
CYUTAOT, 4TO BHMMaHue CMU n obwecTBEHHOCTHY - 3TO Ay4LW Ui cnocob Bo3AeNCTBOBaTb Ha Takue
KOMMNaHuu.

"TeMHas cTOpoHa" HMKOrga He npuenekasa Yapnb3a dapoamaHa.

"fl xoTen XNTb HOPMabHOWM XKN3Hblo. W 3apaboTaTb Ha neHcuto", - npusHaeTcsa 20-NeTHU loHOoWa
XypHanuctam The Vox.

Monopaoii yenoBek »xuBeT B [annace n B cBoboaHoe oT paboTbl BpeMS yB/IEKAETCS KOMMbIOTEPHbIMU
urpamu. KctaTu, OHM-TO 1M NOATONKHY M OapaamMaHa K 6yayuieit npogeccun. Ewle B cTapnx Knaccax
LWKOJIbl OH Hayas NucaTb YNT-KOAbI ANs NonyaspHon urpbl Minecraft n yBnekca nporpaMMncTcKuMm
roJIOBOJIOMKaMM, KOTOPbIE MO poay cBoel paboThl pellatoT ferasibHble Xxakepbl. Korga JaphamMaH OKOHYW



YHUBEPCUTET CO CTeneHbio B 061aCTu MHPOPMALIMOHHbLIX TEXHOJIOM A, OH YXKEe 3Has, 4To ByaeT 3TUYHBLIM
XaKepom.
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CerogHsa mononomn 4yenosek pabotaeT Ha komnaHwuto Critical Start, KoTopas Ha KOHTPaKTHOW OCHOBE
MpuUBJIEKAET 3TUYHLIX XaKepoB 4J15 NPOBepPKM Knbep3alunTbl KpynHbIX Kopriopauuii n 6aHkos. Critical Start n
apyrmne nogobHble en UpMbl - HaCTb pa3BMBaAOLWENCA NHAYCTPUN nHpopMaumnoHHon 6e3onacHoOCTH,
MPWU3BaHHOW OCTaHOBUTbL PaCcTYLLYO BOJIHY KnbepaTak.

NB-oTpacab HavYana paclNpPATLCA B Havasle ABYXThICAYHbIX, Ha (hOHe NepBbIX YTeYEK AaHHbIX, NOSABIEHNS
CoLMANIbHbIX CETEN N Pa3BUTUSA OHNIANH-TOProean. B Te BpeMeHa "benbiMn" xakepaMn Hepegko
CTaHOBUINCb NOMMaHHbIe BNACTAMU KnbeprnpecTynHUKN. Tenepb BCE U3MEHUNOCL: MOJIOAble N0AN, Takne
Kak OapgamaH, MOryT elle B WKoJie nonpoboBaTb CBOWN CUJIbl B 3 TUHHOM XaKUHIE U MOJYYNUTb OHNANH-
cepTuduKaT, NOATBEP X OAOLWNA KBanndukauuto B cpepe knbepbesonacHoCTH.

BONbLINHCTBO KOHTPAKTHbLIX MPOEKTOB, B KOTOPLIX y4acTByeT [dapaaMaH, ANATCA HeOe o Uan aBe.
Hepenko KoMmnaHus He npeaynpexxnaeT CBO KoMaHAy Knbep3alnTbl 0 NMPencTosLen NpoBepKe, No3BoIss
XaKepy NPUCMOTPETLCH K TOMY, Kak paboTaloT KOMMbIOTEPHbIE CETU U HAWTU BO3MOXHOCTb AN
MPOHNKHOBEHNS Brybb UT-cncteMm. Ho Takas urpa B KOLKMW-MbILLKK NPOAOJSIKAETCS TO/IbKO HECKOJIbKO
OHeNn.

"Mos uesnb - K KOHLY Hegesm rpoMKo 3asaBUTh 0 cebe, - pacCcKa3bliBaeT xakep, 0TMedas, 4To
00bI4YHO OH CTapaeTCcs NoJIy4YUTb AOCTYM K KOPNopaTMBHbLIM CepBepaM, 3aCTaBJ/Isi OTpearnpoBaTb
NB-komaHLy.

Ecnu 3a Hepeno UM He yaaeTcss MeHS NMonMaTb, 3TO 3HAYUT, YTO KOMMNaHUM cnenyeTt
rnepecMoTpeTb Mepbl kKnbepbesonacHocTn".



B cBo6oaHOe oT paboThl BpeMs JaphaMaH NpakTUKYyeT B3/1I0Mbl YCTPOWCTB MHTEpPHETa BeLlel, 4Tobbl
rnokasaTb JIOASM, YTO OHM He 40 KOHLLa 0CO3HAIOT BCE PUCKU, KOTOpbIe HeceT ¢ coboli yCTaHOBKa B fAoMe
Pa3/IMYHbIX "YMHbIX" rafg>XeToB C AaTYMKaMU, roJI0COBbIM YIMPaB/ieHNEM N BO3SMOXXHOCTbLIO A0CTYMa K HUM
yepes UHTepHeT. Mo cnoBaM xakepa, NnofobHble KnbepaTaku 45 HEro - Kak urpa.

"Jlyqwwuin cnocob 3awmnTnTtb UT-cnctemy - 3To NpoBepUTbL €€ 3IPHEKTUBHOCTL C MOMOLLLbIO
MPOTUBHWKA, MOCMOTPEThL, KaK €e NOMbITaloTCA B3/IOMaTb KMbepnpecTynHNKW, XaKTUBUCTbI UK
pa3sencnyxbnl", - ybexaeH ®ununn Yannnm ( Phillip Wylie), cneunannct no Tectam Ha
NPOoHMKHOBeHMe (pentest) B 6aHke US Bank n npodgeccop PnynaHackoro koanegxka no 3sTU4HOMY
XaKUHTy.

Kak n Yapnb3a JapnamaHa, Yanan NnpuBieKaloT B XaKePCTBE BO3MOXKHOCTb peLllaTb MHTENIeKTYa lbHble
rONI0BOSIOMKUN 1 3MOLMOHAJIbHbIA NOABEM OT YCMEeLHOro NPOHNKHOBEHUSA B 3aKpPbITY0 cucTemy. 1o Toro,
Kak ycTpounTbcs B US Bank, Yannu paboTan KOHCYy/IbTAaHTOM U TECTUPOBA Ha YCTONYMBOCTb K B3/IOMaM 1"
knbepaTakaM Beb-npunoxeHnsa. OgHaXkabl oOH 06HapPYXXUN y KJIMeHTa CeEPbe3HYI0 YA3BMMOCTb,
MO3BOJINBLUYIO MPOHUKHYTb B KOPHEBYIO 6a3y AaHHbLIX KOMMaHWW.

"A Mor genaTb BCe 4TO yroaHo: nobaBnaThL B CNCTEMY HOBbIX rnonb3oBaTesnien, KonmpoBaTb 6a3y
LAHHbIX, YOaJATb 3anmMcu nan BOBCE OTKJIIOYNTbL cepBep”, - BCMOMUHAeT CneumasncT.

HekoTopble xakepbl HE NWYT ya3BuMocTu. Hanpumep, 23-neTtHaa xeinH MaHb4yHb BOH (Jane Manchun
Wong) n3 NoHKOHra ¢ MOMOLLbIO peBepC-UHXNHUPUHIA NPUI0XKEHU BbISCHAET, YTO HOBEHbKOIr0 A/ CBOUX
nosib3oBaTesiel roTOBAT pa3paboTymkn.



Tweets Follo wing Followers Likes Lists

6,992 EL Y| 41.2K 31.3K 1

Tweets Tweets & replies Media
Jane Manchun Wong g

@waongmjane & Pinned Twee

) _ Jane Manchun Wong (@wongmjane - Apr 27 b
Uncovering unreleased features before it Pleasure speaking with @BBC Tech's @alli_shultes92 about behind-the-scenes
becames relevant. Researching

of my hobby of uncavering features befare launch!
security/app tidbits for fun. Privacy,

Security and Frantend. | don't work at
Facebook.

1 Hong Kang
& wongmjane.com

Jained July 2011

14 070 Mkhmtsae sed visdsse

"ITa nHpopmaumnsa B cMapTgoHax BCeX Nosib3oBaTenen. [la, oHa rayboko crnpsATaHa, HO HUYero
HEe3aKOHHOIro B ee paCcKpbITUM HeT. 3To NybanyHas nHgpopmauma", - pacckasbiBaeT [>xenH BoH o
CBOEM YyBJIEHEHUMN.

B anpene 2019 roga nccrnegoBaTenbHULa pacckasana, 4To pa3paboTymku Instagram xoTaT cnpsaTaTh
KOJINYECTBO NlalkoB nopj goTorpacdumsamm, 4Tobbl CTUMynMpoBaTb 6s10repoB co3gaBaTh 60/bLIE KOHTEHTA.
MoHa4vany B couceTn oTpuuany nogobHble NiaHbl, HO B Mae Instagram nepecTtan nokasbiBaTb CHETYUK
nankos B KaHapje, a B Ha4aJsie aBrycta 370 Xe Npou30LUI0 C JIeHTaMu nonb3oBaTenen B ABCTpanmu,
Bpasunun, Utanuun, Upnangun, Hoson 3enaHanm n dnoHun.

BMecTe C TeM, KakK N 3TUYHbIE XaKepbl, BoH npecneanyer 6narve uenn. HaanMep, ecJin OHa o6Hapy>K|/|BaeT
B KOOe NpuJioXXeHunsd noJib3oBaTesibCKMe AaHHble, TO coobuwaeT 06 3TOM KOMMaHUK, 4TOObI npegoTBpaTnTb
BO3MOXHYIO YTEYKY. Mo cnosam BoH, OHa 3aHMMaeTCHa 3TUM AN yAoBOJIbCTBUA - en Toxe HPaBUTCA pellaTb
roJIoBOJIOMKW.

"C Tex nop, KaK MOMMU OTKPbLITUAMN 3aUHTEPECOBAJINCb, N KOMMAaHUW HavYann cnegntb 3a MOUMU
TBMTamMu, pa3paboTymkuy cTanm noebiwaTb 6€30MaCHOCTb CBOMX MPUSIOXKEHUN. DTO O4HO U3
Ccoobpa’keHunin, N0 KOTOPbIM S 3TUM 3aHMMAIOCh....KOMNAHUN MOBLICAT 3aLUUTY NPUIIOXKEHUNA, 1
B3JloMaTb UX ByaeT cnoxxHee", - noacHuna [»xenH BoH B nHTepBbio BBC.

BonbWMHCTBO "6enbix" XxakepoB 3asABAAIOT, YTO OHU HE MbITAOTCA BbICTAaBAATb KOMMNaHUW B NJIOXOM CBETE.
ObHapy»xu1B ysa3BUMOCTb, IB-crieumanancTbl ONOBELLAI0T OpPraHn3aumio N 4aloT el BpeMs Ha UCrpaBJieHne
ownbkm. O6bLIYHO Cpok cocTaBnseT 90 AHen B COOTBETCTBMU C nNpaBunamm Google Project Zero.

"Ecnin oHU pearuvpyloT Ha npegynpexaeHune yn yCTPaHAKT YA3BUMOCTb - OTJINYHO. Ho ecnun
rOBOPSAT, YTO He CTaHYT HNYEro NCNpPaBsATb, A MyBANKY CBOM OTYET. ECAn NbITaloTCA 3aTAHYTb
BpeMS [0 nosyroga - 9 Toxke obHapoayto fgaHHble, nodemy HeT? Ecnm npobnema cepbesHas,
HY>XHO YCTPaHUTb ee B 0OTBeLeHHoe BpeMsa", - pacckasan Yapsb3a HapoamaH.

MHoOr e 3TUYHbIE XaKepbl FOBOPST, YTO YYBCTBYIOT OTBETCTBEHHOCTb 3a MHOPMUPOBAHME MoJib30BaTesNElN 0O
cnabbix MecTax B Kubep3sawmTte. Korga B KOMNaHUAX CEpAATCS Ha TO, YTO XaKepbl pacKpbiBalOT
NMoTeHLUMasIbHYIO YSA3BUMOCTb, 3TO FOBOPUT O HECEPLE3HOM OTHOLLEHUN (hUPMbI K BorpocaM 6esonacHocCTH,
cymTaeT dununn Yannu. Te, KoMy coobLuatoT 0 HalgeHHOWN YSI3BMMOCTU, AOJIKHbI PafoBaTbCsl, YTO UM
ycTpounn 6ecnnaTHbI TECT Ha NPOHUKHOBEHUE, YbexxaeH NB-cneunanncT.


https://twitter.com/wongmjane
https://www.bbc.com/news/technology-47630849
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