Urpbl c aHoHcaMum less specific m more specific, unm ns-3a yero
CTPapaloT KJINEHTHI

K HanucaHuio aHHOW CTaTbW MEHS CMOABUMIN Y4acTUBLUMECS C/lyYaun obpalleHns CTOPOHHUX NpoBaniaepoB
c npo6aemMamMi 0 HeAOCTYMNHOCTUN YaCTU PECYPCOB OTAe/IbHbIX HalLUX KANEHTOB.

CyTb Nofo06HbIX NpobsieM AOBOJILHO MPOCTa, W 3aK/I0YaeTCsa B XKeNaHUN KJIMEeHTOB NoJslyyaTb 6onee
JeweBbi TpaPrkK ¢ 06MEHHMKOB C OAHOM CTOPOHbLI, K HeXXenaHuun ISPs ocywecTBNATL TPaH3nUT Tpaduka
cBOMX KNneHToB no cxemam Uplink-->ISP-->1X-->Client, Uplink-»ISP-»Uplink-—»Client, IX--»ISP--1X--Client,
IX-—ISP--»Uplink-—Client c opyron cCTOpoHbI.

PaccMOTpuM OAMH N3 BO3MOXXHbIX BAPUAHTOB Ha HU)XenpueegeHHOM pUCYyHKe.
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Multihomed Client, nmetowmnn nogkaodeHus K ISP n IX, aHOHCMpyeT MeHee crneununYHbIn npedunkc
172.16.0.0/16 cBoemy ISP 1 6onee cneundunyHbin 172.16.0.0/24 Ha 06MeHHUK. ISP NnpuHUMaeT KINEHTCKUIN
bonee cneun@unYHbIN MapwpyT 172.16.0.0/24 oT IX, Tak Kak TOXXe ABNASAETCA €ro y4aCTHUKOM.
MpuHMMaeMbln HENOCPEACTBEHHO OT KneHTa npedukc 172.16.0.0/16 ISP aHOHCMpyeT CBOUM arnjiMHKaMm, He
ABASAIOWMMNCS YH4aCTHUKaMN NUPUHIra Ha IX (kak npaBuno, 3To Tierl, nnn HaumnoHas bHbie OnepaTopbl,
MOJIHOCTBIO OTCYTCTBYOLWME Ha IX-aX, Uan NPUCYTCTBYIOWME TaM CO 3HAYUTENbHbIMU OF PaHUYEHNAMU
MapLUPYTHbIX NOINTUK). B pe3ynbTaTe nogobHom "KpuBU3HLI" B aHOHCax Tpaduk, NnpeaHa3HadyeHHbIN Client,
n3 ceTen Tierl nonagaeT B ceTb ISP, 0TKyAa AO/HKEH OOCTAaBAATLCA KINEHTY Yepes IX no 6onee
crneunuyHomMy MapwpyTy 172.16.0.0/24, koTopbin 6yaoeT Bcerga akTUBHbIM B CPABHEHUN C MEHEE
cneunuYHbIM,

KoMy xopoLo B faHHOM cuTyaunmn? OQHO3Ha4YHO KJINEHTY, noayyatouwemy riobanbHyio CBA3HOCTb U Tpaduk
yepes 6osee fgewweBbin CThIK C IX. A KoMy nioxo? OTBeT o4eBupaeH, ISP, koTopoMy Heobxoanmo oniavymeaTbh
TPaH3UT Nof0BHOr0 KAMEHTCKOro Tpaduka ABaXKAbl, HE MMes Kakoro-nmbo npoduta oT CaMoro KJaneHTa.

Kakue cyuwecTBytoT crnocobbl 60pbbbl ¢ NogobHbIMK ABNEeHNAMN Ha ceTax ISPs? CaMbiM NPOCTbLIM NOKaXkeTcs
dhunbTpaunsa bonee crneundgunyHoro npedukca Ha ceTun ISP. Ha camom gene 3170 faneko He Tak. OCHOBHOWN
ero npobnemoin ABNAETCA TO, 4TO NOAOOHbLIE aHOMANNN HE ABJISIOTCA CTaTUYHBLIMU N UX HEOBXOANMO KaKUM-
TO 06pa30M BbISABIATD.

Opyrum, 6onee pacnpocTpaHeHHbIM CrocoboM, NpUMeEHSAEMbIM B CETAX KPYMHbIX ISPs, sBNAeTCA BbiIBNEHME
nogobHoro Tpaduka n ero drop Ha popBapanHre. PaccMoTpuM AaHHbI cnocob 6onee nogpobHo ¢
npuMmepamm KoHpurypaumm gnsa obopynosaHus Juniper. OCHOBHOM CMbICJT €r0 3aKJ/04aeTCs, YTO NpeduKchl,
npuHuMaemsble oT Uplinks n IXs, packpawmneatoTca BGP communities, Ha 0CHOBaHMKM KOTOpPbIX opMumpyeTcs,
3HaKOMbI MHOrMM Mo Npeablaywmnm nybnnkaumsam, destination-class. CdoopmmnpoaHHbIn destination-class n
UHTepdencol BkatodeHus Uplinks n IXs agnsaioTca ocHoBHbIMU KpuTepuaMmu match ans firewall omnbTpa ¢
onuuen then discard, KOTopbIi MPMUMEHSETCS Ha popBapaMHre.

Huxe npueeneHbl NpnMepbl KOH(pI/IpraLI,I/II/I C KOPOTKMMN aHHOTaUunAMuN:

1) Co3pgatoTca community ansa packpacku MpUHMMaeMbIX aHOHCOB OT arnJIMHKOB U 0BMEHHUKOB:
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set policy-options community mark-tierl 1 members 65001:30203
set policy-options community mark-tierl 2 members 65001:30204
set policy-options community mark-ix members 65001:20204

2) Co3paHHble community BK/OYaloTCA B policy, KOTOpoe, B CBOIO 04epedb, MPUMEHSEeTCs Ha import B
KoHMrypaumm npotokoaa BGP onsa cooTBeTCTBYHOLWMX FPYMMN anJIMHKOB N 0OMEHHMKOB:

set policy-options policy-statement mark-tierl 1 term mark-upstream then community add mark-tierl 1
set policy-options policy-statement mark-tierl 2 term mark-upstream then community add mark-tierl 2
set policy-options policy-statement mark-ix term mark-upstream then community add mark-ix

3) Co3paeTcss community ons onpefeneHns paHee packpalleHHbIX MapLlpyTOB:
set policy-options community type peer-and-upstream members "~65001:[2,3]....$"
4) Mo onpepenswLeMy community ¢ momouwbto policy dopmupyetca destination-class:

set policy-options policy-statement set-class term peer-and-upstream from protocol bgp

set policy-options policy-statement set-class term peer-and-upstream from community type peer-and-
upstream

set policy-options policy-statement set-class term peer-and-upstream then destination-class peer-and-
upstream

5) Policy c destination-class npumeHsieTcs Ha export gna forwarding-table:
set routing-options forwarding-table export set-class

6) Co3paeTca firewall filter, 0CHOBHbIMK KPUTEPUAMN KOTOPOr0 ABAAIOTCHA CHOOPMUPOBAHHBLIN paHee
destination-class n nHTepdencel BKAOYEHUS anJINHKOB U 0OMEHHNKOB, a B Ka4yecTBe action gaHHoOro
dunbTpa discard n nogcyeT NakeToB:

set firewall filter forward_firewall term drop-peers-to-other-peer from destination-class peer-and-upstream
set firewall filter forward_firewall term drop-peers-to-other-peer from interface ae7.0

set firewall filter forward_firewall term drop-peers-to-other-peer from interface ae6.0

set firewall filter forward_firewall term drop-peers-to-other-peer from interface ae5.0

set firewall filter forward_firewall term drop-peers-to-other-peer then count peers-to-other-peers-drop

set firewall filter forward_firewall term drop-peers-to-other-peer then discard

set firewall filter forward_firewall term any then accept

7) Co3paHHbIN UNbTP NPUMEHAETCA Ha opBapANHIe:
set forwarding-options family inet filter output forward firewall
MNocmoTpeTh cpabaTbiBaHME CHETHYMKOB AAHHOIO hnsibTpa MOXXHO KOMaHAOM:

> show firewall filter forward_firewall
Filter: forward firewall

Counters:

Name Bytes Packets
peers-to-other-peers-drop 14704283695 182675892
{master}

B Ka4ecTBe 3aK/Il04EHUSA XO4Y Bblpa3nTb YBEPEHHOCTb, YTO AaHHAsA CTaTbs OKa)eT MOMOLLb B MOHUMaHWU
TOro, No4YeMy Hesib3si TakKum 0b6pa3omM aHOHCUpPOBaTb Hosiee N MeHee cneunUYHbIe MapLLPYThl, @ TaKXe B
TOM, YTO MOKA3aHNS CHETYMKOB APOMNHYTbIX HEKOPPEKTHO MapLUPYTU3MPYEMbIX MaKeToB B CETAX
OnepaTopoB COKPATATCA K HYJHO.
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