Ectb nu anbTepHaTuBa BGP Flowspec?

B omauyue om npedbidywux nybaukayul cmambsi HanucaHa 8 coasmopcmse ¢ Kosse20l. Boipaxaem uckpeHHue
npusHaHusi KoMnaHuu PocmesiekoM, 8 KOMopbIl Mb! M0/1yHU/IU 6eCcyeHHbIe 3HaHUs U Orbim, M0380/1UBWUE HaM cmamab
HacmosiwuMu cemesbIMU UHXeHepaMu KoMnaHuu, 8 Komopold Mbl pabomaem 8 Hacmosiujee 8peMsi, U NoJyyusiu peasibHyHo
BO3MOXHOCMb peasiu3osams c80U NomeHyuas 8 0OHOM U3 caMbiX UHMeEPECHbLIX HanpasieHuli UHhopMayuoHHoU
6e3onacHocmu - 3awyume om DDoS. Omode/ibHble c/108a 6azo0apHocmu adpecyem nopmasy NAG.RU, ee anagHomy
pedakmopy, /II06E3HO MPedocmasusWUM BO3MOXHOCMb 0e/IUMbCS NO/1yYeHHbIM OfbIMOM C Ko/i/le2amu o ompac/iu.

B ogHoli 13 npeablayLumx ny6ankaunii onMcbiBanack peanmsaums reounstpaymmn Tpacmka Ha o6opyaosaHmmn Juniper ¢
ncnonb3oBaHneM TexHonorum Source Class Usage (SCU), kak ogHOM 13 metofos npumeHeHus prefirewall dmnetpos B
CeTEBbIX peLleHnax 3awmtbl oT DDoS. Heob6XxoAnMOCTb NPYMEHEHMS NOA06HbLIX (OUNLTPOB, B HE3ABUCUMOCTM OT CXEMHOTO
pelleHuns (LeHTpasiM3oBaHHasa Unn pacrnpeaeneHHble cxembl huabTpauum), 06ycnoBfeHa, npexae scero, 601bWMMK
BOJIIOMETPMKAMU COBPEMEHHBIX aTak, OTCYTCTBMEM BO3MOXHOCTM (Lle/iecoobpa3HOoCTM) TpaH3uTa BCEero 3Toro "rpssHoro”
Tpachuka B ceTsAx OnepaTopos, LOPOroBMU3HONM peLleHunii No ero OYNCTKE B OrPOMHbIX 06 beMax.

OfHUM 13 cambIX pacnpocTpaHeHHbIx BuaoB prefirewall-nnbTpoB saBnsetca BGP Flowspec, WMpoKo NpuMeHsieMblli Kak B
pamkax O4HOro JOMeHa, Tak 1 Ha MeXAOMEHHOM YPOBHE, U MO3BOSAOLWMI C NMOMOLLLIO CUrHaM3aumm npoTokona BGP (AFI
flow) nepenaBatb onucaHHble NpaBuia Ha yaaeHHbIe Y3/bl B CETU, FAe OHM BbiNosiHATcA Firewall. Bonee nogpo6Ho
onucaHo B RFC5575, ¢ gononHenusammn B RFC7674, n conyTCTBYHOLMM KONIMYECTBOM AOKYMEHTOB CO cTaTtycom Internet-Draft.

HeB3upas Ha 3aronoBOK CTaTbW, U3N0XKEHHBIA B HEli MaTepuan - He NonbITKa NPenoAHECTM NMOSTHOLEHHYIO 3aMeHY
MHOronieTHeMy cTaHAapTy, AaBHO HalleAleMy peasim3aLmio BO MHOTMX BEHAOPCKUX 1 ONePaTopPCKMX peLleHunsX. Y Kaaom
TEXHO/I0rMMN eCTb CBOM OCOBEHHOCTK, MpenMyLLecTBa 1 HefoCTaTKu.

Peub noligeT o COBMECTHOM NPMMEHEHMU BCEM XOPOLLIO M3BECTHOrO TPAH3UTUBHOIO aTpnbyTa community npoTokona BGP,
BeHAopcKux pelueHusx ot Juniper Destination Class Usage n Prefix-Specific Action (y Cisco - microflow policing).

PaccmoTpum 60ee nogpo6GHO COBMECTHYHO peann3alpmio JaHHbIX peLleHunii Ha NpMBeAeHHbIX CXeMe, Npumepax
KOHCoMrypauum, CKpMHLLIOTax TECTUPOBAHWSI.
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TecTtoBas cxema coctouT 13 AS65001, NpeACTaBNSIOLWLYH aBTOHOMHYK CUCTEMY K/IMEHTA, M aHOHCUPYHOLLYH 3aluuuiaeMbilii
npedmkc 192.168.200/24 ¢ community 65000:1111; ns AS65000, npeacTtasnsowen IP/IMPLS gomeH ISP; 13 cermeHta
Internet c XOCTOM, reHepUpyHOLLMM TeCTOBbI Tpaduk. OCHOBHas KOHIMIypaums BbINOHAETCA Ha MOrpaHNYHbIX
MapLupyTmsaTtopax ISP, B KOTOPbI BK/AOYEHbI anvHky (B Hawem npumepe ato PE-mapipyTtuzatop vMX-VCP).

PaccmoTpum nogpo6Hee Ha npuMepe KoHdUrypawmu.
1. Onuwem community, no kotopomy policy 6yaeT ocywecTsAsSTb match onpeaeneHHbIX NpedmKcoB:
set policy-options community dst-prefixes members 65000:1111

2. Onuwem camy policy, B KOTOPOM B KOTOPOM B KayecTBe match ykazaH NpoToKos bgp 1 paHee onucaHHoe community, a B
KauecTBe action Ha3HauyaTbcs destination-class:

set policy-options policy-statement dcu-psa term 1 from protocol bgp
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set policy-options policy-statement dcu-psa term 1 from community dst-prefixes
set policy-options policy-statement dcu-psa term 1 then destination-class psa

3. Cosgaaum policer, KoTopbI 6yaeT npuMeHsATbeA B prefix-action gnsa orpaHnyeHnss onpegeneHHoro Tpadvka (orpaHnyeHne
B 2 Mbps yka3aHo B kauecTBe npumMepa):

set firewall policer im2m-PSA if-exceeding bandwidth-limit 2m
set firewall policer im2m-PSA if-exceeding burst-size-limit 15k
set firewall policer im2m-PSA then discard

4. Co3paem firewall prefix-action, B KOTOpOM yKa3blBaeM ANnHY npedvkca (B HaweMm cy4dae 3Tto /24), ero rpagaumio rno
destination (B npumepe ykasaHo /32), a Takke policer, orpaHuumBaroLLmin onpeaeneHHbI Tpaguk Ha Kaxxablin destination (T. e.
Ha Kaxablii IP-agpec):

set firewall family inet prefix-action psa-2m-dest-24-32 policer lim2m-PSA

set firewall family inet prefix-action psa-2m-dest-24-32 count

set firewall family inet prefix-action psa-2m-dest-24-32 filter-specific

set firewall family inet prefix-action psa-2m-dest-24-32 subnet-prefix-length 24

set firewall family inet prefix-action psa-2m-dest-24-32 destination-prefix-length 32

4. B firewall filter PSA ccblnaemcsi Ha paHee onucaHHblii destination-class, onucbiBaem Kputepum, No KOTOPbIM HEOBXO0AUMO
MaTuuTb Tpadmk (B npumepe TCP-nakeTbl ¢ donaramm syn, ack, syn+ack, rst, Ho B pea/ibHOCTV MOXET ObITb BCE YTO YroAHO,
Hanpumep, ToT e UDP) 1 B KayecTBe action yka3biBaeM paHee co3faHHblIl prefix-action:

set firewall filter PSA term psa from destination-class psa

set firewall filter PSA term psa from source-address 0.0.0.0/0

set firewall filter PSA term psa from protocol tcp

set firewall filter PSA term psa from tcp-flags "(((syn & ack) | rst) | syn) | ack”
set firewall filter PSA term psa then next term

set firewall filter PSA term psa then prefix-action psa-2m-dest-24-32

set firewall filter PSA term accept then accept

5. MpumeHsiem co3gaHHblin chunbTp K forwarding-options:
set forwarding-options family inet filter output PSA
Hwxe npusefeHbl faHHbIe TECTUPOBAHNS.

1. Mpumep TCP-naketamu ¢ donarom syn. C TecToBOro cepsepa oTnpasnsetcs syn-flood Ha agpec 192.168.200.1:

[16:38:24] root@ubuntu-noc2:~# hping3 192.168.200.1 -5 --flood

HPING 192.168.200.1 (ens3 192.168.200.1): S set, 40 headers + @ data bytes
hping in flood mode, no replies will be shown

BfE

--- 192.168.200.1 hping statistic ---

4542121 packets transmitted, © packets received, 108% packet loss
round-trip min/avg/max = ©.0/0.0/0.0 ms

[16:39:41] root@ubuntu-noc2:~# [j

CMOoTpUM CpaﬁaTblBaHMe CYETUMKOB K nosincepa:

[edit]
lab@vMX-VCP# run show firewall prefix-action-stats prefix-action psa-2m-dest-24-32 filter PSA from © to 2
Dec 22 16:39:38

Filter: PSA

Counters:

Name Bytes Packets
psa-2m-dest-24-32- (0] 0
psa-2m-dest-24-32- 14969728 374243

psa-2m-dest-24-32- (i} 0
Policers:

Name Bytes Packets
psa-2m-dest-24-32- 0 0
psa-2m-dest-24-32- 8847560 221189
psa-2m-dest-24-32- 0 0

[edit]
lab@vMx-vCP# [ ]

2. Mpumep TCP-naketamu ¢ conarom syn-ack. daya Ha IP 192.168.200.100:
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[16:49:54] root@ubuntu-noc2:~# hping3 192.168.200.100 -S -A --flood

HPING 192.168.200.100 (ens3 192.168.200.100): SA set, 40 headers + © data bytes
hping in flood mode, no replies will be shown

N

C

--- 192.168.200.100 hping statistic ---

2138669 packets transmitted, 0 packets received, 100% packet loss
round-trip minfavg/max = 06.0/8.0/0.0 ms

[16:53:58] root@ubuntu-noc2:~# ||

Hwke faHHbIe CUETYMKOB ¥ NOSUCEPA:

x-actlon-stats prefix-action psa-2m-dest-24-32 filter PSA from 59 to 181

116702
@

Packets
z : a8
-180 4790160 119754
24-32-1081 B ]

3. Mpumep TCP-nakeTamu ¢ chnarom ack. TecTtoBblli Tpaduk oTnpasnseTcs Ha IP 192.168.200.10:

[16:39:41] root@ubuntu-noc2:~# hping3 192.168.200.10 -A --flood

HPING 192.168.200.10 (ens3 192.168.200.10): A set, 40 headers + 0 data bytes
hping in flood mode, no replies will be shown

8

--- 192.168.200.10 hping statistic ---

1408020 packets transmitted, ® packets received, 100% packet loss

round-trip min/avg/max = 0.0/0.0/0.0 ms

[16:46:25] root@ubuntu-noc2:~# ||

JaHHble cueT4ynkoB 1 nosmcepa:

(-VCP# run show firewall prefix-action-stats prefix-action psa-2m-dest-24-32 filter PSA from 9 to 11
2 16:46:28

Bytes Packets

i
6890720

edit]
abpvMx-veee

B 3akntoyeHve, HECKOMbKO KOMMEHTapeEB.

MpumeHeHue firewall-onnbTPOB HA OCHOBE K1ACCOB AaeT A0NOHUTE bHbIE BO3SMOXHOCTU peasin3aLin MexaHu3MoB 3aLimTbl
oT DDoS-atak (HekoTopble ISPs npefocTasnsaioT B BUAE AONOMHUTENIBHOMO cepBuca, Takoro kak bgp extended blackhole
community, Hanpumep). Ho Bce OHU MEIT OAUH CYLLLECTBEHHbIA HEAOCTATOK: MNPV TApreTMpPoBaHHbIX Ha CEPBUC aTakax,
nocnegHuii ogHO3Ha4YHO NocTpagaeT, T. K., Hanpumep, npu syn-flood dmnbTpom ByaeT AponaTbes, B TOM YKCE, U Kakasa-To
40N NernTUMHbIX NakeToB, YTO NPUBEAET K 3aTPyAHEHMAM B YCTaHOBKE HOBbIX COEAVHEHW. ITOT HEAOCTATOK XapaKTepeH
ana scex prefirewall-punbTpos, ymerowmx, B yylem cnyyae, NnonucuTb Tpaduk. ViaeanbHbiM ABNSAETCA peLleHne, korga
€CTb BO3MOXHOCTb He ncnosb3oBarth prefirewall, a "nporoHAaT" Bce 06bembl Tpadmka Yepes Threat Management System,
rae ero ounbTpauus ocyLlecTBnseTca 6onee MHTENNEeKTyaslbHO. K coxaneHuto, nogobHble peLleHns He Nog, cuiy MHOTUM
ISPs, nopoii gaxe KpynHbIM.

Takxe npu CxeMHbIX peanusaumsx (0Co6eHHO ¢ NpeAoCTaB/IEHHON KMEHTAM BO3MOXHOCTbIO YNpaBAaTb CreunguyiHbLIMU
aHoHcamm) ¢ npumeHeHvem prefirewall, HE06X0AYM NOCTOSIHHBIN KOHTPO/b YTUIM3ALMIU PECYPCOB CETEBOTO 060PYA0BaHMS,
OTCYTCTBME KOTOPOrO MOXET MPUBECTM K Nia4eBHbIM NOC/IEACTBUSIM.

Hwxe npuBeneHbl npuMepbl KOHTpons namsatn (Lookup Block ASIC) nvMHeliHOR kapTbl TECTOBOrO MapLupyTusaropa:

lab@vMX-VCP# run request pfe execute target focO command "show jnh 0 pool usage"
SENT: Ukern command: show jnh 0 pool usage
EDMEM overall usage:
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Next Hop

i EE |RRRRRRRRRRRRRRRRRRRR] 4.0M (28% | 72%)
Firewall

[l |RRRRRRRRRRRRRRRRRRRR] 4.0M (<1% | >99%)
Counters

[k | |RRRRRRRRRRRRRRRRRRRRRRRR] 6.0M (35% | 65%)
HASH

[k} 1 3.2M (100% | 0%)

ENCAPS

[k FhxkF ko kkkkkkok ***1 4.1M (100% | 0%)

Shared Memory - NH/FW/CNTR/HASH/ENCAPS

[ -] 10.7M (0% | 100%)
Free Shared Memory - NH/FW/CNTR/HASH/ENCAPS

[ -] 10.7M (0% | 100%)

3pecb Bce 3ameyvatenbHo, FW ncnonb3yeT MeHee 1% (Naoc 3ape3epBrMpPOBaHHbIv Nyn AuHamMUyecku pacnpeaensemoi
namat, RLDRAM), B pea/ibHOCTU Xe BCe HEMHOIO MHaYe.

Vicnonb3oBaHHbIE MaTepuasb:

e Prefix-Specific Counting and Policing Actions.

e Understanding Source Class Usage and Destination Class Usage Options
e Configuring SCU or DCU.

Hageemcs Ha npogomkeHne nybavkaumii, onncbiBaloLWmx MeToabl 1 cnocobbl obecneyeHns 6esonacHOCTM B OnepaTopcKux
ceTax.
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