Ectb nn anbTepHaTuBa BGP Flowspec?

B oTamyme oT npedblayumnx nybankauny cTaTbs HanvcaHa B COaBTOPCTBE C KOJI/1IErou. Boipaxkaem
WCKPEHHMWE MPU3HaHNA KOMIaHny POCTE/IEKOM, B KOTOPLIVI Mbl M0J1y4nav 6ecLeHHbIe 3HaHUS 1 OrbIT,
03BOJINBLUNE HaM CTaTb HACTOSALMMU CETEBLIMU UHXKEHEPAMUN KOMIaHNU, B KOTOPOW Mbl paboTaem B
HacTosLyee BpeEMS, Y MOJIyYnn peasbHYy BO3MOXHOCTbL peasin30BaTb CBOVI MOTEHUMa B O4HOM N3 CaMbiX
WHTEPECHbIX HarnpasJeHU NHGHOPMaLIMOHHOV be30rnacHOCTH - 3alunTe oT DDoS. OTaesibHbie C/10Ba
bnarogapHocTy aapecyem rnoptasny NAG.RU, ee rnaBHomy peaakTopy, /06e3H0 npeaocTaBuUBLLINM
BO3MOXHOCTb AEJINTbCSA M0J1y4YeHHbIM OrbITOM C KOJIJIeraMu rno oTpac/iu.

B ogHOM 13 npeablaywmx nybankaumin onmcbiBaaacb peanamsaumsa reopuabTpaunm Tpaduka Ha
obopypnoBaHuMK Juniper ¢ ncnosb3oBaHMeM TexHosnorum Source Class Usage (SCU), kak o4HOM 13 METOL0B
npumeHeHuns prefirewall hnnbTpoB B ceTeBbIX peweHnsx 3awmnTel oT DDoS. Heob6xoAMMOCTE NPpUMEHEHUS
noAo6HbIX PUNLTPOB, B HE3aBMCUMOCTU OT CXEMHOMO peLleHns (LLeHTpann3oBaHHasa unm pacnpegneneHHole
cxembl uabTpauum), obycnosseHa, npexae Bcero, 60AbWMMM BOJIOMETPUKAMN COBPEMEHHbLIX aTak,
OTCYTCTBUEM BO3MOXXHOCTU (Liennecoobpa3HOCTN) TpaH3MTa BCEro 3Toro "rpasHoro” Tpaduka B ceTax
OnepaTopoB, 4OPOroBU3HOW PELUEHUI MO ero 0YNCTKE B OFPOMHbIX 06beMax.

OOHMM N3 cambiX pacnpocTpaHeHHbIX BuaoB prefirewall-dounnbTpos asnaetca BGP Flowspec, wnpoko
MPUMEHSEMbI KaK B paMKax O4HOro AOMEHa, Tak U Ha MeXXA0MEHHOM YPOBHE, N MO3BOJISIOLLNIA C MOMOLLbIO
curHanmsauum npotokona BGP (AFI flow) nepegaBaTb ONMCaHHbIE NMpaBKia Ha yAaJieHHbIe Y3/bl B CETU, rae
oHwu BbINosiHAWTCA Firewall. Bonee nogpobHo onncaHo B RFC5575, ¢ gononHeHusamu B RFC7674, n
CONMYTCTBYOLWMNM KONMYECTBOM AOKYMEHTOB CO CTaTycoM Internet-Draft.

HeB3npas Ha 3aro/lIoBOK CTaTbM, U3JIOXKEHHbLIN B HEW MaTepuas - HE NOMbITKa NPenogHecTn MOJIHOLEHHYIO
3aMeHy MHOroJIeTHEMY CTaHAapTYy, AaBHO HalleAweMy peasn3aumnio BO MHOMMX BEHAOPCKNX U
ornepaTopCKMX peLleHnsax. Y Kaxaom TEXHONOrnMM eCTb CBOU 0COBEHHOCTU, MPenMyLecTBa U He4OCTaTKN.
Peyb nongeT 0 COBMECTHOM MPUMEHEHUN BCEM XOPOLLO M3BECTHOIr0 TPAH3UTUBHOIO aTpnbyTa community
npoTokosa BGP, BeHoopckux peweHusax oT Juniper Destination Class Usage n Prefix-Specific Action (y Cisco -
microflow policing).

PaccMoTpum 6onee NoapobHO COBMECTHYIO peasn3alnio JaHHbIX PELLEHU Ha NMPUBEIEHHbIX CXeMe,
npuMepax KOHGUrypauum, CKpUHWOTax TECTUPOBAHUS.
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TecToBas cxeMa cocTtonT n3 AS65001, NnpencTaBnAOLWYy0 aBTOHOMHYIO CUCTEMY KJIMEHTA, N aHOHCUPYIOLLYIO
3awmwaembln npedukc 192.168.200/24 ¢ community 65000:1111; n3 AS65000, npeactasnstowen IP/MPLS
nomeH ISP; n3 cermeHTa Internet ¢ xoctoMm, reHepupytoWnM TeCTOBbLIN Tpaduk. OCHOBHas KOHGpUrypauus
BbIMOJIHAETCSA Ha NOrPaHNYHbIX MapLipyTmnlaTopax ISP, B KOTOPLIN BKAKOYEHbl aNJIMHKK (B HaWLeM npumMmepe
370 PE-MapwpyTusatop vMX-VCP).

PaccmoTpum nogpobHee Ha npumMepe KoHhUrypaumu.

1. Onuwem community, no KkoTopomy policy 6yaeT ocyLlecTBAATbL match onpeneneHHbIX NPegrKCoB:


https://nag.ru/news/tag/4287/
https://nag.ru/articles/article/32177/zaschita-ot-ddos-geofiltratsiya-trafika-na-marshrutizatorah-juniper-s-primeneniem-source-class-usage-scu-.html
https://cdn.nag.ru/news.public.uploads/upload/images/20180108-0002.png

set policy-options community dst-prefixes members 65000:1111

2. Onuwem camy policy, B KOTOPOM B KOTOPOM B KayecTBe match ykasaH npoTokon bgp n paHee onncaHHoe
community, a B KadyecTBe action Ha3Ha4daTbCA destination-class:

set policy-options policy-statement dcu-psa term 1 from protocol bgp
set policy-options policy-statement dcu-psa term 1 from community dst-prefixes
set policy-options policy-statement dcu-psa term 1 then destination-class psa

3. Co3panum policer, koTopbln BygeT npumMmeHaTbCsa B prefix-action ans orpaHnyYeHus onpeneneHHoro
Tpadumka (orpaHnyeHmne B 2 Mbps yka3saHo B Ka4ecTBe npumMepa):

set firewall policer im2m-PSA if-exceeding bandwidth-limit 2m
set firewall policer im2m-PSA if-exceeding burst-size-limit 15k
set firewall policer im2m-PSA then discard

4. Co3paem firewall prefix-action, B KOTOPOM yKa3blBaeM OANHY NpedmnKca (B HalleM ciy4dae 3To /24), ero
rpagaumnio no destination (B npumepe ykasaHo /32), a Takxe policer, orpaHnYMBaOLWLmMn onpeneneHHbIn
Tpadhuk Ha Kaxabin destination (T. e. Ha kKaxxabln IP-agpec):

set firewall family inet prefix-action psa-2m-dest-24-32 policer im2m-PSA

set firewall family inet prefix-action psa-2m-dest-24-32 count

set firewall family inet prefix-action psa-2m-dest-24-32 filter-specific

set firewall family inet prefix-action psa-2m-dest-24-32 subnet-prefix-length 24

set firewall family inet prefix-action psa-2m-dest-24-32 destination-prefix-length 32

4. B firewall filter PSA ccbinaemcsa Ha paHee onmncaHHbI destination-class, onncebiBaeM Kputepuu, No
KOTOpPbIM HeoBX0AMMO MaT4YUTL Tpaduk (B Nnpumepe TCP-nakeTobl € hnaramu syn, ack, syn+ack, rst, Ho B
peanbHOCTU MOXXET ObITb BCe 4YTO yrogHo, Hanpumep, ToT »xe UDP) n B ka4yecTBe action yka3biBaeM paHee
co3paHHbIn prefix-action:

set firewall filter PSA term psa from destination-class psa

set firewall filter PSA term psa from source-address 0.0.0.0/0

set firewall filter PSA term psa from protocol tcp

set firewall filter PSA term psa from tcp-flags "(((syn & ack) | rst) | syn) | ack"
set firewall filter PSA term psa then next term

set firewall filter PSA term psa then prefix-action psa-2m-dest-24-32

set firewall filter PSA term accept then accept

5. NMpumeHsieM co3paHHbIN hunbTp K forwarding-options:
set forwarding-options family inet filter output PSA
Hwxe npueeeHbl AaHHble TECTUPOBaHUA.

1. Mpumep TCP-nakeTaMu ¢ onarom syn. C TeCTOBOro cepsepa otnpasnseTcsa syn-flood Ha agpec
192.168.200.1:

[16:38:24] root@ubuntu-noc2:~# hping3 192.168.200.1 -5 --flood

HPING 192.168.200.1 (ens3 192.168.200.1): S set, 40 headers + © data bytes
hping in flood mode, no replies will be shown

el

C

--- 192.168.200.1 hping statistic ---

4542121 packets transmitted, ® packets received, 100% packet loss
round-trip minfavg/max = 0.8/0.0/0.8 ms

[16:39:41] root@ubuntu-noc2:~# |

CmoTpuM cpabaTbiBaHME CHETYMKOB 1 Noaucepa:


https://cdn.nag.ru/news.public.uploads/upload/images/20180108-0003.png

[edit]
lab@vMX-VCP# run show firewall prefix-action-stats prefix-action psa-2m-dest-24-32 filter PSA from @ to 2
Dec 22 16:39:38

Filter: PSA

Counters:

Name Bytes Packets
psa-2m-dest-24-32-0 0 0
psa-2m-dest-24-32-1 14969720 374243
psa-2m-dest-24-32-2 0 0
Policers:

Name Bytes Packets
psa-2m-dest-24-32-0 0 0
psa-2m-dest-24-32-1 8847560 221189
psa-2m-dest-24-32-2 0 0

[edit]
lab@vMx-vcP# ||

2. Mpumep TCP-nakeTamu ¢ onarom syn-ack. ®nyg Ha IP 192.168.200.100:

[16:49:54] root@ubuntu-noc2:~# hping3 192.168.2008.1600 -5 -A --flood

HPING 192.168.200.100 (ens3 192.168.200.100): SA set, 40 headers + 0 data bytes
hping in flood mode, no replies will be shown

S

--- 192.168.200.100 hping statistic ---

2130669 packets transmitted, © packets received, 100% packet loss

round-trip min/avg/max = 0.8/0.8/0.8 ms

[16:53:50] root@ubuntu-noc2:~# ||

Hunxe paHHble CHEeTYMKOB M Noauncepa:

Lab@vMx-vCP#® run show firewall prefix-action-stats prefix-action psa-2Zm-dest-24-32 filter PSA from 99 to 181
Dec 22 16:54:03

Bytes Packets
psa-2m-dest- 5] 5]
psa-2m-dest-24-32- 4668880 116782
psa-2m-dest-24-32- o i)
Policers:
LELTS Bytes Packets
psa-2m-dest-24-32- (i) 5]

psa-2m-dest-24-32- 4790160 119754
psa-2m-dest i] [i]

[edit]
Labgvmx-vcrz i

3. Mpumep TCP-nakeTamu ¢ naroM ack. TecToBbI Tpauk oTnpasnseTca Ha IP 192.168.200.10:

[16:39:41] root@ubuntu-noc2:~# hping3 192.168.200.10 -A --flood

HPING 192.168.200.10 (ens3 192.168.200.10): A set, 40 headers + @ data bytes
hping in flood mode, no replies will be shown

4L

--- 192.168.200.10 hping statistic ---

1408020 packets transmitted, © packets received, 100% packet loss

round-trip min/avg/max = 0.08/0.8/0.8 ms

[16:46:25] root@ubuntu-noc2:~# []

[aHHble CHETYNKOB 1" nonncepa:

edit]
ab@vMX-VCP# run show firewall prefix-action-stats prefix-action psa-2m-dest-24-32 filter PSA from 9 to 11
pec 22 16:46:28

ilter: P5A
ounters:
Bytes Packets
bsa-2m-dest-24-32-9 ] 8
hsa-2m-dest-24-32-16 68908720 172268
<] (i)

Bytes Packets

] 8
4756800 118920
e 0

B 3ak/t04eHne, HeCKOJIbKO KOMMEHTapueB.

MpumeHeHue firewall-dhunbTPOB Ha OCHOBE KNACCOB AaeT A0MNOJIHUTESIbHbIE BO3MOXXHOCTU peanuvsaumu
MexaHn3MoB 3aWwmnTbl OT DDoS-aTak (HekoTopble ISPs NnpenocTaBAsiOT B BUAE OOMNOJHUTENbLHOIO CepBUCa,
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Takoro Kak bgp extended blackhole community, HanpuMep). Ho BCe oHM UMEIT 0AUH CyLLEeCTBEHHbIN
HeOoCTaToK: MpY TapreTUpoBaHHbIX Ha CEPBUC aTaKax, MOCIeAHWA OQHO3HAYHO NocTpajaeT, T. K.,
Hanpumep, npu syn-flood ounbTpom byaeT AponaTbCs, B TOM YMUCE, N KaKaa-TO A0NSA IErUTUMHbIX
nakeToB, YTO MPUBEAET K 3aTPYAHEHUAM B YyCTaHOBKE HOBbLIX COeANHEHWN. DTOT HEL0CTaTOK XapakKTepeH
ana scex prefirewall-omnbTpoB, ymetowmx, B Ay4LleM ciyyae, NOANCUTb Tpaduk. ipeanbHbiM aBnseTca
pelleHne, Korga eCTb BO3MOXXHOCTb HE UCMonb30oBaTh prefirewall, a "nporoHaTh" BCe 06beMbl Tpadunka
yepe3 Threat Management System, rae ero cunbTpauns ocyuiecTenaeTca 6onee MHTeNNEeKTyaabHo. K
COXXaneHuno, NofobHbIe pelleHns He Mo CuJly MHOrUM ISPS, mopoi faxke KPYMHbIM.

Tak>Xe nNpu CXeMHbIX peannsaumsax (ocobeHHo C NpefoCcTaB/IEHHOW KJIMEHTAM BO3MOXKHOCTbIO YyNpaBasiTh
cneynuYHbLIMU aHOHCaMK) ¢ npuMmeHeHnem prefirewall, He06X0AMM MOCTOAHHLIA KOHTPOJIb YTUAV3ALUN
pecypcoB ceTeBOro obopynoBaHus, OTCYTCTBUE KOTOPOro MOXXET NPMBECTU K MJlayeBHbIM NOCAeACTBUSM.

Hw>xe npueepeHbl npumepbl KOHTPoasa namaTn (Lookup Block ASIC) nMHEMHON KapThl TECTOBOIO
MaplipyTmsaTopa:

lab@vMX-VCP# run request pfe execute target fpcO command "show jnh 0 pool usage"
SENT: Ukern command: show jnh 0 pool usage
EDMEM overall usage:

[NH//11171 | FW111//\CNTR /1111771 \HASH////|ENCAPS////| ]

04.08.014.017.221.3 32.0M

Next Hop

[k | oo |[RRRRRRRRRRRRRRRRRRRR] 4.0M (28% | 72%)

Firewall

[| |[RRRRRRRRRRRRRRRRRRRR] 4.0M (<1% | >99%)

Counters

[rrerRillcobiolokaoboboolok K | |[RRRRRRRRRRRRRRRRRRRRRRRR] 6.0M (35% | 65%)
ll:lklifg*************************************] 32M (1 00% | 0%)

ENCAPS

Shared Memory - NH/FW/CNTR/HASH/ENCAPS

[ ]110.7M (0% | 100%)
Free Shared Memory - NH/FW/CNTR/HASH/ENCAPS
[ ]110.7M (0% | 100%)

34eck BCce 3aMevaTenibHo, FW ncnonb3yet meHee 1% (natoc 3ape3epBMPOBaAHHLIN MyJT ANHAMUYECKN
pacnpenenseMmon namatn, RLDRAM), B peasibHOCTU XXe BCE HEMHOI0 MHa4e.

Mcnosnb3oBaHHbIe MaTepuanbl:

e Prefix-Specific Counting and Policing Actions.
e Understanding Source Class Usage and Destination Class Usage Options.
e Configuring SCU or DCU.

Hapneemcs Ha npogosmxkeHne nybnmkaumm, onucbiBaloWmnx MeToabl 1 cnocobbl obecneyeHnsa 6e3onacHoOCTN B
OnepaTopckux ceTsax.


https://www.juniper.net/documentation/en_US/junos/topics/topic-map/policer-prefix-specific-policing-actions.html
https://www.juniper.net/documentation/en_US/junos/topics/concept/source-class-usage-options-junos-nm.html
https://www.juniper.net/documentation/en_US/junos/topics/task/configuration/scu-or-dcu-configuring-junos-nm.html

	Есть ли альтернатива BGP Flowspec?

