NMepeHanpaBneHune Tpacdhuka Ha dunbTpaumnto (URL, Layer 7, etc.)
c npumeHeHmeMm BGP FlowSpec

Peanusaumns Ha ceTn TexHonorun MPLS n VPN no3BosisieT peannsoBaTb rMOKy0 CXeMy yrnpaB/sseMoro
nepeHanpassieHns Tpaduka Ha y3nbl punbTpaumm Layer7, URL, etc. Y3nbl punbTpaumm MoryT 6biThb
MHTerpupoBaHbl B 06L1y0 reopacnpenenieHHyto ceThb ISP, onepaTopa 3awmTbl oT DDOS nnun, B 3aBUCUMOCTH
OT 0COBEHHOCTEN TOMONOr N CeTU, MOXXET BbITb peasn3oBaHa LeHTpaJn30BaHHaA cxeMa uabTpaLunn.

CxeMa TMMOBOro y3/a NMpuBeeHa HXe:
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¥oTpoRcTeD duneTpawen LT, URL Control Server

B cxeme 6e3 dunbTpauum no L7 Tpaduk ns WAN noctynaeT 4yepes copBapanHr Tabamubl default.inet.0 Ha
YyCTPONCTBO puabTpaummn Tpaduka no Layer 3 u Layer 4. O4nieHHbIn TpauK HanpaBiseTCsa B CETb
KnueHTa 4Yepes vrf protected.

IOnsa nepeHanpaBneHus Tpagurka Ha L7 dpunbTpauynto colzgaH HOBbIN routing-instances proxy ¢ RD
65000:200, B KOTOPOM MapLUpyTHasa MHOpMaLUA pacnpoCcTpaHAeTCa Mexay BCeEMU MapLUpyTM3aTopamMm B
ceTu, B iBGP BktoyeHa Kkpome AFI inet-vpn-unicast gononHuntenbHo AFI inet-vpn-flow B MP-BGP,
rnossonsawowas nepegasatb UHpopmaumio FlowSpec B cooTBeTCcTBYIOWEM VIf,

PE-1> show bgp neighbor 192.168.1.2 | match "NLRI for this session: |Table|Received prefixes:| Accepted
prefixes:"
NLRI for this session: inet-unicast inet-vpn-unicast 12vpn inet6-labeled-unicast inet-vpn-flow

Table proxy.inet.0 Bit: b0000
Received prefixes: 4

Accepted prefixes: 4

Table protected.inetflow.0 Bit: c0O000
Received prefixes: 1

Accepted prefixes: 1

KoHgurypauus routing-instances proxy npuseneHa HUXe:

PE-1>show configuration routing-instances proxy
instance-type vrf;

interface ae0.800;

interface ae0.801;

interface ae0.924;

route-distinguisher 65000:200;

vrf-target {

import target:65000:200;

export target:65000:200;

vrf-table-label;
routing-options {

static {

route 0.0.0.0/0 {
next-table protected.inet.O;
preference 200;

}
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}

flow {

term-order standard;
}

}

protocols {

bgp {

import default-proxy;
export reject-all;
group Redirect {

type external;
passive;

peer-as 65501;
multipath;

neighbor 10.0.2.202 {
local-address 10.0.2.201;
}

neighbor 10.0.2.206 {
local-address 10.0.2.205;
}

}

}

}

B KoHurypaumm npotokona BGP routing-instances proxy yka3saHbl gBa heighbors yctponcts unbTpaynm
no Layer7 pna obecnevyeHns n3bbITO4HOCTU OAHOMO y3na.

MepeHanpaBneHne Tpaduka Ha L7 pnnbTpaumio ocyllecTaseTcs cnegyowmm obpasom:

C Control Server (cepBep ynpaBneHus), nMmewwiero nogHaTyto eBGP-ceccuto ¢ family inet flow B routing-
instances protected aHoHcupyeTcsa no FlowSpec MmapLupyT € COOTBETCTBYOLWMMM aTpnbyTamu ons
rnepeHanpasseHns Tpaduka n3 routing-instances protected B routing-instances proxy. NMpumep Huxe:

192.168.200.1*,proto=6,dstport=80,dscp=48/term:1
*[BGP/170] 4d 19:59:37, localpref 100, from 10.22.2.2
AS path: 65501 I, validation-state: unverified
Fictitious

JaHHbIN aHOHC pacnpoCTpaHaeTCs NO BCeM MaplupyTusaTopaMm ceTu no inet-vpn-flow.
KoHdurypaumsa npotokona BGP mapwpyTusatopa onsa FlowSpec ¢ Control Server npuBeaeHa HUXe:

PE-1> show configuration routing-instances protected protocols bgp group Servers neighbor 10.22.2.2
description "Proxy FlowSpec";

passive;

import Import_proxy_flowspec;

family inet {

flow {

prefix-limit {

maximum 200;

teardown;

no-validate Redirect-to-proxy;

}
}

export reject-all;
peer-as 65501;

MapameTp no-validate no3ssonseT FlowSpec MapLwipyTaM ObiTb aKTUBHbIMU 63 Bannaaumm gaHHbIX aHOHCOB
B inet.0. NMpuMeHeHHOe K neighbor policy ocywecTensaeT match no nepepnasaemomy FlowSpec community n

rnepeHanpasnsaeT Tpaduk B routing-instances proxy. NMpumep KoOHGUrypaunm policy n community npneeneH
HXe:

PE-1> show configuration policy-options policy-statement Redirect-to-proxy
term 1 {

from community redirect;

to instance proxy;

then accept;



}

term 2 {

then accept;

}

{master}

PE-1> show configuration policy-options community redirect
members redirect:65000:200;

{master}

[aneko He MoNoXXUTeNbHON 0cobeHHOCTLIO aBnseTca obwumin forwarding ons Bcex instances, y4acTByOLWMX
Bo FlowSpec, 4To NnpnBoAUT K MOCTOSAHHOMY LIMK/IMYeCcKoMy (hopBapAUHIY MakeToB Mexnay instances, raoe
OoHM "ymMupatoT" no TTL. PeweHrnem gaHHOW NpobieMbl CTaso packpacka Tpaduka Mapkepamm dscp Ha
BbIXO[e YCTPONCTB uabTpaumnm Layer3,4 n cbpoc aTux MapkepoB OJ151 Tpaduka Ha Bbixoae vrf proxy.
[aHHOoe pelleHne peasn3oBaHO NpuMeHeHneM nHTepdencHolx firewall filters n aHoHcom Bo FlowSpec match
dscp, coBnagatoLlLero c packpackonm dscp Ha Bbixoae yCTpPONCTB hunbTpaunm Layer3,4. Mpumepbl o6ounx
hnnbTPOB NMPUBELEHbI HAXKE:

PE-1> show configuration firewall filter mark_dscp_proxy
term 1 {

from {

protocol tcp;

destination-port [ 80 483 |;

}

then {

accept;

dscp cs6;

}

}
term 2 {

then accept;

}

PE-1> show configuration firewall filter clear_dscp
term 1 {

from {

protocol tcp;

destination-port [ 80 483 |;

}

then {

accept;

dscp c¢sO0;

}

}
term 2 {

then accept;

}

{master}

Ons mapwpyTusaunm Tpaguka Ha huabTpbl Layer7 ¢ Ka)abiM 13 HUX nogHATa BGP-ceccus, B koTopon
BCEeMU punbTpaMu aHoHcmpyeTcs mapwpyT 0.0.0.0/0, asnsaowmncsa anycast n 0CHOBHbIM MapLLUPYTOM B
Tabnuue:

PE-2> show route table proxy.inet.0 0/0 exact

roxy.inet.0: 6 destinations, 9 routes (6 active, 0 holddown, 0 hidden)
+ = Active Route, - = Last Active, * = Both

0.0.0.0/0 *[BGP/170] 5d 20:56:48, localpref 100, from 192.168.1.4
AS path: 65501 I, validation-state: unverified

> t0 10.10.48.1 via ae0.1062, label-switched-path PRIORITY-PE2-PE4
to0 10.10.48.1 via ae0.1062, label-switched-path BE-PE2-PE4

to 10.10.68.1 via ae0.1064, label-switched-path PRIORITY-PE2-PE4
[BGP/170] 5d 21:01:12, localpref 100, from 192.168.1.3

AS path: 65501 I, validation-state: unverified

> t0 10.10.48.1 via ae0.1062, label-switched-path PRIORITY-PE2-PE3
to 10.10.48.1 via ae0.1062, label-switched-path BE-PE2-PE3

to 10.10.68.1 via ae0.1064, label-switched-path PRIORITY-PE2-PE3
[BGP/170] 5d 21:32:11, localpref 100, from 192.168.1.1

AS path: 65501 I, validation-state: unverified



> to0 10.10.68.1 via ae0.1064, label-switched-path PRIORITY-PE2-PE1
to 10.10.48.1 via ae0.1062, label-switched-path PRIORITY-PE2-PE1-1
to 10.10.68.1 via ae0.1064, label-switched-path BE-PE2-PE1

to 10.10.48.1 via ae0.1062, label-switched-path PRIORITY-PE2-PE1
to 10.10.68.1 via ae0.1064, label-switched-path PRIORITY-PE2-PE1-1
[Static/200] 5d 20:54:19

to table protected.inet.0

B paHHOM vrf cywiecTByeT cTaTudeckumin mapwpyT 0.0.0.0/0 c 6onee BbicokuM preference 200, n c next-table
protected.inet.0, KOTOpbLIN CAYXNUT bypass-MapLpyToM B c/lydae Kaknx-nnbo npobnem ¢ ycTponcTeamum
dunbTpaunn Layer7.
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