MporpamMmMmbl ana aHanusa paauonokpbiTua Wi-Fi

B cTaTbe paccmaTpuBaeTcs becnnaTHoe nporpaMmmHoe obecneyvenune (MO) non ynpasneHnem Microsoft
Windows, no3sonsioLLee Npon3BoAMTb NPeaBapUTESIbHbIN aHaIn3 PagnonoKpPbITUS TEPPUTOPUM Ha
npeamMeT Hanynsa cTopoHHero obopynoBaHus, paboTtatowero B Wi-Fi gnanasoHe 2.4/5 I'Tu. MNpon3seeneHo
CpaBHEHMe TeXHNYECKX ocobeHHoCcTen paccMaTpumBaemoro 0.

BBepeHue

B 6ecrnpoBOAHbIX CETAX KaHasl CBA3U MexXAy nepeaaTinkom U NpUeMHUKOM - OTKPbITLIN, 4TO B
3HAYMTENbHON CTENEHU YC/IOXKHSAET aHaln3 pacnpocTPaHeHns paanocurHana Ha TeppuTopun
npoekTupyemon cetu. U ewe 6onee HeEMpUSATHLIM (haKTOPOM SIBNISIETCS TO, YTO cocegHee becnpoBofHoe
obopynoBaHue Yepes 3TOT "OTKPLITLIN" KaHa/l MOXXET OKa3blBaTb Ha Ballly CETb HEraTUBHOE BAMAHME.
Mo3ToMy paauno obcienoBaHne TEPPUTOPUN UTPAET OYEHb Ba)KHYO POJib B BONPOCaxX NpoekTupoBaHus Wi-Fi
ceTn. HekoTopble cNeunanncTbl yBepsitoT, 4TO paanoobcieloBaHNe - COBEPLLUEHHO HEHYXXHBIN 3Tan,
CCbIJTAasACb Ha TO, YTO OKPY>KaloLMe CETU TOXKE NOCTOAHHO MOSB/AIOTCS, Pa3BUBAOTCSA, MOAEPHM3NPYIOTCS,
nepeHocsaTca n T. 4. Ho cornacuTecs, yX Jiydlle 3apaHee 3HaTb O TOM, YTO HemnogaJsieky OT Bac XUBET
rMraHTCKas CeTb TOYEK AOCTYyMa cocegHero ouca, U NPUHATbL COOTBETCTBYHOLLME Mepbl (Hanpumep,
nepeexaTb Ha ApYyrve HenepeKpbIBaLWMECS YaCTOTHbIE KaHaslbl), Y4€M NOTOM CTONIKHYTbCS C npobiemMmamm
MHTepdepeHLUn PadnoBoIH U KaK C/IeACTBME HU3KOW MPOMNyCKHOM cnocobHOCThLIO Ballero "oTKpbITOro"
KaHaJla CBA3MW.

Ha cerogHAWHNN AeHb eCTb A0CTaTo4YHOe KonundecTBo MO, no3sonsiolero oLueHUTb YPOBEeHb
OKpPY>KatoLLLero a31leKTPOMarHMTHOro ooHa B Anana3oHax 2.4/5 I'fu. B 3To cTaTbe pacCMaTpuUBaoOTCSA
nporpammel, paboTawLme nog ynpasneHnem 0OS Windows.

1. Acrylic Wi-Fi

Acrylic Wi-Fi - caMbIn HOBbIV BecnnaTHbIN CeTeBOW CkaHep, oTobpaXkatowmin AoCcTynHble 6ecnpoBogHbIe
CeTn, NX TEXHNYECKNE XapaKTepUCTMKN (MPOTOKOJ1, KaHas, MaKCUMasibHas CKOPOCTb 1 T.4.) a Takxe
nHpopMaumio 06 ypoBHe X 3alnTbl. B nporpamme fga)ke npefycMoTpeH cnucok naposen Wi-Fi, koTopble
NCMONb3YIOTCA TOYKaMM AOCTYMNa N0 YMOMYaHUIO.

Acrylic nMeeT nNnaTHY NpodeCcCcMoHaIbHY BEPCUID C paCLUUPEHHBIMK BO3MOXKHOCTSAMMN, NO3BOJISIOLWMMN
obHapy>xnBaTb NpobaemMbl 6e3onacHOCTM 6eCcnpoBOAHbIX CeTEN. Tak »Xe B 3TOW BEpCMU, MporpamMmma
npousBoAUT pagno obcrnenoBaHne TEPPUTOPUM U NpepfiaraeT BoibpaTb ONTMMalibHbIE KaHaslbl B CETU AN
obecnevyeHns Hanbonee KOppeKTHOM paboTbl. BHEWHI BUA NMpOorpaMMbl MPMBEAEH Ha pUcyHke 1:
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PucyHok 1 - BHewHnin Bua nporpammsl Acrylic Wi-Fi

Creerall Network Cuality: {4710

B 6ecnnaTHOM BepCcumM NporpamMMbl BO3MOXKHOCTU ee 0CTaloTCa AOBOJIbHO CKYAHbIMWY, OrpaHUYeHHble
BbIBOOOM TOW MH(pOpMaL MK, KOTOpas NokasaHa Ha CKPUHLLOTE BbiWe (PUCYHOK 1), @ MMEeHHO:
nepenasaemMon To4kon goctyna - SSID; ee MAC agpec; RSSI - ypoBeHb curHana; Chan - Homep
MCNosb3yemMoro ans nepegayum KaHana; 802.11x - ctaHgapT nepepayvun Wi-Fi; Max Speed - makcnManbHas
ckopocTb; WEP/WPA/PWA2 - Tun wmndpoBaHnsa. OTANYHON PYHKLMEN ABASETCHA To, YTO NporpamMmma
MoKa3blBaeT Ha KaKMX TOYKax A4ocTyna Bk4YeH pexxum WPS 1.0/2.0, nbo y>ke HMU 419 KOro He CEKPET, YTO
3T10oT WPS 1.0 y>Xe [aBHO ABNSAETCA CBOEro poda "4yepHbiM xoaoM" ang nobon cetn. Tak e BbIBOOUTCSH
ConyTCTBYlOLWAa MHGPopMaLunsa o npoussoauTene (Vendor) n Tune cetu, B KoTopon paboTaeT To4yka JocTyna
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(Type), nan opyruMm CnoBaMu: UMEET OHa OO0CTYN B UHTEPHET, UM JIOMaTb €€ HUKaKoro CMbiC/ia HEeT
(wyTka). Onsa 6onblwero nadoca BbIBOAUTCS rpaduk, NoKa3biBalOLWMN N3MEHEHNS YPOBHSA CUFHaNa oT
pas/IMYHbIX TOYEK OOCTYyMNa BO BpEMEHM (BHM3Y CnpaBa Ha pUCyHKe 1).

B uenom, nepedncneHHbIM Habopom yHKLMA 1 orpaHnymnBaeTca becnnaTtHas Bepcus Acrylic Wi-Fi.
[0BOJIbBHO CKYAHO, Y4UTbIBAsA TO, 4TO 3a401r0 40 3TOW NMporpamMmmbl MNOSBUACA COPT, CMOCOBHbLIN Ha
6onbLiee.

K npodeccnoHanbHom Bepcumn NporpaMmbl NPUAPATLCA C/IOXKHO, TyAa 3anuxHyJin LOBOJSIbHO MHOIO
nosie3HbIX PYHKLWIA, HanpuMep, NporpaMMa camMa yKakeT TOYKM A0CTyna, HeraTUBHO BAMSAOLWME Ha Bally
ceTb. Acrylic no3BonsieT reHepmnpoBaTb 0TYETbl 0 cocTosAHUN Wi-Fi ceTen ¢ aeTasfbHOW XapaKTEPUCTUKOMN
TOYeK [OoCTyrna n nepefasaTbh UX HA KOMMYHUKaTOP WX KOMIMbIOTEP afMUHUCTPaTOpPa.

PestomMme Ha Acrylic Wi-Fi: npu paboTe ¢ 4aHHOM NporpaMMon CI0XKUI0Ch OLLYLLEHWE, YTO cAeflaHa OHa
LesiMKkoM Ha niaTgopme Kali Linux ¢ TemM nnwb 0TAnYmem, 4To gonuaeHa rpacdumnyeckas obonovka ans
paboTbl n3-nog Windows. MNnaTtHas Bepcua AonosiHeHa TeM, 4TO NO3BOJIAET reHepupoBaTb oTYeThbl B HTML-
dopmaTe 1 MoMoraeT rnoJsib30BaTesI0 MPUHNMATL PeLleHns 0 HacTPoOWKe CeTu, He BAaBasCb B TEXHUYECKUue
HloaHcCbl. TakuM obpasom, becnnaTHyo Bepcuio nporpaMmel st 6bl oueHnsn B Tpu 6anna no natubannbHomn
wKane, ee MOXHO KnaccuguumposaTb Kak MO ang "HOBUYKOB", nNiaTHas BepCcuUs NMporpaMmbl 3acily>XmsaeT
4yTb 60s1€e BbICOKOW OLLEHKWN B TPU C MJIIOCOM (3a CYHET reHepauum oT4eToB). TeM He MeHee, B LiefioM,
nporpamMmMa ocTaeTcs c1abon Mo CBOMM TEXHNYECKNX BO3MOXKHOCTAM. KpoMe Toro, cCooep>XXuTt Kydy
OTBJIEKAIOLNX CCbIJIOK, BEAYLIMX Ha CalT pa3paboTymka u npodumnm B google+, Facebook, twitter n T.4. YTo
B LL,eJSIOM Cco3[aeT BrnevyaT/ieHMe He 0 TeXHUYECKOM NMPUIoXXeHN, a 0 NnporpamMmMme Ana pasBrevyeHus, Korga
OT HeYero genaTb pewnn "noMoHnUTOPUTL" cocenckme Wi-Fi Toukn goctyna.

2. Wi-Fi Scanner

ITOT codT MOXKET Noka3aTb AeTasibHYy0 nHdopMaLmio 0 ceTax cTaHaapTa 802.11 a/b/g/n/ac psaom c Bamu,
a TakXXe napameTpbl TOYEK J0CTYMNa U YPOBEHb CUrHaa. MNporpamMmMa Tak)Xe MMeeT nJaTHYyo 1 becnnaTHyto
BEpPCUI0, B OT/INYME OT npenblayero codra, PYHKLMOHANOM OHW He oTamYatoTcs. MNocse ycTaHOBKMK
nporpamMmmbl et0 MOXXHO MoJib30BaTbCs 30 AHEN, NOC/Ie Yero ee HY>XXHO 3aperncTpmposaThb - 6ecnnaTHo Ans
nepCcoHasIbHOro NCMOoJIb30BaHUS, MO0 KyNnTb - B C/ly4ae KOMMEPYECKOro MCMo/ib30BaHNs coTa. BHELWHWIA
BWA NporpamMmmbl n3obparkeH Ha pUCYHKe 2.
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PucyHok 2 - BHewHn sug nporpammel Wi-Fi Scanner

Kak 1 B npeablayweM copTe, B FNaBHOW KOJIOHKe BbIBOAUTCA UHOPMaLMsa 0 OCTYMHbIX CETAX, HO
nHgopmauns bonee pacwmpeHHas. Hanndme gonoaHMTENbHbIX KOJIOHOK: Achievable rate - peanbHo
OOCTMXKMMasa CKOPOCTb nepepayun gaHHblx, Channel Width - ncnonb3syemas wmnpuHa KaHana, Spatial stream
- MPOCTPAHCTBEHHbIE MOTOKM (34eCb peyb 0 TexHosornm MIMO), Channel Utilization - HacKosibKO 3arpy>xeH
KaHan nepegayn OaHHbIX, 1 6bonee pacwmpeHHas nHgopmMaumsa o6 ncnosib3yemMbix NPOTOKOAX
6e30nacHOCTN, a KOHKPETHO - Tun wungpoaHna: CCMP/TKIP/WEP/ nnn nx coyetaHune.
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B 6ecnnaTHOM BepCcUM 3TOM MPOrpamMMbl AOCTYMHbI BCE PYHKLMN, NepedncsieHHble B NpodeccMoHanbHOM
Bepcum Acrylic Wi-Fi. B 4yacTHOCTU: Ha pucyHKe 3 npencTaBfieH rpaduk YPOBHSA CUrHaNa OT AOCTYMHbIX Wi-Fi
ceTen. O4eHb yOOOHbBIN U MHTYUTUBHO MOHATHbIN.
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PucyHok 3

Ha pucyHke 4 npMBOANTCS pacluMpeHHas MHgopMauma o6 ogHOM 13 oKpyxatowen ceTu. B gaHHOM cnyyae
3Ta CeTb C 0AHOUMEHHbIM Ha3BaHueM Rostelecom.
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PucyHok 4

Pe3ome Ha Wi-Fi Scanner: Ha Mol B3rnag, AvsanH 3TOW NporpaMmbl 4OBOJIbHO "Nerkun" ¢ TOYKN 3peHmns
BoCNpuATUA oTobparkaeMor nHhopMaumn, a pacrnoyioKeEHNE BCEX KHOMOK U 3aK1afoK UHTYUTUBHO
MOHATHO. DTa NporpaMma SIBJASETCS OT/INYHBLIM PELUEHUEM A1 HYaCTHOIro UCMOJIb30BaHUA, fa 1 ANs
KOMMEPYECKOro UCMoJIb30BaHUS LieHbl Npuemsemsble. lNporpamMMa 3acay>KMBaeT OT/IMYHOM OLLEHKN.

3. Homedale

OTHoCKTCA K Knaccy "cnabbix". C TEXHMYECKOWN TOYKN 3peHNsa nporpaMMa C riaoKkaMmm n HegopaboTkamu, HoO
OHa paboTaeT Ha HoBenwwux Bepcmsax Windows. MNporpaMmma npocTasi B UCMOJIb30BaHMKN, HO MO3BOASET NNLb
OLLeHUTb YPOBEHb CUTHaNa, MAYLWMA OT TOYKM AOCTYyNa, U HEKOTOPY UHPOPMaLMIO, YXKe NePeYnCIeHHYIo B
npeablayLwmx NporpaMMHbIX MpoaykTax. [porpaMmma He BUOUT npousBoanTenen obopynoBaHnsa n He
BCerpa onpenensieTr Moaesnb TOYKM AOCTyNa, CeTb KOTOPOon obHapyxuna. bonee Toro, MOLWHOCTb CMIrHana
OT TOYKM AOCTYyMa TOXe He BCerga B COCTOSAHUM onpenenTb. BHEWHNN BNA rnaBHOro OKHa MporpamMmel
rMoKasaH Ha pUCyHke 5.
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PucyHok 5

B nporpammMe HMkoem obpa3oM He NpefyCMOTPEHbI PUALTPLI, MO3TOMY, HAaNpUMep, Ha rpaguke
pacrnpeaeneHns MOWHOCTU AOCTYMHbIX TOYEK AOCTYMa No KaHanlaM Henb3s ybpaTb "HemHTepecHble" ons
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Hac NoAKJ/0YeHMs, MO3TOMY TaM NPOCTO NMOKa3aH BOT Takol HEMH(OPMaTUBHbLIN dapLl (PUCYHOK 6):
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PucyHOK 6

Y4nTbiBasA HENOJIHYO paboTOCMOCOBHOCTL AaHHOW NPOrpaMMbl, OLLEHMBAETCSA OHa, MArKO FoBOpS,
"HeyposneTBOpUTESbHO". lMporpamMma AOBOJILHO clabasd Mo CpaBHEHMIO C APYrMMK aHanoruyHsiMu free Mo,
pacnpocTpaHeHHbIMUY Mo NPOCTOpaM UHTEpHeTa.

4. YcTapeBLwiue nporpaMMbl MOHUTOPUHTA

B cnncok ycTapeBWwWx NporpaMm nonanu Te, KoTopble Mb60 He MOAAEP)KMBAIOT "COBPEMEHHLIE" CTaHAapPThI
Wi-Fi - IEEE 802.11n/ac, nn6o y>xe He paboTatoT noa Windows 7/8/8.1/10. Ja v BHELWHUI BUA 3TUX
MporpamMM 4OBOJIEHO YAPYYaloLWMii, KOTOPbIN He paayeT rnas.

Network Stumbler - nerkmm NHCTpyMeHT A9 MOHUTOPUHIra 6becnpoBoaHom ceTn ns-non Windows. Ero
pa3BUTUE OCTAHOBUJIOCL Ha Noafep)xke ctaHgapTos 802.11 a/b/g, TO €CTb MOHUTOPUT CETb TOJILKO B
Ovnana3oHe 2.4, ncknyasa natu rurarepuoBbin. CodpT paboTaeT Ha cuctemax Microsoft Windows go XP
BKJIIOYUTESBHO.

WirelessNetView - B cBoe BpeMs OT/IMYHasA Tyn3a ana MmoHuTopuHra Wi-Fi ceTen, HO B HacTosLLee BpeMs
HEeCKOJ/IbKO yCTapena.

Wireless Network Watcher - naHavanbHo co3zgaHa ansa obHapy>xeHus n aHanmsa Wi-Fi ceten. Cam Korga-to
el Nosib30BasICA, YTUANTA CKaHUpOBasa JlIokajibHble ceTu, B TOM 4ncne becnposogHble. MNporpamma
BbIBOAUT CMMCOK BCEX YCTPONCTB, MOAKJIIOYEHHBIX B aHHbIA MOMEHT K CKaHMpyeMon ceTu. B Tabnanue
BblBOAa MHpopMaumm o6 yCTpolcTBax yka3blBaeTCs Takas MHpopMauna kak: IP, MAC-agpec, ums
yCTPONCTBa 1 nMpousBoanTesnb agantepa. CnMnMcok MoXXHO 3kcnopTmupoBaTb B HTML. K Bonpocy aHannza Wi-Fi
ceTeln, ee OTHOLWIEHNE A0BOJIbHO NocpeacTBeHHoe, 6o 4Tobbl Nonyy4nTb nHopmaumio o Wi-Fi ceTu, K Hen
HY>XHO MOAKO4YNTBLCA. B 3TOT 0630p OHa nomana no hakTy MPOCTO M3-3a CBOEro Crneumngunyieckoro
Ha3BaHuUA.

BMecTO 3aKsiouyeHus

MNepe4vncneHHsble Bbilwe nporpammbl Acrylic Wi-Fi n Wi-Fi Scanner oTHocaTCS K Knaccy Tex 6ecnniaTHbIX
MporpamMm, KOTopblie NAyT B HOIYy CO BPEMEHEM N CMOCOBHBI MOHUTOPUTbL TOYKU AOCTYMa, paboTatowme Ha
OTHOCUTEesNIbHO HepaBHo nosasmeliemcs IEEE 802.11ac. [ToMMMO pacCMOTPEHHLIX NMporpaMMm ecThb eLle 1 He
MeHee 3HaMEeHUTbIE, He MonaBLne B 3TOT 0630p, cpean KoTopbix inSSIDer - LeANKOM 1 MOSHOCTbIO MJIaTHbIN
CO(T C HepaBHero BpemMeHu. MomMnUMo 3Toro, B CETW AOCTYMNHO 60JbLLOE KOIMYECTBO NporpamMMm nos
ynpasneHunem Os Android, Mac Os u Linux. Ho 3To y>xe agpyras nctopus.
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