banaHcupoBKa

Tema 6anaHCUPOBKN O0fHa M3 CaMbiX AyLlelnnaTesibHblX U 04HOBpPeMeHHO 3yboapobunbHbix nocne QoS.
Kak 3To 06bl4HO BbIBaeT B chepe CBA3U, BCE BbIFNAANT O4€Hb MPOCTO C TOYKM 3PEHUSA HACTPOMKU: NATOK
KOMaHp cloda, NAToK Tyna un BCé 3apaboTaso, 4OCTAaTOYHO MOBEPXHOCTHOIO MOHMMaHUSA U NPUAEPXXMBATLCS
WHCTPYKUMIA. U Kak 0BbIYHO, eCc/in KOMHYTb ryb)xe npu peannsaumm 4ero-To CJ0XKHEE, YeM CeTb
npoBangepa cpenHero nowmnba, To CO BCEX CTOPOH HaYMHAlOT BbICOBbIBaTb CBOM HOC Npobsiembl. B aTon
nybnnkaunm s nosposito cebe BecbMa BOJIbHO 06palllaTbCa C TepMUHOM "6GanaHcMpoBKa', MHOrga, NoHMMas
rnog HUM MMeHHO BaNlaHCUPOBKY, a NMHOrA4a U pacnpeneneHne Tpaduka.

HayHém c apeana obutaHnsa 6anaHCcMpoBKku. B arperupoBaHHbIX JIMHUAX OanlaHCMPOBKa NakeToB
OCYyLLEeCTBNAETCA Ha KaHaNbHOM ypoBHe. ECMP/UCMP no3BosSeT OCyLLeCcTBAATL 6aNaHCUPOBKY MeXay
HeCKOoJIbKMMU cylecTBytowmmmn L3-mapwpyTtamm (ECMP - paBHo3Ha4YHbIMK, UCMP - niobeimu). MPLS Traffic
Engineering - 3T0 coBceM gpyras CTuxus co ceoumun ocobeHHocTaMu. fla n K banaHCMpPOBKE KaK TaKoBOM
TE vmeeT nocpeacTBEHHOE OTHOLWeEHMe, XOoTSA Tpaduk TaM AeNCTBUTENIbHO MOXXHO pacrnpeenaTb no
pas3nmyHbIM NyTaM. PacnpepneneHune Harpy3skm B BGP Takxe oTaenbHas Tema, Hajg KoTopol 6boTCsa nydwmne
VWH>XeHepbl BMecTe U Mo OTAEes/IbHOCTU.

Mbl KOCHEMCSA NULWb NEPBbLIX ABYX, 0CTaBnsasa TE Ans 04HOro U3 cnefyowmnx BbiMnyckoB 13 umkaa CACM (a
BGP y>xe 6bl1 paccMoTpeH). Ecnm roBopuTb MMeHHO 0 6anaHCMpoOBKe, TO cnocoboB CyLlecTByeT ABa:

¢ [lo nakeTam (per packet)
¢ [lo noTtokaM (per flow)

MeTon 6anaHCMPOBKM MO NaKeTaM MpocCT, Kak ABa)KAbl ABa: OOAMH MakeT Tyaa, apyromn cioga - Round Robin.
3arpy>XeHHOCTb pas/iNyHbIX IMHUA NOJIyHaeTCa pOBHEHbKAas, Kpacneasa. MeyTa nH>XxeHepa no pasBuTuUIO - He
Hago nokynaTb 10-F6uTHbIE MOAYNN, KOFOAa MOXHO 5-6 1-T6UTHbIX 06beANHNTL B TPaAHK N HAaCaXXa4aTbCs
abCcol0THO paBHOMEPHLIM pacrnpeaesieHneM.

Bcsi 3Ta KapTWHa Tak NpekpacHa A0 TOro CaMoro MOMEHTa, MoKa Y BaC HECKOJIbKO MPUMEPHO O4NHAKOBbIX
JINHWIA OOHOW AJIMHbBI UAYT OOHUM NyTEM. Korfa e SIMHUM 04HOro TpaHka UAyT pa3HbiMK NyTAMU (pa3Hble
nMyTW NPOKIAAKM ONTUYECKMX BOJIOKOH) UK CETU C HenpeacKasyeMbiMu NapamMeTpamu (Hanpumep, PPJI),
nakeTbl HAYMHAIOT NPUXOAUTL B HEMPaBWUJILHOM MNopsaKe.

TCP ¢ 5Tum ymeeT 60opoTbes. OH cobupaeT nosydeHHble NakeTbl B Bydepe, packiaabiBaeT UX MO MOPSAKY U
npunoxeHne 3abupaeT y>ke B roTOBOM BuAe. Tak Win NHaye, HEKOTOpbIE NMPUJIOXKEHUS, NCNOSb3YyoWne
UDP, Toxxe MoryT ¢ 3TumM 6opoTbcs. MoaTomy Takast 6anaHCMpOBKa OENCTBUTENbHO NUCMOJb3YETCH B
peasnibHOM XXN3HWU. Ho BOT ecnn B3ATb cepBuckl, Bpoae, CES, To nuwun nponano.

OO6bI4YHO NMPUNOXKEHNS, UCMOJb3YIOLLME TaKNE CEPBUCHI, KpaiHE YYBCTBUTESIbHbI K MOTEPSAM, 3afepXKKaM 1
Heynopsgo4vyeHHocTn. Hanpumep, 2G 6a30Bble CTaHLUMKW, KOTOpble Noako4vatTcsa no E1, B 3Tom cnydae
MIHOBEHHO TEPST CUHXPOHM3aumto ¢ BSC. KopeHb 3/1a B TOM, YTO Takme NMpoTOKOJIbl LUAOT NPUII0XKEHMIO
BCé 6e3 pa3bopy. MpencrtaBbTe cebe, 4TO Napa TanMmcnoToB B E1 momeHsnacb mectaMn? HayHéTCA
BceobLlas Hepasbepuxa 1 XaocC, U MUP NOrpy3nUTCA BO TbMy. M 4TO 6bl Bbl HU Aenasnaun, C NakKeTHOWN
6anaHcMpoBKoOW Bbl 0bpeyeHbl Ha Henpeackasyemble NpobnemMsbl, Bedb CHET NAET Ha HaHOCeKYHAbl. Kak pa3
B 3TOM C/aly4yae NpuxoauT Ha BbIpyyKy BanaHCcMpoBKa No notokaM. bnarogaps cneuymanbHOMY MeXaHU3MY,
rpy6o roeopsi, oanH TCP-noTok y Bac MAET Mo OAHOM NNHUK, APYrOn - No Apyroi. Toraa AaHHbIE,
npuHagsexxawme o4HON ceccumn, [ONAYT MMEHHO B TOM MopsiaKe, B KOTOPOM LOJIXKHbI - B Kabene-To UM He
rpo3nT nepenyTaTbCs.

Ho 1 TyT HEeT Takoro 4OJIFOXKAaHHOIro BCeobbeEMJIIOLLErO CHAaCTbs. MHOrO KOMWIA CJIOMaHO Ha 3ToW HuBe. Y
OZIHNX BEHA0POB 3TO paboTaeT XOPOoLUOo, Y APYruxX ToXe Kak-To paboTaeT. O6 3TOM 1 NOroBopuM.
PazfgeneHne NOTOKOB MOXXET NMPOUCXOANTb Ha OCHOBE C/leayloLl X NnapaMeTpoB NakeTa:

MAC-agpec NCTovYHMKa/Ha3Ha4vyeHus.
IP-appec NCTOYHMKA/HA3Ha4YeHN4.
TCP-nopT NCTOYHUKa/Ha3Ha4YeHNA.
MPLS-MeTKW.

C nomouwbio crneumanbHon Hash-pyHKUuMKM n3 Habopa 3TnX NapaMeTpoB BbIYUCAAETCA HEKOE 3HaYeHune, Ha
OCHOBE KOTOPOro nakeT OTNpaBaseTcs B TOT UIN MHOW NMopT. ECTeCTBEHHO, A1 0ANHAKOBbIX NCXOHbIX
OaHHbIX BCerga byneT nosy4yaTbCA OAWHAKOBLIN pe3yfbTaT, TakuM obpa3oM rnakeTbl OAHOrO NMoToka byayT
rnonagaTtb B OOMH NOpT. MNepBbIi TOHKUIA MOMEHT NosaBAAeTCs y)xe 3aecb. O6bIYHO, NMPON3BOAUTENb NCXOOUT
M3 TOro, 4TO B TPAHKE MAaKCMMYM 8 aKTUBHbIX MHTep(ENCcoB. M03TOMYy MOJSIyHEHHbIN X3LW OENNTCH Ha 8,
6epéTcsa ocTaToK OT geneHuns. M aTa BOT undpa 1 onpegensieT BeIxogHoW nopT. W ecnn B3aTb Tpy nopTa B
TpaHKe, TO Moay4aeTcs ceayouwas cnTyaums:

MopsoKoOBbLIM HOMEpP NopTa 01234567
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OCTaToOK OT OesleHns X3La Ha

8 01201201

Tpn NOTOKa B NMepBbI NOPT, 3 MOTOKa BO BTOPOW M TONIbKO 2 B TPETUN. ITO HE ONTUMaJIbHbIN aAropuTM, HO
3aTo Hanbonee gewésbin. MMosaToMy obulas pekomeHOauus - 6paTb YMCIIO MOPTOB B TPAHKe, KpaTHOE ABYM.
Kpome Toro, 6anaHcmpoBka nsioxo cebsa BeAéT Ha NMMHUAX, Yepe3 KOTopble MPOXOAMUT Mano pa3HbiX MOTOKOB.
Hanpumep, npn ogHOM NoToke He byaeT Boobule HMKakom 6anaHCUPOBKU. 30eCh XKe CKpbiTa eLllé oaHa
npobsema - ecam y BaCc 0AMNH O4eHb TOJCTbIN MOTOK N MHOFO MEJIKUX, TO yTUAn3auma Toxe byner
HepaBHOMepHoW. OTcCloga Xe cnenyeT, 4To Yem 6bonee wupoknnm (Ynutam rnybokmm) Habop napameTpoB Bbl
BO3bMETe, TeM poBHee byaeT 6banaHcnpoBka. Hanpumep, B ciydae MaplipyTmsaTtopos 6anaHCMpoBKa no
MAC-agpecaM He gacT Hu4ero, no IP-agpecam pacnpeneneHne MoXKeT OKa3aTbCA HEPaBHOMEPHbIM (Ha ABYX
nuHuax, k npumepy, 70/30), a BoT no TCP-nopTaM y>ke BMnoJsiHe Xopowo. HoO 3T MOMeHTbI 40BOJIbHO
04YeBUAHbI U Ha gene pefko BcTpedatoTcs. O HUX, ckopee, BaXKHO MOMHUTb HOBUYKY.

MeHee oyeBUAOHbIE CJly4Yau

S

NH>xeHep npoaymMan apxUTEKTYpPY CeTU 1 opraHusoBa cHa4vasa ECMP, a notom aByxrurabutHeinn LAG, HO
HabnofaeT CTpaHHYO KapTUHY - Ha InHUK Mexay R1 n R2/R3 6banaHcmpoBka ngeanbHasa. R2-R4 - Bcé
YXOAUT B OAUNH NHTepdenc. Jeno B TOM, 4TO Ha 06oux yyacTKax MCNoNb3yeTCs OANHaKoBasa X3LW-PyHKLMS.
R1 pasgennn NnoToku paBHoMepHOo. Ha R2 nonan y>ke cenapupoBaHHbLIN NOTOK, B KOTOPOM BCE NapamMeTpbl,
Kak Ha noabop, AaloT OANHAKOBbLIN pe3ysibTaT nocae NnpuMeHeHns XaWw-PyHKUnmn. To ecte R2 n pag 6bl
pacnpenennTb, HO C aJiIFOPUTMaMU He MOCNOPULLb.

A BOT BaM C/ieaylowmi BONpoC: KTO B MapLUpyTu3aTope 03afadeH BONPOCOM, B Kakol uHTepdenc
oTNpaBuUTb o4yepenHoun nakeT? MNMnaTa, nepepatowasn nakeT? MNnata KoMMyTaunum? A MoXKeT, nnaTa,
rnosy4ymeLuas nakeT? JIOrnyHbIM KaXKeTCs NPearnosioXuTb, YTO pacnpenenaTb No NopTaM nakeTbl A0JIKHa
OTCbINIaOLWLAsA NjaTa - KOMY KakK He e/l 3HaTb 0 YeHaX TpaHKa 1 HanpaBiAaTb NYTHUKOB MO BEPHOW LOPOXKE
Ha nnaTe?
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A Tenepb BCMOMMHAEM O TOM, YTO TPaHK BMOJIHE MOXKET BKJIl0OYaTb B cebs MopThl C pa3HbIX CJIOTOB,
HanpuMmep, 419 pe3epBUPOBaHNSA HE TOJIbKO JINHMN, HO 1 cbosi Ha nnaTe. B 3ToM cilyyae nakeT [oJiKeH bbin
6bl NPMIATK Ha OAHY M3 NaaT, @ NOTOM UATWN C HEeé Ha APYTrYI0 - HUKTO Tak He npoekTupyeT obopynoBaHue, 5
Hagetocb. MNnaTbl KOMMyTaunmn - 60s1ee NOrMYHbIA BapuUaHT - OHN COeAMHEHbI CO BCEMM MJlaTaMn U BCE Npo
BCex 3HatoT. Ho 3apaya habpukun: NnpaBULHO, a FNaBHoe BLICTPO, NepenaThb NakeT, y HEE HET BPEMEHM Ha
pa3ayMbs N pacyéT xawen. EctecTBeHHO, nnaTe 06paboTKM HET HUKAKOro Aesia A0 OTAE/bHbIX MAaKEeTOoB -
OHa [0 NX YPOBHS He onycKaeTcs. M nocnegHuin, KTo oCTaéTcs B ovepenmn - niaTa, noay4dmelias naket. C
nnaTbl 06paboTkn Ha Heé y>xe 3arpy>xeH FIB, N03TOMy Npo TO, Kakhe YJieHbl eCTb Y TOFO UM UHOFO TPaHkKa
€M N3BECTHO, 1 BCE, 4TO OCTAETCHA caenaTb - MOCYMTATb X3LW W NOCNaTb B HY>)KHOM HanpaBieHUN.
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N BOT TyT eCTb MHTEPECHbIA MOMEHT. Bbl NOKynaeTe HOBYIO JIMHENHYIO NaTy A1 paclWMpeHns, cMoTpuTe
eé cneundukaunm, TecTupyeTe - BCE XOPOLLO, CTaBUTE Ha KOMMEPYECKYlo ceTb, a banaHcupoBka paboTaeT
KaK-TO CTPaHHO, HeMpaBuJIbHO. A HOMM PacTyT KakK pa3 U3 TOoro, KTo MpUHUMaEeT pelleHne. BaxHo
MOHUMaTb, YTO KakKyto Bbl KpyTYIO Bbl HA Kynuan naaTy, 3a 6anaHCMpPOBKY BbIXOAALWMX C HEE NaKeTOB
OTBEYaEeT He OHa. BnpoyeMm, cuTyaumns 3Ta 4OBOJIbHO peaKas.

Ewé ogHa npobnema - ronoBHas 601b MHOrMX BeHOOPOB - 3To 6anaHcmpoBka MPLS VPN. Ecnin cpean npoymnx
Yy BaC eCTb KaKoM-To XXUpHbIn VPN, nnn oH n BoBCe 0auH, xxante npobnem c banaHcMpoBKon. Bo-nepBbix, He
Ka)XObll MapwpyTusaTop cMOTPUT Braybb MPLS-nakeTa. O6bIYHO X3LU BbIYNCAAETCA Ha OCHOBE MeToK. Kak
npaBnao, Ana 3Toro 6epéTcsa HECKONIbKO BEPXHUX METOK - TpaHcnopTHas, FRR, VPN, CSC u gpyrue.
CyuMTaeTCs, 4TO 3TO B AOCTAaTOYHOM Mepe pa3HoobpasHbie AaHHbIe. 1 BO MHOIMMX C/ly4Yasix 3To
0encTBUTeNIbHO Tak. Ho ecaim fonycTuTb cyllecTBOBaHME TOro camoro Toactoro VPN, To MeToK yxe
HeLO0CTaTOYHO - OHK BCe ByayT OANHAKOBLIMMU.

| LSR/P LSR/P

CyLLecTBYIOT XeJie3KU NoKpyYe, KOTOpble MOryT NPoBOAUTbL ryboKMiA aHann3 nakeTa 1 UCMoJsib30BaThb B
X3LW-(PYHKLUM MOMMMO METOK eLLé 1 IP-agpeca 1 NpoToko. IHorga fa)ke MoryT CMOTPeTb U NMopThbl
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TCP/UDP. 370 no3sonsieT obnTtbcsa poBHon banaHCMpoBKK eLLé B psaae cnydaes. Ho, cTporo roesops, 3To
MOBETOH OpraHn3oBbiBaTb DPl Ha BbICOKOHAr py>XeHHbIX JINHUAX, P-MapLipyTmnsaTopam n 6e3 Toro eCTb 4em
3aHATbLCA. [la N MapLpyTU3aTopbl, KOTOPbIE B COCTOAHUM 3TO AeflaTb, MOFYT CTOUTb HEMPUIMYHO A0POro
A5 HeboNbLWOoM KoOMNaHuN.

Mo 3Ton NpuymnHe cyuwecTByeT ohuLmaibHbIN KOCTbIb - Entropy Labels. 3By4nT TanHCTBEHHO 1 3N10BeLE -
MeTkun Xaoca. Ho cyTb ux 0oBOJIbHO NMpocTas - 0o6aBUTb pa3Ho0bpa3nsa B>«u3tb B CTEK MeToK MPLS. EcTb
hake gpadT Ha 3Ty Temy. 3aboThbl no pasbopy IP/TCP 3aronoBkoB nepeknagbiBatoTcs Ha Ingress LSR
(vHbIMK cnoBamu LER nnu PE). EMy BO BCex OTHOLLEHUAX NPOLLE - BO-MEPBbIX, HE HY>XXKHO KOMaTbCsA B BOPOXE
MPLS-MeTOK, MOTOMY 4TO Ha cBolr nHTepdenc ot CE oH nosayyaeT 4ncToii IP-Tpadumk, BO-BTOPbIX, 0OBEM
TpaduKa BCE-TaKM, Kak NpaBuno, HECPaBHUMO MeHbLUe. BoT 3ToT LER, Boobuie rosops, hopmMmpyeT BeCb
6a30BbIN CTEK MeTOK - MeTKka VPN 1 TpaHcnopTHas. Bcsakne RSVP over LDP, CSC, FRR MoryT nobaBuTbCs
MO3>Ke, HO OHW HEe UrpalT HUKAKOM ponu. Tak BOT LER nocTynaeT xmTpo B 3TOM ciy4ae - oH gobasnseTr
3/1leMeHT pa3Hoobpasunsa B cTek MeTOoK. [1719 3TOro y Hero ecTb ABa nyTu:

e [1na ogHoro VPN'a HasHa4aTb OBe pa3Hble MeTKN VPN B 3aBMCMMOCTN OT COLEPXKaHUA MakeTa;
e [l06aBNATb OOMNOJHUTENbHYIO METKY B CaMbll HU3 CTeKa, KoTopasa He nrpaeT BoobLle HMKaKon posu.

Py -..‘\\
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XNTPOCTb B TOM, YTO HUKAKOMYy TPaH3UTHOMY MapLUpyTM3aTopy HEe HY>XHO BEeCNOKONTLCS O TOM, Kak
obecne4ynTb poBHYIO BanaHCMpPOBKY. bonee Toro, OHM ga)ke He NoA03peBalOT, Kakme MaxuHauum
nposopaymatoT LER. OHM NpOCTO cYMTaKT X3 Ha OCHOBEe Habopa MeTOoK, Kak 06bl4HO. EQUHCTBEHHASN
CJIOXKHOCTb C 3TUM B TOM, YTO HaAo0 HaCcTpamBaTb OOMOJIHUTENbHbIA PYHKLMOHAN Ha FPaHUYHbIX
MapLupyTu3aTopax, BO3MOXHO, Ha Bcex. MNntoc, apyrmne KoHubl VPN'a ToXXe A0JKHbl 3HaTb 06 3TOM.
Bo3pacTaeT C/I0XKHOCTb U NagaeT Npo3padYHOCTb 0O6CY)KMBAHMSA N MOMCKa HencnpaBHOCTEN. HO eCcTb m
MPOMEXXYTOYHbIN BapUaHT: aHa/IM30M COAEP>XMMOro rnakeToB nog MPLS-MeTKaMu BCE »Ke 3aHUMaeTcst TOT
LSR, Ha KOTOpPOM Hy>XHa BanaHCMPOBKaA, HO 3TO NPONCXOANT A0 COBCTBEHHO BbIYNCIEHNS X3W-PYHKLNN -
MapLpyTn3aTop aHaJn3npyeT NoJIy4YEHHbIN NakeT, U CaM )Xe N Ha3HavYaeT AOMOJIHUTESIbHYI0O METKY Mpw
rnepsunyHom obpaboTke. B ntore npum BolYNC/IEHNM X3LWa Briybb y>Ke ne3Tb He Hado, YTO ynpouwaeT npouecc.
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AnbTepHaTUBHbIN BapMaHT pelleHnsa npobaembl - NCNoAb30BaTb BO3MOXHOCTU camoro MPLS TE: pasbusaTb
LAG Ha cocTaBnswowme, 3agaBaTb IP-agpeca KaXxaoMy 13 nHTepencos oTaeNbHO, nogHuMaThb IGP,
co3naBas TeM cambiM ECMP/UCMP. fanblue opraHn3oBbiBaTb 6anaHCcuMpoBKy cpeacteamum Traffic
Engineering. Ho! 2To To ewé yooBobLCTBUE, N Bbl BCTPeYaeTe Te e nNpobsiemMbl B Cly4ae 04HOI0 XXNPHOro
VPN c oanHakoBbiM Habopom SIP, DIP 1 T4. YTo e oo BGP, koTopbln 51 obewan He TporaTb, TO B HEM He
MOET peydb O MOMaKeTHOW UKV NMonoTOKOBOW BaslaHCUPOBKE: TaM MbICIAT APYrUMK Kputepmuamn. Lobntbcs
30€eCb XOpoLlero pacnpegeneHns Tpadurka, 0ocobeHHO BXOAALLErO - 3TO O4€Hb WAaTKWUA 3KBMANGPUNYM. Bbl
MOXKeTe BewaTb npeneHabl, HacTpamBaTe Community, HO BCE MOXET PyXHYTb OT OAHOIr0O Ynxa MHXXeHepa 13
noboro BbilWecToALWeEro nposanaepa. A 6biBaeT 1 Tak, 4TO pacnpenesieHne NPoMCcCXoanT TaM, rae ero HUKTo
He oxupan.

A cnblWwan NCToputo 0 TOM, Kak OfHa)KAbl MECTEYKOBbLIV NMpoBagep Havyan HabnaaTe HeEObbIYHYIO
3arpy3ky nHtepdencoB y cebs - 4acTb TparkKa C BHELIHEro JIMHKa yLlijla Ha HeEOXKUOaHHoe
HanpaBJieHne, To eCTb TaM, rAe HY>XHO ybblno, a rae He Hy>KHO NpubbIio. B xone pa3bupatenscTs
BbISACHUJIOCb, 4TO KaKOM-TO MesIKU NpoBanaep Ciy4aliHO Havaln aHoHcupoBaThb Full View B To4ky
obmeHa TpahuKoM. Y MeCcTe4ykoBOro npoBanaepa HUKaKon punbTpaummn He 6bi10, a 3TOT NyThb
OKas3asiCcs Mo KakKMM-TO MPUYMHaM NMpeanovyTuTesbHee opyrux.

3T0 nnwb cnuekm Npobnem c banaHCMpPOBKON. Y Ka)Kgoro yeaxkatowero cebsa loH KnxoTta gosi>kHa 6biTb
x0T 6bl 0OfHa NCTopUs, Kak oH BOpPoCHA C BETPSAHLIMU MeJSIbHULLAMN.
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