Be30nacHOCTb AAaHHbIX: TaK JIM HaAEéXHa Kpuntorpacpusa?

Kpuntorpacgunyeckue npusio>XKeHus, B CBA3M C pacluMpeHueM 00 bEéMOB BUPTYaJIbHOW 3KOHOMMUKM,
yBeJIM4eHuUsA Yucna 6esHaNnYHbIX Pac4éToB (B T.4. pa3HooOpa3Hbie "3/IeKTPOHHbIe AeHbru") u T.0.,
NPUMEHAIOTCA BCE LUMpe U No3TOMYy nNpobsemMbl, CBi3aHHble C UH(OpMaLMOHHOW 6Ge30nacHOCTbIO,
OyayT npuBnekaTtb Bcé 6onbliee BHUMaHue. Reuters nuwert, 4to U.S. National Security Agency
(NSA) zannatunio 10 MaH. AoNJIapoOB 3a BO3MOXXHOCTb 006JierieHHOro ocryna K AaHHbIM,
3awmndcpoBaHHbIM C UCMOJIb30OBAaHUEM CTaHAapTusupoBaHHoro B CLUA anroputma Dual EC DRBG,
pa3paboTaHHOro Xxopowio u3BeCTHOM KoMnaHuen RSA,

"HukoMy Henb3s BepuThb!" — B 04epenHON pa3 MOXKHO BOCKJIMKHYTb, 03HaKOMUBLUUCHL C MHOPMaLMen B
3TOM MaTepuase. MOXXHO BCMOMHUTbL U ApYyroe yTBepxaeHne — "BCE nMmeeT CBOIO LeHy!". Hy u B
oyepenHon pa3 NMoATBepXXaaeTcs, 4To "cnaboe 3BeHO" B 1t0bOON cynepcncreme — 3TO YEJIOBEK —
CyLLeCcTBO, MHOrAa OEeNCTBYOLLEEe PppaLMOHabHO, MHOMAa € owmnbkaMu. A ewé ecTb YesnioBeyeckume
MOPOKM...

Mo4Tn BCE M3N0XKEHHOe HUXe KacaeTcs cobbituin B CLLUA — peanbHOCTb TakKoBa, YTO MHOI0e B UHTEPHET-
TEXHONOrnax popmasnbHO U He(hopMasnbHO CBA3aHO C AMepukon. "Bapyr" BbIACHUNOCH, YTO aMepUKaHLLbl
CyMesIn NCMNoJIb30BaTh 3TY CUTyaUUto B CBOUX Lenax. MexxayHapoaHoe coobLiecTtso BO3MYTUIOCH
6ecuepeMOHHOCTbBIO 1 LUMPOKUMU BO3MOXKHOCTSAMM aMepPUKaHCKUX Creucsy»k6, HO 3Tu ycrexun He 6bian Bbl
BO3MO>XHbl 6€3 COOTBETCTBYIOLLEN TEXHONOIMYECKON NOAFOTOBKM Ha pa3HbIX YPOBHSAX N B Pa3HbIxX cepax.
Tenepb "pyky" areHToB NSA yxe nulyT B IETF: nx geatesnbHOCTb (B CBOIO MNOJIb3Yy) MOXET CKa3aTbCH Ha
6e3onacHoCcTn ByAyuwnx NHTEepPHET-TEXHONOr NI, MoKa e Mo)xeM 0bCyanTb TO, YTO y>Ke CTano U3BECTHO Ha
CEeroAHsALWHNIN OEHb.

RSA Security npopana NSA "back door"

O BO3MO>XHOCTMK NIErKOro JOCTyNa aMepUKaHCKNX cneucayb K gaHHbIM, KOTopble bl NpeaBapuTenbLHO,
Ka3zanocb 6bl, Hagé>XXHO 3awmngpoBaHbl, Nucasaa raseta New York Times (M HECKONBLKO APYrux nsgaHun,
HanpuMmep, The Guardian) B ceHTA6pe 2013 roga. N Reuters n New York Times coobwatoT 06 3Tmx
npobnemax B 6e3onacHOCTM, onNupascb Ha MHMOPMaLIUIO U3 MaTepuasioB, KOTOPbIe KOrAa-To npesocTaBu
XypHanuctam daBapa CHoyaeH (Edward Snowden). B HoBol cTaTbe Reuters nuweT, 4To KoMnaHna RSA
nony4ymna 10 MaH. gonnapos oT AreHTcTBa HaunoHanbHon besonacHocTu (National Security Agency) u
npeanosiaraeT, 4TO 3TO OMJlaTa 3a BO3MOXXHOCTb AOCTYMNa K NPUJIOXKEHMAM, pa3paboTaHHbIM C
npumeHeHnem Dual EC_DRBG (31oT anroputm ncnonb3syetcs B [MO RSA BSAFE). To ecTb y cneucnyxb ectb
MHpopMaLms, No3BoSsAOLWAasA YNPOCTUTb AelndpaLumio 1 Nocienyowmin MOHUTOPUHI MHpopMaummn noboro
pona. 9ToT (hakKT BHOBb MPUBJIEK BHUMaHMeE.

Ha cTaTblo OTKJMKHYACb TOJIbLKO 04Ha KOMMaHWs U3 ynoMsaHyTbiX. 1o moBoay coTpynHuyecTtsa ¢ AHB, B
RSA mosicHUAN, 4TO 3TOT (haKT HE CKPbLIBAETCH, MPO AEHBLIM HE CKa3aJiM HAYEero, @ OTHOCUTESIbHO BCEro
ocTanbHoro: "RSA always acts in the best interest of its customers and under no circumstances does RSA
design or enable any back doors in our products", — 3asBuna RSA Security. Mo3xe, 22 nekabps, naxe
BblLLEeN OTAeNbHbIN Npecc-penu3 RSA. BTopas cTopoHa "caenkun" — AreHTCcTBO HaunoHanbHom
Be3onacHoCTM 0TKa3asloCcb OT KOMMeHTapueB, coobuwaeT Reuters.
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C ceHTabpsa BHELLUHE HNYEro HE N3MeHMOCk. Mo-npexxHeMy, Ha canTte EMC Corp, KOTOpOW U MPpUHaZNEXNT
KoMnaHus RSA, B 04HOM 13 pa3fesioB Xesatlowme MOryT CKadyaTb U B TedeHne Mecsua nonpoboBaTb
nporpamMmmMmHoe obecnevyeHne RSA BSAFE ("Sign up for your free RSA BSAFE software development kit (SDK).
Use actual security components and embed sample code to see how easy it is to secure your applications").
XoTd Bpoae 6bl cama RSA KOCBEHHO NMpu3Haia Haanydme npobaemMbl, peKOMEHO0BaB nepecTtaTb
MoJsIb30BaTbCA HEKOTOPbIMM CBOMMM MPOrpaMMHbIMU NpogyKTamMu, 06 aTom ByneT cka3aHo 4yTb MO3XKe.

MpuynHa WyMuxm
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Heno B Tom, 4To ewé B 2007 rogy 6bina nybnukaumsa "On the Possibility of a Back Door in the NIST SP800-90
Dual Ec Prng (Dan Shumow, Niels Ferguson n3 Microsoft)", raoe 6b1s10 BbICKa3aHO NMpennosio>KeHne o
BO3MO>XHOCTW B3/I0Ma 3TOr0 aJirOpUTMa TOJIbKO K3-3a Toro, 4To B NIST cTpaHHbIM 06pa3oM ero
peann3oBanu Npu cTaHdapTusauum, paktnyeckn ocnabme. Cneunannctel CBOE Aeno caenann —
npeaynpeannu.

[Be3onacHOCTb AaHHbIX: Tak an HaléXHa KpunTorpadumna?]
N3 npe3enTauum "On the Possibility of a Back Door in the NIST SP800-90 Dual Ec Prng"

MNosBneHne JONONHUTENbHOM MHpopMaunn — o "KOHTpakTe" n o "AeHbrax" — B3BOJIHOBasa U
nosib3oBaTesier, u 3kcrnepToB. LLymM nogHAACA MO HECKOJIbKMM MPpUYMHaM: Nosib30BaTeNn NpoaykToB RSA He
npegnonarasnaun, 4To cam pa3paboTymk cpencTB 6€30NacHOCTU OKaXKeTCA B POJIN 3TAKOro Xakepa,
MblTaloOLWEerocs Nerko noay4nTb (MK B JaHHOM CJlydae NoMOYb MOJIy4UTb TPEeTben CTOPOHE) AO0CTYN K
Heny6an4HOM nHopMaunun. onoaHMTENbHOE BO3MYLLEHNE CBA3AHO C TEM, YTO Ha 3TOM KoMmnaHnsa RSA
ewé n 3apaboTana (Reuters ccbiiaeTcs Ha ABYX MCTOYHUKOB, 3HAOLWMX O HANNYMN KOHTPaKTa). Hy 1
HakoHel, RSA 3apaboTana 1 Ha KOMNaHWAX, BbIOpaBLLIMX €€ peLleHuns, 1 BOT Tenepb nocje BCero 3Toro oHu
OOJIKHbI 4TO-TO NpeanpuHUMaTb U AyMaTb O AaJibHENLWNX CBOUX OeNCTBUAX. JoBepUTLCA, 3anjaTuTb
OEeHbrM 1 0Ka3aTbCa B Aypakax? Cutyaums Ha Byksy "Xx"...

Kak s y>xe nucasn Bbllle, Ha "MponyLleHHY" (HaMepeHHO NN C/ly4YallHO — 3TO HeBa)XkKHO) cnabocTb B Dual
EC_DRBG obpaTunu BHuMaHue snepsble B 2007 rogy. NoToM B Hanmn4me Takonm "BO3MOXHOCTKN" ybexxaanunce
(TeopeTnyeckn 1 NpakTUYECKN) Opyrne nccraenoBaTenun n akcnepTbl No 6besonacHoCcTw.

BosiHa ynpékoB, Tenepb y>Ke CO CTOPOHbI NpodeccrMoHanbHOro coobuiecTsa, Bbi3BaHa Kak pa3 TeM, 4To RSA,
3Has 0 HaAM4YMKM "M3bAHaA" B 3TOM KpunTtorpaduyeckoMm Mmetone, bonee 5 net, o ceHTabpsa 2013 roaa,
NPakTUYeCKN HNYero He gesasa a5 NoBblLLEeHNS Ka4eCcTBa CBOEro npoayKTa.

N BOT TOSIbKO OCEHbIO, NOC/Ie MOSB/IEHNA CTaTel B HECKONIbKNX N3BECTHbIX ra3eTax, B RSA o3sy4unu: "To
ensure a high level of assurance in their application, RSA strongly recommends that customers discontinue
use of Dual EC DRBG and move to a different PRNG". PekomeHgaumnsa bblna agpecoBaHa KMeHTaM, KOTopble
nosb3ytoTca BSAFE toolkit n Data Protection Manager ot RSA. Ho, Tak Kak B Buae 6ubnmnortek, anroputm mor
MNCMOob30BaTbCA U B NPOAYyKTax, pa3paboTaHHbIX ApYyrMMmn KOMMaHuamm, To "MacwTab bepgcreua" moxeTr
OKa3aTbCA HAaMHOr O wWwwupe.

Hanee. [loBepne MoO>XHO Nerko paspywmnTb. Ecnv B cTaHgapTe Tak 6ecneyvyHo (Cy4aiHO Uam 3a gAeHbrin)
OTHEC/INCb K Hanu4uto "back door" B 0oAHOM anropnTme, MOXKHO /1 BbITb YBEPEHHbIMU Ha 100% B
6e3rpelHOCTN JPYyrux peKoMeH4oBaHHbIX crocoboB?

B 2006 roay AMepukaHCcKn MHCTUTYT cTaHgapTu3auum n texHonorun (National Institutes of Standards and
Technology, NIST) ctangapTusnposan "Dual Elliptic Curve Deterministic Random Bit Generator", Hapagy ¢
Hash Based DRBG, CTR_DRBG n HMAC Based DRBG, oss npuMeHeHUs B pa3InyHbIX NHHOPMaLMOHHbIX
cuctemax CLUA. MosTomy Dual EC DRBG ucnonb3syeTtcs, HanpuMmep, B McAfee Firewall Enterprise Control
Center, KOTOpPbIN NpeAHa3Ha4YeH A/ aMePUKaHCKUX rocyyYpexxaeHnn.

CornacHo pgaHHbIM B "DRBG Validation List", koTopbin BegéT NIST, B 06Lien cnoxHocTu, Ha 20 gekabps
2013 ropga 3TOT UHCTUTYT cepTUdULMPOBaN NPUMEHEHNE YKa3aHHbIX YeTbIPéX aaropMTMOB peanmsaumm
Deterministic Random Bit Generator (DRBG) B 462 npoaykTax (YACTO NpoOrpaMMHbIX UV B BUAe
"mpowmBoK", Kak y Utimaco ans ymna Texas Instruments TMS320C6416T) Takux KOMMaHUM, Kak Symantec,
Cisco, Blue Coat, Brocade, McAfee n Tak nanee.

BHuMaHue (6e3 naHmnkun): umeHHo Dual EC DRBG npuMeHsI0T He BCce 1 He Be3ge. Icnonb3yioT, Kak
MUHUMYM: Mocana Corporation, cama RSA, Cisco B "CiscoSSL FIPS Object Module"*, BlackBerry B "BlackBerry
Cryptographic Algorithm Library", Certicom Corp., Juniper Networks B "Juniper Networks Pulse Cryptographic
Module"**, OpenPeak Inc. B OpenPeak Cryptographic Security Library n Tak ganee. TyT NOHATHO
6eCrnoKOUTBLCA HY>KHO MOJIb30BaTENAM TOJIbKO 3TUX MPOAYKTOB.

Ho, kak B New York Times, Tak B apyrux CMW, 6onbliyto Tpesory Bbi3Basno To, 4To Dual EC DRBG (npaBgaa
He Ha 3KCKJII031MBHOW OCHOBE, 3a1eMCTBOBaHbI U Apyrue Tpy MeToAa) NcnosiblyeTcs, Hanpumep, OpenSSL
Software Foundation, Inc. B Buge "OpenSSL FIPS Object Module", a 3To MOXeT nmeTb yxe bonee
MOBCEMECTHOE pacnpocTpaHeHmre (B razeTax Hanucaam ob yrposax BceMy WMHPPOBAHHOMY NHTEPHET-
TpadhuKky). Elwé BCNOMHUAN 1 06 YA3BMMOCTU OaHHbIX B COTOBbLIX CETAX C YY4ETOM TOro, 4TO TpadhuKk B CeTAX
3G/4G npenMyLLecTBEHHO He F0JI0COBOM.

YacTb obcyxxpaowmx npobnemy Hanm4msa "back door" B Kpuntorpamieckmux npuaoXeHnsx BbliCKasanam
ornaceHume, 4TO 3TN "TalHble Xoabl" MOryT 6bITb NCMOJIL30BaHbl MPOTUB OTAE/bHbLIX YYPEXAEHUN U, NPOTUB
6e3onacHocTn CLUA B uenom, B csiy4ae, ecim CTaHyT U3BECTHbI "Heapy>XeCTBEHHbIM cuiam". To eCcTb
npuMeHeHmne cneucnyxbamm Taknx cnocobos "obnervyeHnsa" ceoen paboTbl MOXKET CbirpaTh B 06paTHYytO
CTOPOHY 1 TOrga AoCTyNn K MHopMaunm, B TOM HYUCSE N K YHAaCTHOM (3N1eKTpOHHasa nepenncka, oHaamnH-
GaHKUWHI, MEOULNHCKME AaHHbIE), MOXKET MOJIYYNTb Hekasa "TpeTbs CTOpoHa".
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Jeffrey Carr, chief executive of Taia Globa, Tak o3arnasun csot noct "Who's Defending U.S. Military
Networks if the NSA and FIS are Breaking Them?", B KOTOPOM OH YNMOMUHAET MNPO XOPOLUNIA YPOBEHb
NOAroTOBKMN POCCUNCKUX N KWTAaNCKNX CreumMasncToB no nHopMaLunoHHOW 6e30nacHOCTM, U YTO Haan4me
"backdoors" NSA Ha camoMm gene ocnabnseT 3alWMTy AaHHbIX B CETAX aMEPUKAHCKUX FOCYYpPEXAEHWN,

BKJ1lO4ada BOeHHble BeJOMCTBa.

®dunbM "Mepkypuiu B onacHoctn" (Mercury Rising) Boiuen B 1998 r (McTouHUK ¢poTO: canT
KuHollouck)

A amMepunKaHLUbl BCcerga CTpeMunch K 3alumnTe JIMYHON MHpOopMaLnK: napy AeCcaTuieTUn Ha3a Wnpokoe
pacrnpocTpaHeHue nojay4us, Tak HasbiBaeMblin "Clipper chip" — annapaTHasa peanusauna CTONKOro
wngpposaHns, pekomeHgosaHHasa B CLUA gns npuMeHeHns TeneOoHHbIMN KoMMaHuaMu. LLInpoko
MPUMeEHSN0Ch 3TO pelleHne B TOM BUAe He O4eHb J0ro. OgHOM N3 NPUYUH CTaln EHbIM — BO3HUKIN
ornaceHus, 41o TenedoHHoe obopyaoBaHne He ByayT NOKynaTb MHOCTPaAHHbIE KOMMaHUM UMEHHO M3-3a
HanM4ma NpornpueTapHon peannsauunnm 1 onsaTb Xe n3-3a Haanyma "back door" — MOXXHO nNno4YnTaTh (ecTb
ctaTbsa B New York Times — "Battle of the Clipper Chip") o npoTtectax B CLLA B 1994 rony, korga 3T1o
BbISICHMI0Cb. Wl BOT ONATb B OAHOM psAAY: AaHHble, 6€30MNacHOCTb, AEHbIU...

Mecsy Ha3apn Deutsche Telekom o06bsBUI 0 3anycke B C/ieAyOLLEM Froay HOBOW yciyru "clean pipe" ons
cpenHero n Mmanoro 6usHeca. OCHOBHas LLEHHOCTb 3TOW YC/IYrK, KOTOPYH CPOPMYyNMpoBasl HEMELIKUN
TeNIEKOM-TUraHT — 3TO 3allUTa OT XakKepoB N OT MHOCTPaAHHbIX pa3Benok. B noaTeBep)aeHne akTyaslbHOCTH
cBoero npepnoxeHnsa Deutsche Telekom npuBen gaHHbIe, YTO NNWbL 13 NMPOLEHTOB HEMELKUX KOMMaHWA He
ncneiTann knbepataku, a okosio Tpetu ns bosee yem 200 koMnaHum ¢ Yncaom paboTHukos 6onee 1000
rnepe>xnam HECKOJIbKO aTak B Hegento. TecTupoBaHume ycnyr 6yneT NnpoxoaAnTb 0 KOHLLA roga, mnapTHEPOM
Deutsche Telekom sBnsetcs ... RSA. CTpaHHO, Hey>xenun B FepMaHum HeT COBCTBEHHbIX peanunsaunni
KpunTorpaguyiecknx aaroputMoB? Bnpoyem, 3To nx gerno.

N3 nocnepHMX HOBOCTEN

¢ [loxo)Xe, 4TO B OT/INYME OT CeHTABPLCKMX COo0bLLLEHNA, B 3TOT pa3, Ha cTaTbto B Reuters obpatunam
BHMMaHMe 6osibllee KOMYECTBO Nogen. 1 ga>ke nepewwnm K 6osee akTUBHbLIM AeNCTBUAM. Tak,
Hanpumep, OT BO3MYLLLEHNA 6e30eNCcTBUEM N NTHOPUPOBAHMEM CO CTOPOHLI RSA ocHoB BusHeca B
cthbepe 6e3onacHocTn, HanpuMep, Mikko Hypponen*** — pykoBoOuUTeb UCC/IeA0BaATENLCKOIr0O
Hanpas/iieHna B PUHCKOWN KOMMaHun F-Secure, 3aHUMaloLWencs aHTUBUPYCHBIMU U T.M. NPOOYKTaMu
ny6/nMyYyHO O0TKa3ascsa exaTb C 3anaHUPoBaHHbIM BbICTyrsieHneM Ha RSA Conference USA 2014,
KOTOpas A0J/KHa nponTun B peBpase 2014 roga. Bo3aMo)XXHO, KTO-TO eLé 13 KoJisier nocsenyeT ero
npumepy.

Update (09.01.2013): Mikko Hypponen y>xe He eQUHCTBEHHbLIN, KTO OTKa3aJICa OT y4acTus B
hespanbckom meponpuaTum RSA. CtaTba 6blna HanMcaHa B KOHUe aekabps 2013 roga, a B sHBape
3TOro roga Crajo U3BECTHO, YTO, KaK MUHUMYM, LUECTb YEJIOBEK U3MEHWIN CBOW MJIaHbl U HE HAMEPEHDI
6bITb y4acTHMKamMm RSA Conference USA 2014. The Wall Street Journal coobuiaeT o 6onkoTe
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¢ Bpopae kKak, OpenSSL Software Foundation npopearnposasno B 3TOT pa3 U rOTOBO 3aHOBO
cepTuduumpoaTb "OpenSSL FIPS Object Module" ¢ y4éTom comHeHnn B KadyecTBe Dual EC DRBG.

¢ Ha ypoBHE aAMMHUCTPaLMN aMePUKAHCKOro npesnaeHTa TakxXe 3alleBennauce. B Havyane gekabps
KOHCYyNbTaTUBHbBIN KOMUTET, NMOC/Ee aHan3a nossaeHna nHpopmaumnm ot CHoyaeHa o
MHOroo6bemoLwWwen N reorpaUyeck pacnpocTpaHeHHOW MPOCYLLKN Tesle)OHHbIX MeperoBopos,
n3510Xkun 46 pekoMmeHgauum no "HaeseneHuto nopsigka" B cchepe 6esonacHoCcTr (308-CTPaHUYHBIN OTHET
6bl71 NOAFOTOBJIEH B COOTBETCTBMN C MEMOpPaHAYMOM npe3naeHTa Obambl oT 27 aBrycTta 2013 roga).
EcTb TaMm 1 Npo HegonyleHne yxyaweHnsa bnsHeca aMepuKaHCKNX KOMMaHWM, KOTOpble npeasaraiT
KOMMepYeckune NpoayKTbl B cpepe be3zonacHocTu. TakXKe pekomeHayeTcs npaBuTenbcTBy CLUA
MOJIHOCTLIO NMOALEPXKUBATDL, @ HE pa3pyLllaTb, YCUINA N0 CO34aHUI0 CTaHAAPTOB LWNGPOBaHNSA, a TaKXe
CTPEMUTBLCSA YBENYNTb NCNOJSIb30BaHME WNdpoBaHNa. KpoMe 3TOro, aMepmkaHCKUM KOMMaHUsAM
HY>XHO cAenaTb BCE, 4TOObl KaK MOXHO Nyylle 3alnTUTb AaHHble Npy nepepaye nHpopmaunu, npm eé
XpaHeHUN, Npn HaxoxxaeHnn eé B "obnake" nnum B N1tobomM fpyrom xpaHuauLLe AaHHbIX.

LLIBERTY AND SECURITY
IN A CHANGING WORLD

12 December 2013

Report and Recommendations of
The President’s Review Group on Intelligence
and Communications Technologies

B 3akst04eHmne (NepeBognTb He CTaJl, He BUXXY CMbIC/1a) NPOLMTUPYIO MHOPMaLMIo N3 NPUIOXKEHWNS,
koTopoe "obHapyxunnocb" B "Report and Recommendations of The President’s Review Group on Intelligence
and Communications Technologies", nHdopMmauuto gna Kkotoporo npenoctasmna NSA. Tak ckasaTb, 41
CNpaBKu N Ans gemMoHcTpaummn Kak B CLLUA ncrtopuyecku npoaBurajnce B 3Ton cpepe AedaTesibHOCTH, B TOM
4yucae onmpasCb Ha MeXXAyHapo4HbIA OMNbIT, @ MOTOM CTapaJiuCb peann3oBaTb BCE 3TO, y)Ke KakK
He3aBuCuMble pa3paboTku, 3awmweHHble Ha ypoBHe IP-3akoHO4aTeNbCTBa N HaUMOHa IbHbIX CTaHAAPTOB.
3arosioBOK MNpo "posb" ToXe oTTyaa.

US Government Role in Current Encryption Standards

... Most of the standards described below are approved by NIST for protecting unclassified US Government
information and by NSA for protecting classified US Government information. AES, SHA-2, EC-DSA, and EC-
DH make up the core of “Suite B,” NSA’s mandated set of public standard algorithms, approved in 2006, for
protecting classified information. Each algorithm discussed below is currently in use in National Security
Systems, although NSA is pursuing the transition from SHA-1 to SHA-2. For further information on all but
SHA-1 (see https://www.cnss.gov/policies.html) and references contained there. In general, NSA applies the
deep cryptanalytic tradecraft and mathematical expertise developed over decades of making and breaking
codes, to ensure that cryptography standardized by the US Government is strong enough to protect its own
sensitive communications.

AES - The Advanced Encryption Standard - FIPS 197

NSA did not contribute to nor modify the design of the Advanced Encryption Standard (AES). It was designed
by two European cryptographers: Joan Daemen and Vincent Rijmen. It was published and submitted in 1998
for NIST’'s AES competition and selected in 2001 as the Advanced Encryption Standard. NSA extensively
examined the algorithms in the competition and provided technical guidance to NIST during the competition
to make sure that NIST's final selection was a secure algorithm. NIST made the final algorithm choice under
its own authority, independent of NSA. Both NSA and the academic cryptography community have thoroughly
analyzed the AES.

RSA - The Rivest, Shamir, Adelman Public Key Algorithm - FIPS 186, NIST SP 800-56B

NSA did not contribute to, nor modify, the design of RSA, but it did provide input on RSA usage in standards.
It was designed in 1977 by three cryptographers working at MIT: Americans Ron Rivest, and Leonard
Adelman, and Israeli Adi Shamir. The algorithm was independently designed earlier by Cliff Cocks of UK
GCHQ in 1973 but was not published, and was only declassified in 1997. Both NSA and the academic
cryptography community have thoroughly analyzed the RSA algorithm both as a digital signature (FIPS-186)


https://cdn.nag.ru/news.public.uploads/upload/images/20131224-0001.jpeg

and as an encryption algorithm for keys (SP 800-56B).

Diffie-Hellman/Elliptic Curve Diffie-Hellman - The Diffie-Hellman Key Exchange Algorithm - NIST
SP 800-56A

NSA did not contribute to, nor modify, the design of Diffie-Hellman. The Diffie-Hellman Key Exchange
Algorithm was designed by American cryptographer Whitfield Diffie and Martin Hellman at Stanford
University in 1976. It was invented by Malcolm Williamson of GCHQ a few years earlier, but never published.
The elliptic curve variant of the Diffie-Hellman key exchange was invented independently by American
cryptographers Victor Miller and Neal Koblitz in 1985. NSA ensured that a class of potentially weak elliptic
curve parameters was not included in the NIST standard. Both NSA and the academic cryptography
community have thoroughly analyzed both the Diffie-Hellman Key Exchange algorithm and its elliptic curve
variant (both found in NIST SP 800-56A).

DSA/ECDSA—The Digital Signature Algorithm/Elliptic Curve DSA —FIPS 186

NSA designed the algorithm known as DSA as the original signature algorithm in FIPS 186 initially in 1991-
1993, then contributed advice on later versions of the standard. NSA also designed a variant of DSA that
uses the mathematics of elliptic curves and is known as the “Elliptic Curve DSA” or ECDSA. Both NSA and the
academic cryptography community have thoroughly analyzed the DSA (FIPS 186).

SHA-1 - The Secure Hash Algorithm Variant 1 - FIPS 180-1

NSA designed the SHA-1 algorithm as a correction to the SHA-0 algorithm, a longer (160-bit) variant of the
MD5 algorithm designed by Ron Rivest. SHA-O was an NSA design standardized in 1993. In 1994, NSA acted
quickly to replace SHA-0 with SHA-1 as a NIST standard when NSA cryptanalysts discovered a problem with
the SHA-0 design that reduced its security. Both NSA and the academic cryptography community have
thoroughly analyzed the SHA-1 (FIPS 180). For many years NIST and NSA have recommended that people
stop using SHA-1 and start using the SHA-2 hash algorithms.

SHA-2 - The Secure Hash Algorithm Variant 2 - FIPS 180-2

NSA designed the four different-length hash algorithms contained in FIPS-180-2 and collectively known as
SHA-2. Because of their longer hash lengths (224, 256, 384, and 512 bits), the SHA-2 hash lengths provide
greater security than SHA-1. SHA-2 also blocks some algorithm weaknesses in the SHA-1 design. These
algorithms were standardized in 2002. Both NSA and the academic cryptography community have
thoroughly analyzed the SHA-2 hash algorithms (FIPS 180).

POCCHUA

HemHoro npnaércsa NnoTpaTuTb BpeMS, 4TOObI HANTK, YTO B HAaCTOSLLEee BpeMs AENCTBYeT "CBeXEeHbKUn"
(BBeOéH c 1 aHBapsa 2013 roga) N3MEHEHHbIN BapnaHT 0Te4YeCTBEHHOro KpunTorpadmnyieckoro ctaHgapTa —
"TOCT P 34.11-2012. NHdopMaLmMoHHaa TexHonorng. Kpuntorpadguyieckasa 3awmTta nHgpopmaummn. PyHKUNA
x3wunpoBaHma". CkazaHo, 4To OH 3amMeHsaeT FOCT P 34.11-94 (npuyunHa BbiaeneHa 6ongom): "CtaHpapT
pa3paboTaH B3ameH OCT P 34.11-94. HeobxoanmMocCTb pa3paboTKM HacTOSLWEro CTaHAapTa Bbl3BaHa
noTpebHOCTBLIO B CO3AaHUM X3LU-(YHKL NN, COOTBETCTBYIOLLEN COBPEMEHHbIM TPpeboBaHUAM K
Kpuntorpacgpmyeckom ctomkocTu n tpebosaHmam ctaHgapTa FOCT P 34.10-2012 K 3/1eKTPOHHOMN
undposon noanucm".

To ecTb cenyac gnsa Poccun aktyanbHbl: "ITOCT P 34.10-2012. NNHboOpMaLUVOHHAsa TEXHOJIOM 1S,
KpunTtorpadunieckas 3awmta nHpopmaumnm. lNMpoueccsl hopMnUpoBaHms U NPOBEPKU 3JIEKTPOHHON LNPOBOK
noanucK" n ToNbLKO 4TOo ynoMsHyTein "FOCT P 34.11-2012".



LBMHM unea #3: CexpetHocTb TonbKo B n.moﬂ

CHYCTSI TEICAYMINETMA MEL HOYYWUIMCE NOHWMMATE,
YTO pPACCYMTEIBATE HQ TO, YTO HWKTO HE 3HOET,
KakK PGGOTGET BAW MmeTon - 3TO NNoxaa vaea.
KTo-To B KOHEYHOM CYETE 3TO PacKpoerT.
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UcTouHuK: Jeff Moser http://www.moserware.com/2009/09/stick-figure-guide-to-advanced.html
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He 6yny nepeckasbiBaTb Bukunenuto, roe ckasaHo, 410 "MOCT P 34.10-2012 n FTOCT P 34.10-2001
OCHOBaHbl Ha 31/ INATUYECKUX KpyBbIX. CTOVMKOCTb 3TUX aJIrOPUTMOB OCHOBbLIBAETCA Ha CJIOXHOCTU
BbIYUC/IEHUS AUCKPETHOr o Jiorapugma B rpyrine TOYEK 3/I/IMMNTUYECKOU KPUBOW, a TakXXe Ha CTOUNKOCTU
xoww-pyHkumm. ns FTOCT P 34.10-2012 ncrniosib3yeTcs xaw-pyHkumns no FOCT P 34.11-2012. na TOCT P
34.10-2001 - TOCT P 34.11-94.

CraHgapTt FOCT P 34.10-2012 ncrio/ib3yeT Ty Xe CXeMy (hopMUPOBaHUNSA 3JIEKTPOHHOV LNGPOBOV MoLMNCH,
410 M FTOCT P 34.10-2001. HoBbIVi CTaHAapPT OT/IMHAETCS HaJINYNEM AOMNOJIHNTE/IbHOIrO BapuaHTa
rnapamMeTpoB CxeM (COOTBETCTBYIOLLEro A/IMHE CEKPETHOIO Kto4a rnopsiaka 512 6ut) n tpeboBaHnem
MCrosIb30BaHUs pyHKUM xawmnpoBaHnsa FOCT P 34.11-2012: nepBbivi BapuaHT TpeboBaHUV K napaMmeTpam
(Takovi xe, kak B TOCT P 34.10-2001, cooTBETCTBYIOLUNI AJIMHE CEKPETHOI 0 KJKo4a rnopsiaka 256 6ur)
npeaycMaTpuBaeT UCMN0JIb30BaHNe X3LU-(PYyHKLUNY C AJINHOM X3LU-Koaa 256 6UT, 4ONOHUTE/IbHbIVI BapUaHT
TpeboBaHWii K NapamMeTpam rnpeaycMaTpuBaEeT NCIoIb30BaHNe X3LW-hyHKLUNU C AJINMHOM X3Ww-Koga 512 6uT."

Taknm obpasom, nepengsa B FOCTe 2001 roga K NpMMEHEHNIO 3TMANTUYECKUX KPUBbIX, B TOCYAAaPCTBEHHOM
CTaHpapTe, BBeAEéHHOM B 2013 rofy, C/IOXKHOCTb BbIYUC/IEHNIN PeLUUAN MOBLICUTL YBESIMYEHMEM X3LW-X0Aa.

[Be30omacHOCTb AaHHbIX: Tak X HaaéXHa KQI/II'ITOFQ&QVIH:”

Ecnu 0606wimnTh BClO MHoOpMaumnio, CBA3aHHYIO C NpeTeH3uaMu K RSA, To nonyyvaeTtcs, 4yto "Dual
Elliptic Curve Deterministic Random Bit Generator" He o4yeHb-TO "random generator"

HecMoTps Ha NpeanoXXeHHbIE N y)Xe BBeAeHHble 3aKoHoAaTeslbHble u3MeHeHus B Buge NOCToB, cernyac Ha
canTte ogHoro n3 paspabotynkoB — OAO "MHOPMALNMOHHBIE TEXHOIOTUN U KOMMYHUKALMOHHbIE CUCTEMBI"
(OAO "NHAoTeKC") MOXXHO y3HaTb, 4TO NPOXoAnT "OTKPbITbIN KOHKYPC Hay4YHO-UCCeaoBaTeNbCckux paboT,
MOCBSALLEHHbIX aHanu3y Kpuntorpapuyeckmux Kkavyects xaw-pyHkunm FOCT P 34.11-2012". Cpoku: ¢ 21
oKTa6ps 2013 roga no 15 gekabps 2014 roga, npoBoAnTCA POCCMNCKUM TEXHUYECKMM KOMUTETOM MO
CTaHpapTm3auum "Kpuntorpaguyieckas 3awmta nHgpopmaummn" (TK 26) npu y4actnm Akagemmu
KpunTtorpadun Poccmnckonm depepaumm u npu opraHM3aumMoHHON n onHaHcoBonm nognep>xke OAO
"MHpoTeKC".
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PETMCTRALLMA

OTHPHTEHA KOHKYPC

HAYMHBIX PABOT

no WCCNEQOBAHMWKD 3
KIW-YHEUMM | 2

KOHKYPC «STREEBDG»

KOHEYPC "STREEEBOG" Uena Opreomwret/ KoMmuccwn  STanel YonosuAa  ABTOpCKWE npasa

OTKPbITHIN KOHKYPC

Hay4HO-MCcCNefoBaTebCKMX paboT, NOCBALWEHHBIX
aHanW3y KpUNTorpapuUHeckux KayecTs X3w-GyHKLUNA
OCT P 34.11-2012

NPoOBOGUTCA Poccuickum TeXxHHYECKHM KOMUTETOM NO CTaHQapTHIaUMKH
«Kpuntorpaduyeckan sauuta uHdopmayum: [TK 28] npu yuactian Axagemim
KpunTorpagum Poconickon Pegepauni U Npy opraHi 38LMeHHEA M dHHAHCOBOH
nogaepike DAD «MHgoTeK T,

Llenn npoeeeHHA KOHKYpCa

u | | u

TIPABA B4EHHE BHAMAHIAR CTHMYNANOEAHHE W NOOWPEHWE  NONYARDWIALAA 11 108 bILER e
PECCARCKOR W MEXAYHARBOHOA HAYIH B MCCNENLEEHKA Na NPHENE KETENEH OCTH

HEY4HOI 0BLYECTEEHHOCTIA K DLLEH KE KDWATOPatAHES KAX OTEMECTESHHLEL PELLEHHE B
OTEHECTOH HbIM KOHICTE ANrOpUTHOE H obnacTi KounTarpadsee Kok
KEHNTOr padiHyecrum NPOTOKNGE, B KNHYEHH B B 2EUMTEI WHAOPMALLMA,
ANTORATMEM W NPT KoNas; HALMOHAN bHEIE CTAHRapTEl

Poccwidc kol Denepaim;
OzrakpmeTech ¢ "onoxeHHeM 0 KDHKYPCE "

He 3Hato Npu4YnH NpoBeaeHnst KOHKYpca (Kpome "fiexxallero Ha NoBepXHOCTU" KenaHus HalTu
TaNaHTAUBBIX N YBAEYEHHbLIX HOBbIX COTPYAHUKOB, a NobeamnTesnb ewé n Hennoxume "pa3oBble” AeHbrn
MoJsly4ynT), HO 0OBbSABNIEHNE KOHKYpPCa NPUMEPHO Yepes rof rnocsie BBeAeHNsl B AencTene TpeboBaHmni
6e30MacHOCTM Ha YPOBHE 0Te4YeCTBEHHOIro CTaHAapTa, HEMHOIO CTpaHHO. BTopas ocobeHHOCTb — CpoKu,
coBnasLune ¢ Wwymuxon B CLLIA BOKpPYT MCMO/Ib30BaHUSA B a/irOPUTME SIUMTUYECKUX KPUBBIX. KOHEYHO,
HeNb38 W UCKJI0YaTb U CYyYaHOCTb U HECBSI3AHHOCTb 3TUX COBLITWIA, HO TEM He MeHee...

MoAbITOXMM: C OQHOMN CTOPOHLI, UCMOJIb30BaHME "3NINNTUYECKNX KPUBLIX" roanTcsa Ans
KpunaTorpaduyecknx Lenen, a c 4pyrom — B NpoLecce HanmcaHnsa cTtaTb HATKHYJICA Napy pas Ha
YTBEPXAEHMSA, YTO HET CTPOroro AoKasaTesbCTBa HagEéXHOCTN B 061aCcTn HECUMMMETPUYHOMN
Kpuntorpadun. "Ha cerogHsWHWA eHb HET AO0Ka3aTeNbCTBa CYLECTBOBAHNSA NN HECYLLLECTBOBaHNS
MOJINHOMUANBLHOIrO aNrOpPUTMa AUCKPETHOro orapngMmnpoBaHuUsa B NpoCToM none", — yTeepxgaeTt aBTop
CTaTbW, NOCBALLEHHON LN(POBON NOAMUCU N SJTTNMTUYECKNM KPUBBIM.

* "The Cisco FIPS Object Module is a software library that provides cryptographic services to a vast array of
Cisco''s networking and collaboration products." — npume4aHune Ha cante NIST.

** "The Juniper Networks Pulse Cryptographic Module provides secure cryptographic services. It enables
dynamic SSL VPN, NAC, mobile security, online meetings and collaboration, and application acceleration
while removing the complexities of device type and security state, location, identity, and adherence to
policies." — npuMe4aHne Ha cante NIST.

*+k Mikko Hypponen HeOQHOKPaTHO BbICTyMNasa Ha Taknx MeponpuaTusax, kak Black Hat, Defcon, Hack in the
Box
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