becuyenoBeyHble CceTHU

JTtlobo NH)XeHep CTPeMUTCS aBTOMaTU3MPOBaTb NOBTOPSAOLLINECA AeACTBUSA, CTPEMUTCS CBECTU K
MUHUMYMY KOJIN4ECTBO PaboTbl, KOTOPYIO HYXKHO CAeNaTb BPYUHY!HO.

Hecno)xHo NpeACTaBUTb CKOJIbKO TOCKWU 1 601 NpUYNHSAIOT HaM NpobneMbl, KOTOPbIE MOXXHO Ob1s10 Bbl
pewnTb 6€3 Halwero y4yacTus.

Benb kak 6b110 661 380p0BO, ecnn 66l 060pyAOBaHME MOMJI0 CaMO HAaNTU OWNBKY B HAaCTPOMKax 1 NonpaBnTb
eé, ecnn 6bl OHO B YMTaeMoOM yao0bHOM BMae NpenocTaBassio MHOPMaL U O CUTyalun B CETU n
noTeHumaJZibHbIX r|p06neMax, CaMO aHanm3snposaJio cobbITUA " BbICTpanBaJZio 3aBUCNMOCTN. A eu.l,é nydyue,
4yTOObI MOC/IE €ro YyCTAaHOBKW Ha CalTax OHO CaMO HACTPaMBaNOCh U C/eAN0 3a CBOUM 3[40POBbLEM, MPOCTO
ornosewasd HaC 0 TOM, 4TO HY>KHO 3aMeHNTb HENCIMPaBHYIO MJlaTy UM Nopa paCllnpuTb NMPOoNyCKHYHO
CNocobHOCTb.

B 3TOM CcTaTbe A X004y Ha4YaTb paCCMOTPEHUE KOHLLENTYasIbHOrO BoNpoca o "becyenoBeyHbIX" CETAX - CETAX C
MUHUMaJIbHbIM Y4aCTUEM 4YesI0BEKA B HAaCTPOMKe 1 0b6cnyXmBaHuu,

YT106bl MOHATL, KaK BbINOJIHUTb aBTOMaTUYECKYIO HACTPONKY 060opyAoBaHNA, MHE Ka)XeTCs, B NepBYIO
o4yepenb HY)XKHO Hay4YUTb MPOrpamMMy HaxoguTb oWMOKKN B KOHUrypauumn. Hy Kak, Hanpumep, MOXXHO
3acTaBuUTb NporpamMmy BbibpaTh IP-agpeca onsa IMHKOBOW NOACETU, €C/IN OHa He MOXXeT onpeaennTb, 4To
ajpeca Ha OIHOW CTOPOHE N Ha APYron 13 pasHelx noaceten? Nnm kak 3actasuTb NPoKNHYTb VLAN mMexay
OBYMSi KOMMyTaTOpaMu, ecim NporpaMma He CMOXXeT OonpeaesinTb, YTO HAaCTPOMKKN TPpaHKa Ha pa3HbIX
CTOpOHax He coBnagawnT?

MosTomy Byaem oTTankMBaTbCA OT TpabnwyTMHra n ona Havyana BBeAéM Knaccngpukauumo npobnem Ha
obopynoBaHuu:

Kputuyeckue cntyaLmm peasibHOro BpeMeHu;

Mpobnemsbl, KOTOpPblE UMEKTCA B AaHHbIA MOMEHT, HO HE 3aTparnBatoT CEPBUCHI;
AnnapaTHble npobnembl 06opynoBaHUS;

MoTeHumnanbHble Npobnemsl MNO;

HekoppekTHasa KoHpUrypaums.

uhwnhRE

Pa3zbepéM KaXkabll N3 3TUX TUMNOB N MOAYMAEM, KaK MOXXHO aBTOMaTU3NPOBaTb MOUCK MPUYNHbLI U
yCTpaHnTb Nnpobnemy.

1. KputTnueckue cutyauum peasbHOro BpeMeHu

MepBbIA TUM - 3TO TO, Haj YeM ObIOTCS BCE YMbl TEJIEKOMA C MOMEHTA €ro 3apoXXAeHUs:cTabuibHOCTb
paboThbl U MUHMMaJIbHbIE MOTEPU CEPBUCOB Npu paboTe.

K Takum npobsieMam OTHOCUTCS TO, YTO 3aTparvMeaeT Tpadumk NPsIMO cenyvac - OTK/IOYEHNe NHTepdencos,
BbIXO[ U3 CTPOS NAaThbl UK Y313, NOXXap, OTK/OYEHNE 3NieKTpudecTsa, cboit MO Man NPOTOKOIOB.

B ntobom cny4vae, BCE 3TO CBOAUTCA K TOMY, YTO BHE3AMHO CTAaHOBUTCSA HEAOCTYMHbIM KaKOW-TO N3 NyTEN n
HY>XHO B CPOYHOM MOpPSiAKE HAaWTW HOBbLIV - MEPEBECTU Ha HEro Tpaguk.

Ha sTon HmBe pa3paboTaHO OrpOMHOE KOJIMYECTBO NMPOTOKOJIOB U MexaHU3MOB: OT STP ¢ ero 6eCKOHEeYHbIMU
Mogunpmkaumamm oo MPLS TE.

Y4nTbiBasd coBpeMeHHyto TeHaeHumo K All IP, B ceTAx ¢ KOMMyTaumen nakeToB BCE 6onee akTyanbHO
BCTalOT BOMPOChI BpEMEHU NnepektoyeHuns Tpaduka. Cenvac Bce cTpeMaTcs K undpe B 50 Mc Bo3ne mecTta
BO3HUKHOBeHMA npobaembl n 200 mc End-to-End. Takne notepun He ycneeT 3aMeTUTb KOHEYHbIN
nosib3oBaTesb.

MexaHun3mbl BFD, OAM, MPLS TE FRR u npo4wne, Bpoae 6bl, Hy[ecHO CApaBffioTCSa C 3TUM, MPU YCJI0OBUM UX
KOPPEKTHOMU HAaCTPOMKHU. HOo BCE 3TO YyXAble Apyr APYry No CBOEN CYyTU BeLUW.

Heno B ToM, 4TO HM y IP, HM y Ethernet HeT BCTpPOEHHbLIX CPeACcTB MFHOBEHHOIO 0BHapyxeHuns npobnem, B
oTAn4mne, Hanpumep, oT SDH. N npuxoantca Myaputb pa3Hoobpa3Hble CXeMbl B3aMMOLENCTBUS.

BoT npuMep peanbHOro An3aiHa.
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1. OpraHunsoaH MPLS TE Tunnel mexay asyms PE-ycTponcteamu. B Hero 3apyneHbl VPN, B KOTOPbIX
nepepnaértcsa Tpadguk 2G n 3G 6a30BbIX CTaHLWA.

2. BFD 3anywieH Mexnay y3namu P1 n P2 gnsa otcnexuBaHusa ctaTyca JIMHUK (Ha cCaMOM fiesie OH MOXXeT
ObITb aKTMBMPOBAH Ha BCEX JIMHKOBLIX MHTEpdEencax).

3. Ha ceTun akTuBMpoBaH pyHKLMOHan Fast Reroute.

B cnyyae obpbiBa avHUM Mexay P1l n P2 mrHoeseHHOo oTpabaTbiBaeT BFD n nepeBognT nHTepdenc B
cocTtosHue Down. 3TO 3aMe4atoT BCe MPOTOKOJIbI U HAYNHAIOT aKTUBHbIE AENCTBMSA. B nepByio ovepenb
cpabaTbiBaeT FRR 1 HaxogunT BpEMEHHbI 06X04HOW NyTb. 3TO cay4aeTcs B npegenax 50 mc. HUKTO n
rfa3om He ycneBaeT MOpPrHyTb. [laxe BFD Ha TE Tunnel, noTomy 4T0 OH 6bICTpee nepectpounncs bnaropgaps
FRR.
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Ecnun BoinpgeT n3 ctpos ysen P1, To y>xe cpabotaeT MPLS TE Tunnel BFD. Ecnuv ecTb 3apaHee HaCTPOEHHbIN
pe3epBHbI KaHaJl, BCE NEPeEKIIOYNTCS Ha Hero. ONATb XKe He3aMeTHO.
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MHOro TOHKOCTEN, Macca HacTpoek. Bce 3Tu pa3Hble No CBoen Npupoae NPOTOKOJbl HY)KHO CpallmMBaTh OpYr
c opyrom. HOBenumpHas pabota. OQHaKo 3TO TO, YTO Mbl UMeeM, U OHO paboTaeT.

EcTecTBeHHO, TYT eABa /M KTO-TO ByaeT npuaymMbiBaTb HOBbINM CTaHOapT BMecTo Ethernet, IP nnn TCP,
coveTalowmi B cebe natocCbl BCex NpeabigyLUnx, MOTOMY 4TO, KaK N3BECTHO, B pe3yJibTaTe NMOSBUTCA eLUé
OOVH CTaHJapT CO CBOMMM HepocTaTkaMun. M03TOMY HY>XXHO 04eI0BEeYNTb CYLLECTBYIOLWYIO CUTYyaumio.

KoHe4Ho, 300p0oB0 6b1s10 6k, 4TO6bI BCE HACTPOUSIOCL CaMO MPaBUJIBHO N KPacKBO, HO, KaK s CKa3a/ Bblle,
MyTb K 3TOMY JIEXXUT 4Yepe3 aBToOMaTUYeCKUN TpabawyTUHIE, KOTOPLIA Mbl U OOJI>KHbI cernvac obcyanThb.

A BOT OpYrol MOMEHT - NMOUCK MepBOHa4YabHOM MPUYUHLI - YTO BbI3Bas0 TaKOM KNNUL Ha ceTu? Cenyac 3To
BbIFNAANT, Kak nepebop TOHHbI JIOFOB CO BCEX YCTPOMCTB CETU U UX aHa/n3. He Bcerga 3To TpUBMAJIbHO, HEe
BCerja MO>XXHO OOHO3Ha4YHO MOHAThL, rAe NpuUYuHa, rae cnencreve. A caenas HeNpaBuibHbIE BbIBOAbI,
MO>XHO BblipaboTaTb HEBEPHbIE MPEBEHTMBHbIE WIArn N yXyOLWNTb NOJIOXKEHNE.

OfOHaKo ecsiv BOYMATbCS, MOXKHO pa3paboTaTb YHMBEPCAJIbHbIA CTaHAApPT JIOrOB, aBapuiA, KOTOPOro
[OJKHbBI MPUAEP>XMBATbLCS BCe NponsBoauTenun. B aTom dhopmaTte obopyaoBaHne byneT oTnpaBasiTb
coobuieHnst Ha MHTennekTyanbHyto Cnuctemy KoHTpons PaboTel. MonyymB Kydy Takmx coobieHunii, Cuctema
NMPUHUMAETCS 3a UX aHanu3. [anee oHa nokaansyeT npobsieMy OOHMM-ABYMS YCTpoMCTBaMu. Ecim
Heo6x0AMMOo, TO MOTOM MO CreuunanssHOMY NpoTokoay CucteMa KoHTpos obpallaeTcs K y3nam-
NMoJ03PEBAEMbIM U CHMMAET AaHHbIE.

B nTore oHa noAroToBUT SIorM4Hoe cooblieHne, KoTopoe ByaeT NoOHATHO 6e3 MHOro4acoBbIX aHa/IM30B.
XpOHOJIOr st aBapuii, 3aTPOHYThbIE CEPBUCHI, MPUYMHA, PELLEHNE, PEKOMEH AN,

Mpu4ém, B NpnHUKUNE, 3TO MOXKHO AeflaTb B peasibHOM BpeMeHMN.
Mpumep 1
BoT, HanpuMmep, Obl1 Yy MeHst TakoW 3anpoc:

BHe3anHo ynaav Bce 6a30Bbie CTaHUNU, MOAK/OYEHHbIE K MarncTpasbHoOMy KoMMyTaTopy. [Tpon3oLusio
npumepHo B 10:20, 03.03.2013. BCE, 4TO MHEe HY>XHO 6blJ10 caenaTh - NONY4YUTb AOCTYN Ha 3TOT
KOMMYTaTOp M NpOBEPUTb NoApPOOHbIE NOrK, B KOTOPbIX A Halén cieayiollee:

Mar 3 2013 10:15:03 %%01SHELL/5/CMDRECORD(l): Record command information. (Task=vtO0,
Ip=X.X.X.X, User=xyz, Command="interface Eth-Trunk 3") Mar 3 2013 10:20:13
%%01SHELL/5/CMDRECORD(I): Record command information. (Task=vt0, Ip=X.X.X.X, User=xyz,
Command="shutdown")

Y70 6bII0 HY>KHO 0119 OCTUXKEHUS pe3yJsibTaTa:

NH>XeHep 3BOHUT Ha rops4yto IMHUto TI 1 perncTpupyeT 3anpoc.

COTpYAHUKM ropsiyein NIMHUW NepenaloT 3anpoc Ha rpynmny.

MeHe)xep Ha3Ha4YaeT OTBETCTBEHHOIO NHXXEHepa.

NH>XeHep CBSA3bIBAETCS C 3aKa34MKOM U yTOYHsIeT npobsieMy, 3anpallunBaeT Joru, yaanéHHbln 4OoCTy.
B xo4e aHanM3a HaxoauT MPUYNHY.

uhwhH

Kak 6bl 3TO MOrn0 BbIrNAAETb NpU Hann4nm MHTennekTyanbHon Cuctembl KoHTponsa PaboTbl?

Cuctema KoHTpons obHapy»Xuia HeQoCTYNHOCTb Lie/loro cerMeHTa 3a 3TUM MarnuctpasbHbIM
KOMMYTaTOpOM. TyT )Ke Ha Heé CTanun NpUxXoaunTb JIOrn C APYrnx yCTPOMNCTB, B TOM YMC/le U C CaMoro
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KoMMyTaTopa. OHa NpoaHann3npoBasa 3TO M Jlokanmsosana NpobsemMy MMeHHO Ha AaHHOM YCTPONCTBE.
Mpu4émM oaHO N3 coobuleHN - OTKKYEHNE nHTepdenca, Apyroe, npenBapstollee ero - BbiNMoJIHEHNE
koMaHabl interface Eth-Trunk 3 nosnb3oBaTenem xyz. 1 TyT Bcé cnoxunniock. MNpuyém 3To BCE B peasibHOM
BpeMeHun. B naHenn aBapui BbICBETUIIOChL coobLieHue:

"lNosib30BaTesib ViBaH IBaHOB (CCblJIKa Ha CTpaHuuy ¢ AaHHbIMUY O MoJib3oBaTtesie, noATAHyThiMu ¢ RADIUS-
cepBepa v KHOMKU CBA3U C HAM: TeseOH, KOPropaTuBHbLIV YaT v TA.) aBTOPU30BaJICs Ha yCTPOVICTBE
(ccbiika Ha napameTpbl YCTPOVICTBaA C KHOMKOWV A4J151 yAaNEHHOro noaKo4YeHu K Hemy), B 10:20:13
03.03.2013 v BbINOJIHWII KOMaHAY Mo OTKJIIOYEHWNIO MHTEepgerica (CCbI/IKY Ha CTPaHuLy C ioraMmu, rae
KJIl0YEBbIE€ MOMEHTbI BblAE/IEHbI KPACHbBIM), MOC/E Yero cTajin HeAOCTYMHbI C/eayoLme y3Jbl (CCblJIKa Ha
Crncok)".

CneynanucTel oToena MOHUTOPWHIa Y3HalOT O np06nemax neé npnvnMHe paHblle, 4HeM O4HyXaeTCd ﬂepBbIIZ
NnoJib3oBaTeslb.

Hy, pa3Bse 3TO He npenecTHOo?

Pa3syMeeTcs, 3TO 04€Hb MPOCTON NPUMEP, HO Aaxke OH noTpebyeT orpoMHon paboTel MO CTaHOapTU3aLUK
noroB 1 pa3paboTky nHTennekTa Cuctembl KOHTpONS.

EcTb 34€Cb U KOHTPNPMMEP - TO, YTO BUOUTCSH CJIOXKHbLIM OJ1 MalULMHHOIMO TpabnwyTuHra.
Mpumep 2
Hanpumep, Takon 3anpoc:

B Takonm ceTu TepsaoTCa NakeTbl Npy nuHre ¢ R1 Ha R8 po gpyroro. MNMpu 3TOM BCe HENOCPEeACTBEHHbIE
NnHKK paboTatoT 6e3 Kakux-nmbo ownbok nnm noTepsb.
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MoTepn

Pacckaxky KpaTKo xon pelweHus. NMNoapobHo oH 6bla paccmMoTpeH B MoéEMm b6niore.

Bo-nepBbix, NpoBepus, eCTeCTBEHHO, BCe JIMHKW point-to-point - BCE 0T/INYHO, BO-BTOPLIX, MPOBEPUI
MapLpyTun3auuio - Bcé Besae 6e30 BCcAKnx npobsem - FIB To)ke B NOJIHOM MOpsiaKe.

B-TpeTbux, TecTnpoBan bonbluMe/MaNeHbKNEe NakeTbl, MUHIUN C Pa3HbIX HanpaBaeHNR. BbIACHNNOCH, YTO YeM
6osblUe pa3Mep NakeToB, TeM BosbLue MpoueHT noTepb. MNpobnema Habnwganacb TOLKO C HEKOTOPLIX
HanpasaeHun. NPUYEM HNKAKOW 3aBUCUMOCTUN YCTAHOBUTb HE y[anochb.

Torpa s Havan cobupaTb CTaTUCTUKY CO BCEX YCTPOMNCTB CO BCEX TPAH3UTHbBIX UHTEP(ENCOB - CKOJIbKO
rMakeToB BOLUJIO, CKOJIbKO BbILLJI0. DTO MOMOIJ10 YCTAHOBUTb, YTO NakeTbl TePASINCL Ha y3ne R6 - sBowsio 5
BbILWO 2. NMowna npoBepka ACL, nonnTumk, HacTpoek QoS, cTaTucTuKy ownbok. Bcé B nopsanke. TyT 1
cAancs n sckanumposasn 3anpoc bosiee KOMNETEHTHbLIM UHXeHepaM. B xoae cypoBoi oTNafKu B CKPbITbIX
peXxumax BbIACHUIOCh, YTO NOBPEXAEHO B3auMOAENCTBUE MeXAY JIMHENHOW naaTon B 9-M CNOTYy n
KOMMYyTalUWoHHOW habpukoi B 1-M. Bce nakeTbl, KOTOpble HaNpPaBAsA/INCbL CETEBbLIM NPOLLECCOPOM Ha 3TY
nnaTy, NpocTo oTbpacbiBannchb. [locTanm naaTy - HECKOJ/IbKO KOHTAaKTOB 3aMATO NPU HEeaKKypaTHOWN
yCTaHOBKe.

To ecTb 06HAPYXUTb HEUCMPABHOCTb NJaThl B MPUHLMIME MOXHO, HO Kak [0 3TOro 4ONTKU, UCXoas 13
Han4umAa noTepb Ha ceTun?

C opyroii CTopoHbI, MPaBWJIbHLIN NOAX04 3aK/o4aeTcs B caMonpoBepke obopynoBaHus. He Cuctema
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KOHTPOJSIS fOJKHA UHMLIMMPOBATbL NPOBEPKY NfaT, obopynoBaHMe CaMo LOJDKHO coobwaTbk Cucteme o
HEeUCNpPaBHOCTUW TeX UJIN MHbIX CBOUX 371eMeHTOB. Ho 06 3TOM Janblue.

2. Mpobnembl, KOTOpbIE UMEIOTCA B AaHHbIXW MOMEHT, HO He
3aTparuBaloT CepPBUCHI

MNepexoOnM Ha TEMHYIO CTOPOHY JiyHbl, KOTOPYIO HE CKaHUPYIOT ThicA4M Teneckonos BFD. B noru 4acTto
CbIMATCS COOBLLEHNS, KOTOPbIE HEMOHATHbLI AA>XKe MOCJIe YMOPHOIro ryrjieHnst U YTeHUs MoCBALWEHHON
060pyn0BaHUIO NOKYMEHTaUUN. I MHe [0 CUX NOop HEMOHATHO noyemy. MNovyeMy Henb3s 34ech caenaTb
aJleKBaTHOE oMnmncaHne, NoOHATHYO (OPMYJIMPOBKY? KaXKeTcsl, YTO 3TO, KaK Y AOKTOPOB - MPOCTOMY
CMepPTHOMY He AaHO NOoHATL. MpPU3HAaOCh BaM, YTO U UHXeHepy Tl oHM ToXKe NUHOoTrAa OblBaloT HEMOHSATHbI.

Ho pa)ke ecsiv NOHSATEH CMbICJ, YaCTO HEMOHSATHbLI MPUYNHLI. B npuMepax 3To 6yaeT BUAHO.

Ciofa »Xe OTHOCATCA NpobsieMbl, KOTOpPbIE MOTYT HE NOSABAATLCS B JIOrax: oWnbKM Ha MHTepdelicax,
KOTOpble NOoKa nofA cnabon HarpysKowm, U OHM He fatoT o cebe 3HaTh, hAaNMUHI MHTEPHENCOB NN
MapLLUPYTOB Ha pe3epBHbIX JINHKAX, CJINWKOM Nérkne naponau, otcytcteme ACL Ha VTY nnm Ha BHeELWIHEM
nHTepgence, 60bLLOE KOMYECTBO LUNPOKOBELLATESIbHbIX COOBLWEHWI, MOBEAEHNE, MOXOXKEe Ha aTaku
(o6bunne ARP, DHCP 3anpocoB), BbicoKas yTunmsaumsa LMY Kkakmm-nnbo npoueccom, oTCyTCTBUE
YyepHoAbIpbIX MapLpyToB (blackhole) npu HacTpoeHHOW arperaumm MapLUPyTOB U MHOroe gpyroe.

Mpuyém ecnn [osaro MrHOPUPOBaTb TakMe NpeaBeCcTHUKU, PaHO UK MO34HO, OHM MOTYT rnepepacTu B
CepbEé3Hble HEMPUSATHOCTMW.

OHaKO 1 AyMato, 4T DOBaHU MOCTOSTEJIbHO NN C MOMOLLb HTennekTyaabHon CucTtemsbl
OgHako aro o ob6o OBaHMEe CaMoCToATE 0 C nomoubto MHTenne a on Cucre
KoHTpona PaboTbl MOXKET OTC/eANTb MPUYNHBI Taknx coobuleHnin. BoaMoXxHo, gaxke aBym unm 6onee
yCcTponcTsam Npuaércs "noroBopuTb" Apyr ¢ APYrom, 4Tobbl HaNTN KopeHb BonesHu.

Hy, naBanTe HeCKOIbKO MPUMEPOB, YTObObI He BbITb FOIOCAOBHBLIMU.
Mpumep 3
B norm noceinanncb coobuieHns B 60abLWOM KOSINYECTBE:

Feb 1 2013 05:40:26 SuperRouter %%01FIBSPT/3/ERROR(l):-Slot=7; There is error entry in TCAM.
(TableType=[1], Vrfindex=[0], IpAddr=[x.x.x.x], Vlanld=[0], ErrCode=[1])

Hy na, "Tam y Bac npobnema B TCAM", n 3HaHue, 410 Takoe TCAM HMKaK HE MOMOXXET MHE MOHATb, YTO 3TO
3Ha4uMT. Pa3zpaboTynkm NogKAIOYMANCHL, YTO-TO COENaAnN U Bblgann OTBET:

"aHHbie coobLyeHuns bblan Bbi3BaHbl TEM, HYTO MPU N3YHEeHUN MapLUPYTOB HE MOJIHOCTbO 0bHoBUIaCh
Tabauya FIB. lNocne 3Toro Bo3HuKAa rpobaemMa ¢ MouCKoM rnpe@puKcoB B HeN. 3T0 MHGOPMaLNOHHbIE
COObLLEHNSA - HUKaKNUX AeNCTBUV He TpebyeTcs".

MpocTnTe, ecnu OencTBu He TpebyeTcs, Ha KO MHe 3Tn coobueHns BuaeTL? Heyxxenn obopynoBaHume
CaMO He MOXXEeT NpoanarHocTMpoBaTb 3Ty Npobnemy? Hy, To eCTb, Kak TOJIbKO NMOSIBMACh Takas aBapus,
3anyCcTu aJropuTM NOJSIHOM NMPOBEPKU - HANAN NPUYMNHY. DTO Bedb BCE MOXXHO hopMann3oBaTb. Hawén
MPUYMHY - oTow N Ha Cnctemy KoHTposis YenoBeyeckoe coobLieHmne MHPOPMaLMOHHOrO XxapakTepa, Y4Tobbl
MH>XeHepbl Bbl1N B Kypce, 4To Bbl/10 Takoe geso: Tak, MoJl, 1 Tak: "bbln cbon 3anmcn B MamaTb, B
pe3ynbTaTe yero bbina creHepmnpoBaHa aBapus. Npobnema y>ke ncnpassieHa NOBTOPHbIM 0b6HOBAeHNneM FIB".

Mpumep 4

BHe3anHo Havanm nosaBaAaTbCca coobeHns "GigabitEthernetl/1/2 Received Pause Frames Exceeded
Threshold" Ha o6opygpoBaHun. Tak)xe pacTyT CH4ETYMKM Pause Frames Ha nHTepdencax.

Kazanock 6bl, PAUSE FRAME - 3T0 nsBecTHbIn MexaHn3M Flow Control B Ethernet, koTopbin rosoput o
neperpyskax Ha nHTepdencax - NPOTMBOMOJIOXKHOE YCTPONCTBO COOBLLaEeT 3TOMY, 4TO OHO LWAET CJ/INLIKOM
MHOro Tpadumka. Ho ctaTucTmnka Ha nHTepgencax ropopmT 06 yTuansaumm B HECKOJIbKO MPOLLEHTOB,
MUKOBbIE 3Ha4YeHU fgake 6a11M3Ko He poTarueatoT 00 50%. bonee Toro, Ha obpaTHOM CTOPOHE He pacTéT
CYETYMK Pause Frames.

HauyunHaem pa3bupaTtbCs, U OKasbiBaeTCs, 4To npobsieMa Bbi3BaHa NepernosiHeHNEeM Kakoro-To BHYTPEHHEro
b6ydepa Ha nyaTe U ecTb CneunanbHbIi aNropuTM, Kak NPOBEPUTL, YTO MMEHHO B 3TOM Aeso. Ha nepegady
TpahunKka 3TO HUKAK He BAUSIET.

N TyT cHOBa BO3HMKaET BOMPOC - a pa3Be 0bopyaoBaHMe CaMO HE MOXKET MPOBECTN 3Ty NpoBepKy? Ecan
noaTBeEpPANTCA, TO MO0 BbICNaTb NHOPMaLMoHHoe coobueHne Ha Cuctemy KoHTpons, nmbo sBoobuie
CKPbITb 3TOT (haKT, €C/IN OH AENCTBUTESILHO He BNEYET 3a cob0M HMKaKuUX NoCcnencTBUNA - TOJIbKO caenaTb
3anuck B Jioru.



PasymeeTcs, TyT 6osblue paboThl BEHOOPaA - MPeayCcMOTPeTb BCe Takhe CUTYaL N U 3aCTaBUTb CBOE
obopynoBaHMe 3aHMMaTbCA CAaMOAMArHOCTMKOW. Ho pa3Be He O0/1XKEH BEHAOP CTPEMUTLCS K MUHUMM3ALUM
n3nepXxek Ha TexnoanepKy, 4Tobbl el He NPUXoANI0Ch 3aHUMATbLCSA TaKUMK cyYasammn?

Kak pewaTb npobnemsbl € owmbkamMmn Ha nHTepdencax, GaannmHroM 1 NpoYnMn BelamMmm, Koraa BoBJie4yeHo
6os1ee 4eM 04HO YCTPOMUCTBO? 11 3TOro Hy>KeH MMbo NPOTOKO B3aMMOAENCTBUA, 4TOObI YCTPONCTBA MOru
onpenenuTb, YTO He Tak C MPOTUBOMOJIOXKHOW CTOPOHbI, MO0 TaKMM aHaAN30M AOJKHA 3aHUMaTbCA
CncTtema KoHTpons.

Hanpumep, y owunbok Ha MHTepdencax YETKO onpeaenéHHbI CINCOK NPUYnH. Hy, nnm Bo BCAKOM cry4vae
€ro MOXXHo onpenennTb. Hy, BOT Ha BCKUOKY:

Mpobnema c nnaTon/MHTEpgencom (TyT K NpeablaywmMm NpMMepam - CaMoaHa I3 COCTOAHUSA);
Pa3Hble peXXnMbl CKOPOCTW/AYMNJIEKCA - 3TO MOXKHO JlIerko 06HapyXnTb 1 fake NCNpaBuThb;

Mnoxoe Ka4yeCTBO JINHUN - HAXOOUTCA MEeToAO0M oTceKaHus. Cuctema KoHTpona aHanm3npyeT
rnepenaHHble/MpUHSATbIE AaHHble, peXXuMbl paboTel N TA. Ha 06enx cTopoHax. OHa »Xe, KCTaTu, MoXeT
MepeksItoyYnTb, HanpmuMep, TpamK Ha OPYron NyTU/OTKIIOYNTbL NPobAEeMHbIN NHTepgENC.

Bonpoceol, Bpoae hnanuHra mapwpyTtos nam MAC-anpecoB, TOXXe MOXHO OTC/IeANTb Npu NpaBuibHOM
noaxoge K cTaHdapTusauun. MHTennektyanbHaa Cuctema KoHTponsa PaboTbl 3HaeT BClO CeTb, 3HAET BCe
MAC-agpeca, Tabanubl KOMMyTaUUM 1 MapLLIPyTM3aLnmM, NPOBEPSA OOHO YCTPONCTBO 3a APYrMM, OHO
HaxXo4UT UCTOYHUK Bepf 1N BbIACHAET NPUYNHY.

Mpu4éM 3TO ABHO 3HAYUTENBLHO BbICTPEE, YeM TaKOM »Ke aHas I3, NPOBOANMbIA YENOBEKOM, N 3TO BO3SMOXKHO
henaTb B aBTOMATMYECKOM pexmnMme gaxke BO BpeMs Haamyums npobsembl. A Begb 4acTo bbiBaeT, 4To
WHXXeHep NbiTaeTcs pa3obpaTbCA B CMTYyaUUM NOCTHAKTYM - y)Ke BCE C/IyHMSI0Cb, CEPBUCHI Niexxann 15
MWUHYT, @ Ternepb CeTb B NOPSAAKE U HY)KHO Ha OCHOBE CKYAHbIX JIOFOB BOCCTAaHOBUTb XPOHOJIOFUIO COBbITUIA 1
Ha TN BUHOBHMKA, 4TOObI NpefoTBPaTUTb peunanB. A KoMNbioTepy 15 MUHYT 3a rnasa, 4Tobbl caenaTb 3TO
BCE NPSIMO B TOT MOMEHT, KOrga Ha ceTu TBopuTca becnopanok.

Mpumep 5
OnaTb e npuseém rnpumep:
Ha ceTn nepuoanyveckn HabnogatoTcsa notepu Tpaduka.

A npucTynun K aHanusy n yemnaen, 4To ctatuctnka OSPF noka3sbiBaeT OrPOMHOE KOJIMYECTBO NOJIYHEHHbIX U
yOaNEéHHbIX MapLUPYTOB - CHETUYMKUN NEePMaHEHTHO pacTyT - annuur? Oa, dannuHr. Bkawydyaem oTnaaky
obHoBneHnn OSPF n BbisCHAEM, OTKYyda BaJUTCA cnaMm. Packpy4mBas Leno4vky, HaXo4uMm, 4To B CETU OBa
MapLwpyTm3aTopa c ognHakoBbiMu Router ID. C y4éTOM nonyyYyeHUs yoanéHHOro A4oCTyrna peLleHne y MeHs
3aHAJ10 OKOJ10 ABYX 4YacCOB.

Ckonbko 66l noTpeboBanock Cucteme KoHTpona? HNCKONIbKO - OHa 6bl HE gonyCcTua TaKylo
KoH(Urypaumo, oTcneams ABa oanHakosbix Router ID B ogHOM goMeHe OSPF ewlé npu HacTponke.

Ecnun 6bl Takmne BeepHble 06HOBNEeHUs 6blsIn Bbi3BaHbl hJ1IannMHroM nHTepdenca, To Cnctema KoHTpons
SIBHO y3Hasa 6bl cHa4vana 06 3ToM 1 cyMena NpeaBnaeTh/npenoTBpaTuUTb Npobnembl ¢ OSPF.

30ecb NpobaemMbl C MOMCKOM HEVMCAPABHOCTU MOMYT BO3HMKHYTb B TOT MOMEHT, KOTla Mbl yNpaeMcs B
(hr3n4YecKyo HEBO3MOXXHOCTb NPOBEPKM Yero-nnbo. Hanprumep, COCTOAHUA MELIHON IMHUK, KaK B CyYae
BblLUE, UV pagnoKaHasa.

3. AnnapaTtHble npo6semMbl 060pypoBaHus

YacTMYHO Mbl UX y>XKe 06Ccyaunm Bbile. Peyb 0 6arax 1 BbIxoAsiLLeM U3 cTpost obopynoBaHUMN.
A1 Obl pa3fenusn nx Ha Tpu Tuna:

e BHe3anHble
e HakonuTtesbHble
e [loTeHUMaNbHbIE

BHe3anHbie

Bbiwan ns crtpos 610K NUTaHUA, |'|p06|/|r|o nnaTy, BbIFrOPE NnopT, NnoBpeXaeHa WnHa, noTepdaH CUrHan
CNHXPOHU3aUnn Mmexgy cnoTaMn, BHE3alNHasd nepesarpyska nta. WHbIMK CNnoBaMun BCE TO, YTO HENb34
CMNporHo3npoBaTb.

Ona Taknx c/Zly4aeB O0J1>KHa ObITb BO3MOXXHOCTb KOHTpPONA, HTO UMEHHO CNYy4HNNOCh. To ecTb Ha nNnaTe
0oJKeH bbIThb ellé KaKoN-ToO He3aBUCUMbIN KOHTYP KOHTPONA, KOTOprIZ 0acCT 3HaTb yrnpaBadwKaMm, 4TO C



Hen He TaK.

B cny4yae nepesarpysku nnaTbl/ycTpoincTea 060pyaoBaHMeE B CUlaX CaMo YCTaHOBUTb NpUYnHY. [axke B
cJly4ae camoro HaueHe3anHeiwero cb6os ynpaenswoLme naaTbl 40JKHblI UIMETb BO3MOXXHOCTb 3HaTb, Y4TO
CMpPOBOLIMPOBAsIO Nepesarpysky. Bo3aMoxkHo, 3To ByneT na)ke He ynpasnsiollas nnaTa, a Kakon-To
BHECUCTEMHbIA MOAY/b, Kak ceiivac Ha cepBepax bGbiBaeT.

To >Ke caMoe KacaeTcsa CUTyauuun, Korga njaaTta, HanpuMmep, He MOXXET 3arpy3nTbCs. BHeCcucTeMHble Mooy nu
MOHMTOPWHra Ha NpobaeMHON NaaTe 1M Ha Waccu/ynpaBasioLlen naaTte 4O/KHbI CyMeTb APYr Opyry
CoOBLWNTb NPUYNHY.

YT0 380€eCb MOXET BbITb CJIOXKHO OTC/IeAUTb - 3TO ecnn Tekyuwiee MO He Nnoafep>XMBaeT AaHHbIM TUM NaT, K
npumepy. Ho Ha 3TOT cnyyawm cywecTByeT NHTennekTyanbHas Cnctema KoHTponasa PaboTbl. OHa nonyyuT
coobLeHne 0 HeEONO3HAHHOW NJlaTe C YCTPOWCTBA, 3aNpoCuUT y YNPaBASAOLWMX MOAYen TUN naaTbl, BEPCULO
MO oHa y>xe 3HaeT, fanee obpallaeTcs Ha CalT NPON3BOOUNTENA U MPOBEPSET CMUCOK MOALEPKNBAEMbIX
nnaT. BuanT 4to pa, BCce Kputepum 6bt0T 1 BEIBOAMT 06 3TOM coobuieHue. 1 3To BMECTo perucrpaumm
Tpabn-TUKETOB N JAOJrNX MOVUCKOB BPYYHY0. [10CN€ 3TOr0 MHXXEHEP Y>Ke MOXKET CMeJsio Hae3XXaTb Ha

MEeHeO )XKepPOoB, 3a4eM OHU KYNuau nNaaTbl, He NoAAep>XXMBaeMble NMPorpaMmMHbIM obecrnevyeHnem.

HakonutenbHble

TyT MOryT 6bITb Pa3Hbleé BO3MOXXHble BapWaHTbl - HaKananBatowmnecs ownbkn Ha 4Ymnax, yTe4YKn NamMaTu,
KOJIN4eCTBO NMOTEPAHHbIX MaKETOB CUMHXPOHW3aUnN U T.4.

Hun y Koro He ByoeT COMHEHM, 4TO Takune Bewn nmbo oTcnexmeatoTcs, MO0 NX MOXKHO OoTCneanTb. [a,
€CTb BEPOATHOCTb, YTO UX HE MOJY4YUTCHA NPefoTBpaTUTb, HO CucteMa KoHTpons nam camo obopynosaHue
MO>XXET OTC/IE)XXMBaTb TEHAEHLMNIO N OMAaCHbIE 3HAYEHUS KJIIOYEBbLIX 3JIEMEHTOB CUCTEMbI.

Mpumep 6
Mpumep N3 peanbHON NMPaKTUKN:
BHe3anHas nepesarpy3ka MapLupyTusaTopa.

YCcTponcTBO XpaHuno Tpu Tabnuusbl Full-view. Bbino ncnonb3soBaHo okoso 80% ot 1 'b onepaTtueHOM
namaTu. [lanee B KaKoW-TO MOMEHT Ha4vancsa pnannuHr BGP-maplwpyToB, 4To noTpeboBano
LOMOJIHNTESIbHOIO NPOCTPAHCTBa onepaTUBHON NamAaTK. Mocne onpenenéHHOro Nopora B KavyecTese
3alLMTHOro AENCTBUS BbIMOJIHUIACb aBTOMaTMYecKas nepesarpy3ka MapLlpyTusaTtopa. Ham npuwinock
MyTEM CNOXKHbIX KOMaHA 1 JIOroB Ha pa3sindyHoM 060pyAoBaHMN BOCCTaHaBANBaTL NCTOPMIO aBapum, YeMm
6blna 3anosiHeEHa NMaMATb.

CucTtema KoHTpossi B peasibHOM BpeMeHn Morsa 6bl oTcneanTb NpubavxeHne K KpUTU4eCKoMy 3Ha4YeHUIo
pa3Mepa MCrnosb30BaHHOW onepaTmBku. [a n 6onee Toro, oHa 6bl FoOpa3fo paHblle NHOPMUpPOBaa
MH>XeHepoB o nNpobnemax ¢ BGP.

NMoTeHuMaNnbHbIE

DTO TEMHbIE MOMYTYMKUK - HUKaK cebs He MPOSIBASAIOT, MPOCTO XOYT CBOEro 4aca.

Bce Bbl 3HaeTe, 4TO y BEH0POB €CTb CMUCOK U3BECTHbIX NpobsieM. OH BCcerfaa A0B0J/IbHO NOAPOOHbLIN: TUM
060pyOBaHMNS, YCNOBUA BOZHUKHOBEHUS, BIUAHUE, CNOCob peLleHuns.

CncteMa KoHTposisi MOXXET 3arpy»aTb B CBOtO B[]l 3Tu faHHbIe (MpW YCNOBUN X OTKPbLITOCTM BEHAOPOM,
pa3yMeeTcs) 1 npeaynpexnaaTtb Takne npobaemsol - 1nbo npocto nHpopMmupysa nosnblosatens o6 sTom, nmbo
MPosiIBAAS KaKne-To akTUBHble OEeACTBUS, B BUAE, Hanpmumep, obHoBneHus MO nam npuMeHeHnUs CKpunTa.

B03MO)XHO, Tak)Xe Co3aHNe HEKOM OTKPbITON Ba3bl CUCTEMHBIX Npobaem, Hanpumep, YyI3BUMOCTb KaKUX-
nnbo NPoTOKONOB, KOTOpble ByAyT oTcnexumnBaTbcs CucteMmoit KoHTpons.

Hanpumep, coBceM HenaBHO bblsia 0bHapy>xeHa ya3BuMocTb OSPF (npeacTaBiieH Ha KoHdepeHumn Blackhat
2013), HekKoTOpble BEHAO0PbI €€ BLICTPO 3aKPbIIN NaT4aMn, HO KTO 13 ONMepaTopPOB Ha 3TO cpearmpoBan? A
KTO M3 KPYMNHOro nHtepnpamnsa (baHkn, npeanpuaTtns)? A KTo N3 MUIJIMOHOB MESTKUX?

4. MNoTeHuManbHbIe Nnpodonemsbl MO

TyT BCE npocTo. JInbo y BeHpopa ecTb xopowas 6a3a N0, naTt4yen n Mx oNNCaHUs Co CMUCKOM JOCTYMHOIro
yHKUMOHaNa n pewwéHHbix npobnem, nnbo HeT. ECTeCcTBEHHO, €CNn HET, HaM Hago, 4Tobbl aa.

Cuctema KOHTpOJ'IFI npocCTO CNeanT 3a BCEMU 06HOBIEHNAMU 1 npu Heobxo4MMOCTHN 3arpyxaet nx un
yCTaHaBJ/IMBaeET.



5. HekoppekTHaa KoHdurypauus

IyMmato, 3To camas C/ioKHasa YacTb. PopManmsoBaTb NpaBuia KoOHPUIrypaLmm, o3Ha4YaeT co3faTh
YHUBEPCabHbIN A3bIK B3anMoaencTens mexay Cncrtemom KoHtponsa n obopynosaHuem. Hy, Henb3a xe
MblTaTbCA pa3rpecTn Ha 04HOM cepBepe pa3po3HEeHHble AaHHble oT Juniper, Cisco, ZTE n Dlink. Henb34
co3paBaTb Napcep, KoTopbin byaeT NoaCcTpanBaTbCs NOA AaHHbIE C pa3HbIX YCTPOWCTB.

To ecTb 6yneT HeobxoonMa CTaHAaPTM3aLUNSA KaK MUHUMYM XPaHEHUS KOHUrypauum n nepenadm eé Ha
Cnctemy KoHTpons.

Kak 3To BUAMTCSA MHEe: foJ/HKeH BblTb 610K oNMcaHns BO3MOXKHOCTEN CUCTEMBI: 4TO 3@ TUN (KOMMyTaTop,
MapwpyTmsaTop, hanpeoa uta.), pyHkumoHan (OSPF, MPLS, BGP). Janblue 4o/ KHbI 6bITb cekumn
cobCcTBEHHO KOH(Urypauun. Takas CTPYKTypa AOJSDKHa NoanepXmMBaTbcs stobbiM 06opynoBaHUEM OT
KOMMYyTaTopa goctyna Ao VolP wnio3a B IMS-aape.

Torpa ¢ NérkoCTblo MOXHO HaXoAUTb pa3HoobpasHble HETOYHOCTU: HEKOHCUCTEHTHbIE HaCTPONKM
rnapamMeTpoB Ha OMMNO3UTHLIX YCTPOWUCTBaxX (Hanpumep, gnuckpuMmHaTopsl BFD, ypoBHU ceTen IS-IS, cocean
BGP, IP-apgpeca), cosnapatowime Router-ID, HeakTUBMpPOBaHHbIN PIM Mmexay OBYMSA MyNbTUKACTOBbIMU
MapLupyTmusaTopamMum UTA.

Ho, nonoxa pyky Ha ceppue, - y)Xe 3TO BeLUN HETPMBUASIbHbIE N peaindyeMble TOIbKO A0JIKHOMN
CTaHZapTmM3auum Tonoaorni unm popmanmsosaHHoro LLD (Low Level Design).

Ho ecTb Tak)Xe nnacT 3aday/npobnem, KoTopble BUAATCA MHE HePa3peLIMMbIMA Ha OaHHbIN MOMeHT 6e3
CO30aHNs KakKoro-to npumMutusHoro M.

Mpumep 6
YT106bl HE XOAUTbL AaNIEKO 3@ MPUMEPOM, BO3bMEM Yy>Ke OMMUCaHHY MHOM npobnemy.

KpaTko: B MPLS TE TyHHene 3agaH obsa3atenbHbin Next-Hop B primary Explicit path. PezepsHoro HeT. B
cnydae ecnm Next-hop poctyneH, LSP 06a3aH CTpOMTbLCA Yepes Hero, Aa)ke ecav eMy AJi8 3Toro npuaércs
MOTK Yepes BCKO CeTb Mo nepumeTpy. MNMpu 3ToM Tpadmk MoXeT nepefaBaTbCsd HOPMasbHO. Kak TyT NOHATH,
YTO YTO-TO He TakK C KOHpurypaumnemn?

Nnwn HacTporKa CTbiKa ABYX NMpoBanaepos (gaxke npocTas IP-cBA3HOCTb 6e3 CSC nanm Option X). Cnctema
KoHTpona no MoeMy BUAEHUIO OFpaHNYeHa TOJIbKO Halwen AS, MakCMMyM CeTb0 KOMMNaHUN, BKJIOYaloLLEeN
HeckKosibKo AS. To eCTb oTCNeanTb 3aecb HepaboTocnocobHOCTb Yero-To BoobLle He NpeacTaBAseTCs
BO3MOXXHbIM. TOJIbKO ec/in CucTeMbl KOHTPOJIS HE CMOryT AOrOBOPUTBLCS Mexay cobou.

NMHTennektyanbHaa Cuctema Kontponsa PaboTbl

OaHHON TeMe 6yp,eT rnocesuleHa oTgesnbHasa ctaTbs. lNoka BKpaTuUe X044y paCCKa3aTb O TOM, KaKnMun
BO3MOXXHOCTSIMM OHa O0/KHa obnagaTh.

MHe [0BOJIbHO HAaCTO 3a4al0T BOMNPOC O TOM, KaK KOHCONMAMPOBaTb BCE B OAHOM MeCTe: CXEMbI CETEN,
KOMMYyTalUun, MOHUTOPUHT, 63Kanbl. Kak nogaep>xmnBaTb akTyaslbHOe cocTosiHMe L1/L2/L3 cxem
ofHoBpeMeHHO? U 51 He 3Halo, YTO Ha 3TO OTBETUTb. HeT, 4TO-TO, KOHEYHO, B 3ToN 06nacTn peannsoBaHo. Ho
BO BCEX CYLLECTBYHOLWNX PELIEeHNAX eCTb KakKue-To HeA0CTaTKU UM OrPaHNYEeHNS.

B utore cxemsbl B Visio (0gHa ona uU3nyYeckoro coeauHeHns, gpyras ons norndyeckon L2 cetu, TpeTbs
onucbiBaeT B3aMMOLENCTBME Ha TPETbLEM YPOBHE), ANa HabnaeHnn 3a IMHUEN 1 onoBeLeHns - Nagios,
ONA KOHTPONSA yTuanlaumm nHtepgencos - Cacti, SysLog ona oTcnexxmBaHUa aBapuin U eLLLé CKpUNTbl 415
pe3epBHOro KONMPOBaHUA KOHpUrypaunn. la, B KOMMep4YecKnx npoayKTax HekoTopblie PyHKLMK BbiBatOT
peann3oBaHbl 0AHOBpPEMeHHO. Ho, cornacmTech, faneko He BCe.

[a, Mbl BCe K 3TOMY MpUBLIKAN. Mbl 3HaeM, Ha KakoM IP-agpece, Kakow CcepBep, 1 3a 4TO OH OTBeYaeT. Mbl
MacTepCKU BblpaBHMBAEM MO NMHeNKe B Visio MapLipyTM3aTopbl HA HOBbIX Y3JaX, 4Tobbl BCE 6b1s10 Kpacneo
M 3HaeM, B KaKylo N3 CTa 3KCesIeBCKMX (POpM HaLOo BNUcCaTb HOMEpPa UHTepdencoB MHTEPKOHHEKTA.

Ho, 4em KpynHee ceTb, TeM 6osiee APKON N AUHAMUYHON XKN3HbLIO OHA XXUBET KU TeM BoNbLue CUA HY>XKHO Ha
aKTya/nm3aumio OKYMEHTaLNN N MOHUTOPWHT.

OfHaKo 4YTO 34€eCb eCTb NPUHLMNMaNbLHO Hepeannsyemoro? lonyCcTuM, NpoTOKOIbl MapLupyTusauum (Bpoae
OSPF unu 1S-1S) 3HatoT L3-Tononoruio, LLDP nnn HekKnin ero 3aMeHnTelb MOryT noMo4b COCTaBuUTb L1/L2
Tononoruto. NMpnyém Tam yxe eCTb N HOMepa NHTepgencos n cnncok VLAN'oB 1 nHgopmaums o
MporpamMMHo-annapaTHON Ha4YnHKe. 3afa4va UHXXeHepa NOTOM - TOJIbKO PacCTaBUTb UX Ha KapTe B yA406HOM
Buae.

Ha nioboe ycTpoliCcTBO MOXKHO 3allTU, MOCMOTPEThL aBapwuu, JIorn, cTaTycbl MHTepdEencoB, CEPBMCOB,
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nctoputo NnpobneM, 3ameHbl NaT. Ha cxeMe oTpa)keHbl abCcoNOTHO BCE IMHUN, BMJIOTb 40 aDOHEHTCKMX
TEPMWHaN0B, MOAMMCaHbl BCe MHTepdencChbl, CabnHTepdenchl.

N3 Cuctembl KOHTPOSIS MOXKHO JIErKO NEPENTU B KOHCOJIb KOH(UTypaLnum Uan 3anpocnTb nocsiegHue
63kanbl GannoB C KapTbl NAaMATU YCTPOMNCTBA.

OHa e cneguT 3a BCeMUN OBHOBNEHUSMU, TOTOBUT QOPMbI OJ151 3aMeHbl HEUCIPaBHbIX 3JIEMEHTOB, OTYETHI
NobbIX TUNOB U T.A4.

Ho camast Ba>kHast U caMast CJloXKHas B peanuvsaunm pyHkumns NHTennekTyanbHoh Cuctembl KOHTpoNs
PaboTbl - aHann3 npobnem Ha ceTn. Cuctema KoHTpPONA - 3TO MO3r BCeW CETU, MOAyYatoWmnn MMNyJbCbl OT
HEPBHbIX OKOHYAHWUI U aHAN3NPYIOLWMIA NX. Kak MO3I KOHTPOJIMPYET BCe MPOoLLecChl opraHn3iMa, Ha4dnHas oT
cepauebrneHns n 3akaH4YnBas peeHnem guddepeHumnanbHbiX ypaBHEHU, Tak n Cuctema KoHTponsa 3HaeT
abCcosoTHO BCE, 4TO NPOUCXOAUT Ha CETU: anmnapaTHble HENCMNPABHOCTK, MOTEPU NAKETOB Ha CerMeHTe,
BbICOKME 3a4EePXKKN U OXXNTTEpPbI, BeAyLmMe K NJI0XOMYy Ka4yeCTBY CepBUCa, OTKJIIOYEHNE NHTEPDENCOB,
npobnembl NPOoTOKOI0B. B 60onee rnobasbHOM CMbIC/IE OHa MOXXET OTC/IEXMBATb TEHAEHUMN U NpeanaraTb
BapMaHTbl ONTUMU3ALNN, PACLLMPEHUS CETW.

S1 He roToB NMoKa Cka3aTb, KaK 3TO MOXXET OblTb peasin3oBaHO, HO caM (PaKT NPUHLMMNNANBHON BO3SMOXHOCTU
OTPULLATb HeMb3S.

B 3aksitoyeHme s 6bl XoTen npeaynpeanTb BO3IMOXKHbLIE KPANHOCTM B KOMMEHTapPMUsX.

Bo-nepBbix, 5 Nnpegiarato He Kakoe-To MPUJIOXKEHNE NN X KOMIMAEKC, KOTOopoe byaeT yHUBEpPCasibHbIM
rnapcepoM 1 aHaan3aTopoM U CTaHeT "ULLKON" KAaKON-TO KOHKPETHOMN KOMMaHUN. 51 rOBOPKO O CUCTEMHOM
rnoaxone K aBToMaTmM3auMmn NPOLLECCOB B CETAX CBA3W: CO34aHMEe CTaHOapTOB 414 KOHhuUrypaumu, asapun,
noros, pa3paboTKa HOBbIX MPOTOKOJ/IOB B3aUMOAENCTBUS YCTPOMNCTBO-YCTPONCTBO, YCTponcTBo-Cucrtema
KoHTpons.

To eCTb 3TO HeKuit 6a3nc, oNMpPascb Ha KOTOPbIN, MHOFME KOMMAaHWM CMOTYT AeflaTb YHUBEpPCaJibHble
CUCTEMbI Fropa3fo Nyyllero Ka4yecTsa U PyHKLMOHaNa, YeM CYLLIECTBYIOT ceinyac.

Bo-BTOpbLIX, @ A 3Hat0, YTO Celivac ecTb, TakK UAN MHaYe, KOMMJIEKChl, MOXOXXUEe Ha Te, 4TOo f onucal, Ho
6o OHN MOHOBEHAOpPHLIE, MMH60 061afaldT MUHUMANbHBIM HABOPOM hYHKLMIA.

B-TpeTbux, 3TO KOHLENuUMsa XoTb N HanoMuHaeT SDN, ogHako noaxon NpuHUMNuanbHO oTanyaeTcs. B
"BecyenioBeYHbIX" CETAX Ka)K[0e YCTPONCTBO OCTAETCA MHANBUAYANbHOCTbLIO, CAMOCTOATENIbHON e ANHULEN,
CeTb BMNOJIHE MOXKET 060nTUCL N 6e3 CucTteMbl KOHTPONSA 1 Mpoao/KaTb PyHKLMNOHMPOBATL B TOM BMUAE, B
KOTOPOM OHO cenyac. CucteMa nNpefocTaBnseT ULb UHTEINIeKTYyaslbHOe A0MNOJSIHEHNE C OFPOMHbIM
dyHKUMOHaNnoM. Takmm obpa3om, 30eCb He BCTAET BOMPOC Y3KOro MecTa, Kak B SDN, korga nmeet
3HaYeHne cTabnnbHOCTb W WKNPUHaA KaHanoB Jo caMoro "Mo3ra" un, cobCTBEHHO, ero Hasan4ue.

Konneru, st He NMpeTeHAyo Ha NMOJIHOTY PAacKpbITUs NpobnemMaTukn. HaBepHsKa, s He yCMOTpes eLwé
MHO>XECTBO Y3KUX MeCT. Ho 3TO NnLlb MOU pa3MbILLIEHUS.

[aHHasa CTaTbs OCTPO HY>)XOAETCHA B KPUTUKE N NpeasioXeHnsax. Bnepenun 6yneT ewé cepus nybnmkaumm,
MOCBAWEHHbLIX pa3/IMYHbIM acrekTaM Takux "6ecyenoBeyHbix" ceTen: cobcTBeHHO MIHTennekTyasbHas
Cunctema KoHTposns PaboTbl, HOBble MPOTOKOJIbI B3aUMOLAENCTBUSA, MOAXO0AbI K peweHuto npobnem un
aBTOMaTUYECKON HACTpOMKe.
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