"BunanH busHec": "Mbl 3aLUuMLLLAEM KJIMEHTOB TOJIbKO B MockBe"

["BunanH bunsHec": "Mbl 3aulMLlaeM KINEHTOB TOJbKO B MockBe"]3awmTa oT DDoS B "BeiMmnenKome" noka
peann3yeTcs Ha "aBTonuaoTe" - OCHOBHOE peLleHne, KOTopoe 3a nocaegHue Tpu roga gopabaTbiBanocb n
yJy4Llanochb, BCe-TakKM OCTasloCb HEM3MEHHbIM co BpemeH "CoBnHTena". Taknum oHo nepewno B "lonaeH
TenekoMm" n, nocne npruobpeteHns KomMmnaHum, B "BeimnenKom", roe ero ncnosb3yoT BpeMs oT BpeMmeHu. O
6yayuiem nonobHom cuctemMbl, noaxone K 6€30NacHOCTN KJIMEHTOB U LieHax Ha 3alMTy HaM pacckasan
MaBen 3axapoB - pyKkoBoAUTEJIb AenapTaMeHTa MapKeTUHra, pasBuTUA U ynpaBJieHUs
npoaykramm (bMKCMpoBaHHOM CBA3U KOMNaHuu «BeimnenKom».

Cxema paboTbl pewueHus

MNepBas nHcTannaums Cisco Guard 6blna BbINOJSIHEHA B NoApa3fAeneHnn, KOTOpoe cenyac npuHaanexnT
"BoimnenKomy" ewe B 2007 rogy. "Pewatowivm oka3ancsa TOT PakT, 4TO 3TO obopyaoBaHME MOXHO 6b1s10
nerko BCTaBuTb B Wwaccu Catalyst. Mpn Takom noaxone nobenontb Cisco BeHAOPY, KOTOPLIN eLle He
paboTaeT B TON MM MHOM KOMMNaHUK BbISI0 KpaHe CIIOXKHO", - oTMeYaeT lNaBen 3axapos. 2 Mecsua
noTpeboBanocb Ha MOHTa>k obopynoBaHUA N ero AoCTaBKy, 1 BCce 3apaboTano Kk aekabpto 2007 roaa.
MpoeKT pa3BmMBasICA, N MOCse yCTaHOBKU: "KaK To/IbKO peweHne 3apaboTano B MOJIHYIO MOLLHOCTb, CTaslo
MOHATHO, YTO ero (PyHKUNOHaIbHble BO3MOXXHOCTU HAA0 yBeNYMBaTbh N NOKynaTb AJ19 3TOro
OOMOJIHUTENIbHYIO NnLeH3nio. [JpanBepoM Bcero npouecca 6bisia He0bXOANMMOCTb 3aLLNThl KakK KIIMEeHTCKUX
MPUIOXKEHUN, TaK N COBCTBEHHLIX PECYPCOB, CTOAWMX B KopnopaTneBHoM LIO[le, oT BHeWHUX yrpo3. Mo3xe
Ha4yanocb ABUXKEHUE B CTOPOHY CO34aHUSA KOHEYHON YCNYrn ANS KIIMEHTOB, Tak>Xe Ha OCHOBEe 3TOro
annapaTHO-NMpOorpaMMHOro KomMraekca".

LeHTp ouncTku y "BeimnenKoma" Cisco Guard pacnonoxeH Ha 04HOM N3 OCHOBHbIX TEXHNYECKUX Y3108
KOMMaHUM B panioHe MeTpo ABMaMoTopHasa B MockBe (ynumua KpacHoka3apMeHHas, rae paHee 6bi1 oduc
"TonpeH TenekoM"), Henoganeky, OKONO A4pa CeTU: 34eCb YCTAaHOBJIEHbI U AeTeKTopbl Tpaduka. LeHTp
OYUCTKWU NOAKIJIIOYEH NapasnfesibHo K IP-core. B NOCTOAHHOM pexmMe 3alUunLLLaoTCSA KakK pecypcbl CaMoro
ornepaTopa CBA3U, TaK U TEX KJIMEHTOB, KOTOPble aKTUBMPOBaAN y cebsa 3Ty ycnyry. Becb nogobHbin Tpadumk
naeT Ha OeTeKTopbl, KoTopbie "MpocenBaloT" ero B pexume online. CyMmMapHas NnMKoBasi MOLWLHOCTb
pelweHuns - 3 FéuT/c Ha geTekTpoBaHue n 2 NBUT/C Ha 04NCTKY TpadmKa. "3 roga Hasagd 3TUX MokKasaTesnen
6bin10 60nee 4eM fOCTaTOYHO, - FoBOpUT MaBes 3axapoB., - Ha Cisco Guard 3TO CYMTaNOCb MaKCUMabHbIMU
rnokasaTtenamu. CHavana Mbl KYMUan rMosIoBUHY 3TOM eéMKOCTU - 1,5 n 1 FénT/Cc COOTBETCTBEHHO, a MOTOM
anrpens nponsoLuen y>ke € MOMOLLbIO JINLLEH3UN: XKeJle30 U3HaYasIbHO MOrJio MoAAepKUBaThb BCE CKOPOCTH.
B HacToslWee BpeMs BBEAEHO AOMNOJIHEHNE N K CaMON CUCTEME - OpraHu3aumsa MOHUTOPUHIA s Toro,
4T06bI MPONCXOANIO ONepaTUBHOE OMOBELLLEHNE CEPBUC-MEHEO)KEPOB K/INEHTOB, KOTOPbLIE NOAKJ/IYUIN
cebe ycnyry "3awmTa oT DDoS-aTak". BoNbWNHCTBO aTak 0TOMBaeTCsA B aBTOMaTUYECKOM peXxunme, a K
MAKOBbIM BO3MOXXHOCTAM CUCTEMBbI aTak NoAXOAAT He Yalle ABYX pas3 B rof,, NO3TOMY OTAes/IbHOro 3KpaHa B
LLleHTpe MOHMUTOPUHra, Kyaa 6bis10 6bl BbiBeLeHO obLlee COCTOAHME CUCTEMbI Y Hac HeT - 06 aTake
OMNOBELLAETCS KOHKPETHbIN CEPBUC-MEHeaXep KINeHTa".
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B HacTosAWwmMIn MOMeHT y "BbiMnenKoma" HECKOIbKO OEeCATKOB KJIMEHTOB, NpaBaa, ouLmanbHble NCTOYHUKN
pacxoafTcsa B TOYHbIX AaHHbIX. KTO-TO rOBOPUT, 4TO UX "OKOMO NATUAECATN", KTO-TO, YTO BCEro ABaauaThb.
Ho cyTn ocobeHHO 3TO He MeHSET - SICHO, 4TO 3awmTa oT DDoS gna KoMnaHuM cepBuUC HULWIEBLINA. "75%
[knneHTOoB] - 3TO 6aHKK, 25% KpynHbIEe KOPNOPATUBHLIE KJINEHTHI, Ye bu3Hec "3aBa3aH" Ha UHTepHeT", -
KOMMEHTUpYeT cuTyaumio MNasen 3axapos. NpuMepHO NONOBMHA KOMMNAHUN, 3aKa3aBLUUX 3Ty YCIyry
HaxoamTca B UOde komnaHnn B MockBe, BTOpas NoJIOBUHA - apeHayeT KaHasibl CBA3M. TUNOBbLIE CKOPOCTH,
Ha KOTOPbIX NOAKOYEHBI KOMMNaHuK - 0T 10 oo 100 M6uTt/c (xoT4, KTO-TO "cmanT" ewe nHa 2 nHa 5
M6uT/C). 2/3 "noakntodeHLeB" NpuxoaAT 6e3 aTak «34eCb-N-Cenvac», HO UX XKeslaHue 3anony4ynTb 3Ty
YyCJIyry CBSI3aHO C y>Ke C/Iy4MBLUMMCA HEeraTUBHbIM OMbITOM, 06bI4HO, HeAaBHMM. HO 4T06bl KOMA@HMUM YacTo
1 MaCCOBO Npuxoawau "nofd atakon" - Takoro B "BeiMnenKome" ocobeHHO He MPUMNOMUHAIOT: 3TO OBbIBaET, HO
penko.
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K coxxaneHuio, HecMOTps Ha No3numoHnpoBaHue "BoiMnesiKoma" Kak HauMOHa/IbHOro onepaTopa CBA3MY,
ycayra no 3awmnTe ot DDOS focTynHa ToNbKo KneHTaMm B MockBe. Bo BCAKOM criydae rnoka. Mexxay Tem, B
oMuUManbHbIX MUCbMEHHbIX 0TBETaxX, KOTOpble HaM NpefoCTaBWUN B AOMOJHEHUE K ABYM NPOBEAEeHHbIM
WHTEpBbIO, BbINI0 YKa3aHOo, Y4TO "MCNoJib3yst COBCTBEHHYIO CETb M Y3Jbl CBA3M MO BCEN CTpaHe, "BeiMnenKom"
CTapaeTcs NpeanoXXNTb KJMeHTaM MakCMMaJibHO rMbKmne BapmaHTbl 3aWwnThl oT DDOS: 0T ueHTpasbHOro
y3/1a O4NCTKK Tpaduka Ao obopynoBaHMsa pacnpefesieHHOro No permoHaM 1 BbIHECEHHOr 0 K KimeHTam".
Mosnuma Kak MUHUMYM ABOMCTBEHHASA - NPUXOAUTCSH BEPUTb B MeHbLLUee.

CTOMMOCTDb 3alLLUMThI

LeHoobpa3oBaHue B "BbimnenKome" o4eHb nHTEpecHoe. ECn KAMEHT TOSIbKO apeHayeT NHTepHeT-KaHal,
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TO 3awmTa oT DDOS naeT Kak onumsa, KoTopas CTOUT OTAeJsIbHbIX AeHer (YTO BMOoJIHE pa3yMHO U
afekBaTHO). Ho ecnm knneHT HaxoanTcsa B LLO[e komnaHum, To "3alunTa y>Ke BKJII0YEHA B CTOMMOCTb
Tapuda". Y4nTbiBas BbllLeyKa3aHHblE LUGpbl O KIMEHTax, 3TO roBopuT N1Mbo o komnakTHoM LIOle
KoMnaHum, nmbo o BecbMa HeboNbLLON BOCTPpebOBaAHHOCTM 3TUX YCNYyT OT onepaTopa B CTo/nue. XoTH,
60nee noapobHO LeHbl yKa3aHbl B Tabnuue.

Tabnnua «3awmTa oT DDOS aTak»*,

MopT pocTtyna K ceTn NHTepHeT HaxoanTcs BHe LleHTpa AaHHbIX bunanH busHec

CKopoCTb NopTa 2 M6/c 5 M6/c 10 M6/c 20 M6/c 50 M6/c 100 M6/c

EOVHOBpPEMEHHBIN (hnKCMpoBaHHbIN NaaTex 200 200 200 200 200 200

E>xemecs4HbIN
250 280 350 450 770 1200

PUKCUPOBAHHBIN NNaTex

MpuMeYaHune:*- Tapugbl MOryT 6biTb YBE/INYEHbI, EC/IN M0 PE3YJbTaTaM TEXHUYECKOIro NMPOEeKTUPOBaHMS A1
npenocTassieHns ycayru «3awmTa ot DDoS aTak» noTpebyeTcs 3akyrnka obopynoBaHUs oL KOHKPETHOIMO
KnneHTa, n npoekT He byAeT CoOOTBETCTBOBATb NMPUHUMITAM OKYNaeMoCTH, MPUHSTbIM B KOMIaHWN.

"Cnctema obyvaeTcs B TedeHne paboyen Hegenum, oTcaeXxneas NMKN N cnagbl Tpaguka, U, KpOMe BCero
npo4yero, UMeeT BCTPOEHHble npodunan notpebneHna Tpadumka, KOTopble eCcTb B ee Base gaHHbIX. X Mbl
WNCMONb3yeM AN TeX KJIMEHTOB, KOTOpble MPUXOAAT K HaM "nof aTakon". TaM y>ke MoXXHO 6asniaHCMpoBaTh,
YKa3blBas KakuUx peLueHnin y knmeHTa 6onblie - 310 "4nctoii WEB" nnm knmeHT-cepBepHbie
pacnpeneneHHble npunoxeHns", - roeopuT Nasen 3axapos.

OTpenbHoro SLA gnsa ycnyru "3awmTa ot DDoS" y KomnaHum "BeimnenKom" HeT. Ka4ecTBo
npenocTaBieHNs CepBuUCa perjaMeHTUpyeTCcsa 4OroBOPOM, 3aK/I04aeMblM C KJIMEHTOM, @ AOCTYMNHOCTb
ycnyru coctaBnseT 98%. Ycnyra npegocTtansieTcs 24 4aca B CYyTKW, 7 OHEN B HEQENIO, BPEMS peakunmn
BunanH bBusHec Ha aBapuiHyto 3a8BKY KJMeHTa - 4 4aca B paboyne gHu ¢ 9:00-18:00 Mo MeCTHOMY BPEMEHMU
1 8 4YacoB B BbIXOAHbLIE N MPa3gHUYHbIE OHW.

"B LesIoM, B KOMMEPYECKYH 3KCMJyaTauuio cepBmC No 3awmTte oT DDOS 6bin1 3anyLeH B KOHLE MPOLUJIOro
roga ons Tex KOMMaHuUM, KoTopble HaxoaAaTcsa y Hac B LLOLe. A ona Tex, KTO apeHAyeT KaHallbl - BECHOW
3TOro roga. Mexay Tem, Noka 4To Mbl 0COBEHHO ero He NegannpyeM, oxxmaasa 6onee coBpeMeHHOro
annapaTHO-NMPOrpaMMHOro peweHunsa", - rosopuT MNMaBen 3axapos.

Kak nokasblBaeT NpakTuKa, NoKa 4YTO Ha POCCUNCKOM pblHKE KOMMaHUW, Ja)Ke KPYMHble, peKo 0CO3HaloT,
4yTo ycnyru no 3awmte ot DDoS nMm HyHO HacTpamBaTb N NOAAEPXKNBATb B MPEBEHTUBHOM nopsaake. Naxe
WHTEPHEeT-MarasuHbl, TYPUCTUYECKNE areHTCTBa U 6aHKN Oaneko He BCcerga CHMTaloT, 4TOo 3Ta ycjyra us
cepumn nepBon HeobxoammocTu. Mopon, Npuyem, 6biBaeT MHTepecHO. "K NnpuMepy, HeAaBHO Mbl MOAKJIIOYNIIN
KJMeHTa noj aTakown, - BCnoMuHaeT [MaBen 3axapos, - Npn4eM, 3To 6bla YnucToii DDOS - cant 6ombunm
3anpocaMu. Ho nocne Toro Kak Mbl ero NoOCTaBWU/IM MOA 3aLLUTy C MOMOLLbIO MPOgUISA, KOTOPbIA B3N C
noxox>xero WEB npuno>xeHuns, ataka bbina yctpaHeHa Ha 90-95%, a pecypc cTajn BNoJsiHe AOCTYMHbIM.
OKOHYaTesIbHO aTaKa 3aBeplunaach Yepe3 Nnapy 4acoB - Kak TOJIbKO "Ha TOM KOHLe nosoaa" ybeannucs, 4To
nJjowanka Tak npocto n 6es 605 He cagacTcsA. A 10 3TOro OKOJI0 Hefesin CanT WTYypMoBasn NOTOKOM "Bcero"
B 500 M6uT/c".

Ho, B LenoM, macwiTabbl aTak, UMeLL X CBOU Lienn B PyHeTe, BCe )Ke He CTOJIb BreyaT/isatowm, a
aecaTururabuTHele aTakyn ANns Poccum rnoka, K cHacTblo, He XapaKTepHbl. MOpTPeT aTakyeMoin KoMMaHun B
PyHeTe Bpsig M CUIbHO OT/INYAETCSA OT TAaKOBOro /151 OCTaJIbHOr0 MMpPa: FaBHbIN MPU3HAK - 3TO Hasn4yme
KPUTUYHOro ans 6musHeca NUHTepHeT-pecypca. Mod 3To onvcaHue nornafaeT WMPOKWIA CNEKTP KOMMAaHUA: OT
WHTEPHET-CepBUCa N MHTEPHET-Mara3smHa 0 TYpucTmyeckonm pupmel n 6aHka.

"Be3yCc/IOBHO CneumaancTbl oTBeYawLme 3a "3awmTty oT DD0S" nomkHbl o6nagaTbh rnyboknMM nMoHUMaHUEM
Teopuun 1 NPakTUKM NPOLECCOB aTakM 1 3alUnTbl OT Hee, HO 3aMeHUTb TEXHUKY MO CKOPOCTN peakumn v
MaclTabupoBaHUo oM He CMOryT, - roBopuT lMaBen 3axapos. - B Halwen koMaHae paboTatoT Tpoe
CrMeunanncToB, KOTOpbIe A0 3TOro B TedyeHmne 5 n 6onee net 3aHMMaNNCb pa3BUTUEM U dKCNayaTaumnen IP-
CeTen N KJIMEHTCKMX CEPBUCOB Ha X OCHOBE B MacluTabe Bcen cetn KomnaHun". NpaBaa, OCHOBHYO YacCTb
BPEMEHMN 3TN CneymnanncTbl NPoBOAAT 3a "MpMcMoTpoM” 3a 94pOM CeTun, OTANbHOro nogpasaeneHuns rno
3aumTe nmeHHo ot DDoS B "BbimnenKome" HeT.

MepcnekTuBa Ha CMeHY



JdencTeyoLlyto cnctemMy 3awmtbl oT DDOS B "BbiMniennKoM" XOTAT AONOJHUTENBHO "MpuBSA3aTh" K
ynpaBJsisieMblM CepBMCaM KoprnopaTuBHOM 6e3onacHOCTKU, Hapsaay c access control, firewall n
AHTUBMPYCHbLIMU peLlleHnsaMN. "Mbl NJTaHMPYEM, YTO CTAaTUCTUKA MO 3arpy3kKe KaHasoB KiMeHTa byneT
cobupaTbCa 1 40 NOAK/OYEHNSA 3TON YCAYr, YTO MO3BOJINT EMY aKTUBUPOBATL €€, MPU XKeaHuu,
NMPakTUYEeCKN B pexxnme online C momolbto Beb-UHTepdelica, rae oH byaeT ynpasnaTb U APYrMMK CBOUMU
cepsucamun”, - rosopuT lNaBen 3axapos..

To eCcTb, MO CYyTWU, KOMMNaHUA xo4eT paboTaTb € paboynMm MecTaMu, HE C CEPBUCOM: KOHKPETHbIE YCIIYyTrX He
OyneT nogaBaTbCs B HEKOTOPOEe 06/1aKo KOMMaHuUK, rae oHn 6yayT ob6cny>XmnBaTb €ro CaMoCTOSTENbHO,
niaHnpyeTcs npeasaraTe Habop CepBMCOB B pacyeTe Ha KOHKpeTHoe Yncio pabovnx mecT. MNepBas Bepcus
Takoro o6HOBIEHHOIO NpoAyKTa byAeT JOCTyMHa Ha PbIHKE y>XXKe B KOHLe CeHTAbpS, mpaBaa TaM Takon
aBTOMaTUYeCKN HacTpanBaemon 3awnTbl oT DDoS He ByneT - ckopee, 3To CYYMUTCSA B NMepBO NOJIOBUHE
2011 roga, HaZo eLle YCTaHOBUTb HOBbIM annapaTHO-NPOrPaMMHbIN KOMMJIEKC A8 3TOro.

"Korpa ™Mbl pa3roBapusanum nNo 3Ton Teme C COTPYAHNKaAMN POCCUICKOro npeactasmTenscTsa Cisco aTon
BECHOM, Ham nocoBeToBanu 6paTb Arbor, cyas No BCceMy, Y HAX €CTb HEKOE NMapTHEPCKOoE coraaweHune ¢
3TuM npowussoauTeneMm. OgHako, y Hac Bce-Taku ByneT TeHAep, KyAa Mbl npurnacum scex Hanbonee
3Ha4YUMBbIX UFPOKOB 3TOM0 PbIHKA, - yBepeH laBen 3axapos. - UHTepecHO NoCMOTpeTb He TOJIbKO Ha
MacCMBHbIe annapaTHO-NPOrpaMMHbIe pelleHns, Ho 1 Ha obopynoBaHue oT HeboNbLLINX MpoM3BOANTENEN,
KOTOpPbIE OCHOBHbIE AieHbI M AeNaloT Ha apeHae NpuaoXKeHun: "xxeneso" eanHoobpasHoe, a BeCb
PyHKLMOHaN 3awnTbl oT DDOS oTKpbIBaeTCA pa3/IMYHbIMA NO CTOMMOCTU peLlleHUsAMU - BCE NOXOXKe Ha
cbopKy KOHCTpYKTOpa No kKupnuyinkam. B niobom cnyyae, npexxae 4eMm Mbl MPUMEM peLleHNE O BHELPEHUN
TOrO WUJN NHOIO peLleHns, OHO A0JKHO nopaboTaTh B Halwlen ceTu - bByayT TeCTOBble NPOroHbI U
cneumanbHasa nporpamMmMa UcrnbiTaHUN, HaMm nHTepecHbl He Tosbko Bonbluas, Yem cenyac,
PYHKLMOHANIBHOCTb, HO 1 Pa3BUTbIE Npe3eHTauNOHHbIE BO3MOXXHOCTU: CO3aHNE KPAaCUBbIX OHNANH
OTYEeTOB, AEMOHCTpPaUNS CTaTUCTUKIN, yNpassieHne. B Lenom, xo4eTcs HafeaTbCs, YHTO B 9TOM roay Mbl
MPUAEM K KaKOMY-TO KOPOTKOMY CMMCKY MOCTaBLUNKOB, KOTOPbIX UMEET CMbIC/1 TECTUPOBaTh B YCJ/IOBUAX
peanbHoOM ceTun".

B HacTosiLee BpeMs pbIHOK yrpaBaseMon KoprnopaTuBHOM 6e30nacHOCTK, KyAa OTHOCATCS N peLlueHns no
3awmTe oT DDOS, pa3BuT COBCEM HE Ha TOM YPOBHE, KaK Bbl XOT€N0Cb OCHOBHbLIM UFpoKaM. "Ecau ero
CpaBHMBaTb C 06W MM UT-pbIHKOM - Mbl MOKa HaX0AMMCS B CTAapTOBON TOYKe, - yBepeH [laBen 3axapos, - 4N
Yyero eCcTb, Ha MOW B3rnajg, HECKOJIbKO OCHOBHbLIX MPUYNH. OCHOBHas - HECKOJIbKO YCTapeBLUWiA, HO eLle
O4Y€eHb pPacnpoCcTPaHEeHHbIN B3rns4 KOMnaHun B POCCMM Ha BOMNPOCHI OpraHmn3aumnm BHyTpeHHen UT
MHppacTpyKTypbl. MHOrmne n3s UT-cneumnanancToB He MoryT cebe ga)ke NnpefcTaBuUTb, 4To 6e30MacHOCTb
KOMMaHUN MOXXHO OTAaTb Ha ayTCOPCUHT - B€[lb CTOPOHHAA KOMMNaHUSA CMOXET NOoJly4uTb AO0CTYN K
KopriopaTmnBHOM ceTu. Mpunyem, 3To MOXKHO HabnoaaTh AaXKe Ha npuMepe Takon ycnyr, Kak Firewall -
KOMMaHUM MpPoCTO OMacarTCA CTOPOHHUX MOCTAaBLLMKOB 3TOM YC/IYIK: CMNOKOMHEee NocTaBuTb cebe
KOHKpeTHoe ")Xenes30" 1 caMOoCTOATE/IbHO ero HacTpouTb. [T03TOMY 4YacTo BCTpeYaeTCcss MHEHMe, 4YTO JiyyLle
B 3TOM obnacTtn paboTaTb cBOMMU cnaaMu. K TOMy e, C TOYKN 3peHnsa KoOHKpeTHoro UT nogpasaeneHus -
3T0, Ka3anocb 6bl, rapaHTUPOBaHHasA 3aHATOCTb Ha MHOrMe roabl Bneped. Ho B peanbHOCTY - 419 KOMNaHUK
3TO TONIbKO JINLLHWE pacxoabl, a Aaa UT noapasneneHns - puck okasaTbCs «3a BOpTOM», ecim Takas
MHUUMATUBa NpuaeT «cBepxy». Beab Hanbonee ybeamTenbHbI apryMeHT, BTOPOW MOCAE HaAEXHOCTH, - 3TO
04eBUAHbIN PUHAHCOBbLIN 3PPEKT: SKOHOMUS Ha HEKOTOPbLIX YNpaBsieMbix cepBmucax Tuna IPVPN
cocTaBnseT nopsaaka 40-50%. MNpenmyLecTBo e Ha pbiHKe U HanbobLUYIO 400 KOHTPaKTOB ByaeT uMeTb
VIMEHHO Ta KOMMaHUs, KOTopas CMOXXeT NobefnTb C/I0XKMUBLLEECS HeAOBEPUE K ayTCOPCUHTY".
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