MoHuTOopuHr BGP

Ons moHuTopuHra BGP B ceTu cyliecTByeT HECKOIbKO cepBncoB. O6 0gHOM 13 Takux A xoTes bbl
pacckasaTb. BGPmon.net — 3To cepBUC A/19 MOHUTOPWHIa 1 aHan3a MUPOBOW MapLpPyTHOW Tabnnubl
npoTokosia BGP. OH MOXeT cnefunTb 3a U3MeHeHUsAMKU B Tabnunue MaplipyTu3aunm oTHOCUTENIbHO BalLNX
aHOHCOB 1 coobuaTb 06 3ToOM. M3meHeHMs B aspath, origin AS, transit AS nnmn nobasa KoMbnHaunsa ns sTux
MPU3HAKOB NPOTOKONMPYIOTCHA U KlacCuuumnpyeTCcs CEpPBUCOM.

Ocoboe BHMMaHMe MOHUTOPMHIY MUpoBon Tabnnubl BGP cTano yoensTbCa nocse Toro, kak Pakistan
Telecom B heBpane 2008 roga «yrHan» cetu Youtube nytem aHoHCUpoBaHMA 6onee cneungUYHbIX
MapLpyToB Yyepe3 cBoto AS. Hanpasnsasa Tpaduk npefHa3Ha4vYeHHbIN ans cepBepoB Youtube B blackhole,
BbIBEJ N3 CTPOA(CeTnN) BECb CEPBUC Ha HECKOJIbLKO YacoB. bonee nogpobHo 06 3TOM MHUNOEHTE MOXHO
rnoynTaTb Ha canTe RIPE. B cny4vae ¢ Youtube Tpaduk 6bin HanpasneH B blackhole, Ho 4To ecnn 6bl OH 6bIN
rnepexsayeH, NpoaHaan3nMpoBaH 1 3aTeM OTMNpaBJ/ieH K CBOeMy MecTy Ha3HavyeHus. MNonobHble aTaku MoryT
ObITb KnaccudunumpoBaHbl Kak BGP Man In The Middle Attack (MITM) 4To n 6b1710 NPOAEMOHCTPMPOBAHO Ha
DEFCON B 2008 roay(Bmnaeo). NMNomMmnmMo 3Toro ciay4das 6b1s10 MHOXKECTBO NOA0OHbIX MENKUX N KPYMHbIX, OOUH
M3 TaKuX OMNuMcaH B 3aMeTKke «K yeMy NpMBOAUT HerMpaBuiibHas HacTponka BGP»

Cepsuc bygeT noneseH BCe adMUHUCTPaTOPaM KOTOpblie MMeIT Aeflo C HAaCTPOoKon n obcnyxmnsaHnem BGP
Ha MaplpyTusaTopax rnobansHonm cetn. o cnoBam aBTopa cepsuc 6ol paspaboTaH 3a nonTopa roga ons
COBCTBEHHbIX HY>X A, HO C POCTOM MHTEpEeCa K 3TON Teme €O cTan obwenoCcTynHbIM. OTANYNUTENLHON U
npuaTHon ocobeHHOCTbIO BGPmMon sSBAAIOTCSA NPOCTOTa U AOCTYMHOCTb, a Takxe 6ecnnaTHOCTb

B cBoeln cTaTbe 5 XxoTen 66l NPpeasoXXnTb BOJIbHbLIN NepeBo nocaeaHen cTaTbu € canta BGPmon.net o diff
oT4yeTax C noMoulbio Rancid.

DIFF oTtyeTbl 0 MmapwpyTusauuu. Rancid pna BGP.

Kak n mHorme ns sac, g ucnosnb3yto RANCID ans pe3epBHOro KOnMpoBaHUSa U OTCNEXUBAHUSA NU3MEHEHUI B
KOHUrypaumax MapLpyTnu3aTopoB 1 KOMMyTaTopoB. Ha aTon Hegene BGPmon.net aHoHCMpoOBas HOBbLIN
hbyHKLUMOHaN — ‘Routing report’, Kak MoXXHO goragaTtbcs, 3To RANCID ons Bawen Tabnmubl BGP. Kaxkabin
OeHb BGPmon cpaBHMBAET aHOHChI OT BbllLel aBTOHOMHOW CUCTeMbI CO BYepawHuUMn. NHdopmaumsa o
Ka)K4OM U3MEeHEeHN B aHOHCaxX U AOCTYMNHOCTW BbICbIIAeTCsA BaM Ha email.

1 MCNoNb3yto 3Ty (QYHKUMIO HECKOJIbKO HeAeslb N Haxo)XXy ee A0BOJIbHO MoJIe3HOoN.

ITOT cepBUC ByaeT NpucCbIsIaTb 0TYEThl 06 U3MEHEHUAX B @aHOHCMPYEMbIX NpedrKcax, BKAYas pa3dbuneky no
OOCTYMHOCTU NpedunKCcoB Yepes KOHKpPETHbIe ancTpuMbl(upstream) u cocegHune AS (peer AS). 2To NoMoXxeT
0BHapyXnTb, 4TO nNpedunkc bonee HepocCTyrneH Yepe3d Kakux Nnmbo AS peers nnm upstreams.

Routing report TakXxe cogep>XmT MHGPOPMaLUIO No ancTpMMaM U AayHCTPUMaM Ballen aBTOHOMHOMN
cucTembl. B KOHLLe CTaTbn Bbl HangeTe NnpuMep oTyeTa. MNoXkanyncra, obpaTnTe BHUMaHMe, KaXOblh OTYeT
COOEPXKUT KPaTKYH MHGOPMaLMIO O Ballen aBTOHOMHOM cucteme B cootBeTcTBUM € CIDR.

dyHKumMA ‘Routing report’ MoxkeT ObITb BKJIIOYEHA/BbIK/IOYEHA Ha CTpaHuue ‘my ASn’

YBepomneHue 'HoBbi npecukc' (code 60)

Ecnv Bbl HEAABHO CTaJIM aHOHCMPOBATb HOBLIN NpedUKC, TO BCKOPE Bbl NOJly4nTe email yBegomneHmne
«HoBbIn Npedmkc» (code 60). 3TO yBeaoOMJIEHNE NMPUAET KaK TOJIbKO Bbl HAYHETE OPUrMHNPOBATb HOBbIN
npedukc.

YBegomsieHne 3TOro Tuna MoXeT BbiTb rnobasibHO BKIIIOYEHO/BbIK/IIOHYEHO Yepe3 MeHI0 HacTpoek. Ecnn Bbl
ncronb3lyete BGPmon.net ans HECKONbKMX CBOMX aBTOHOMHbIX cMcTeM Bam BO3MO)XHO NoHagobutcs
BKJIOYNTb 3Ty (PYHKLMIO TOJIbKO Ha HEKOTOpPbIX U3 AS. B 6avxanwem bynyuiem 3To MOXXHO ByneT caenaTsb.

Job6aBneHue Bawen AS B 'My ASn'.

Bce Bawwm Homepa AS (ASns), KOTopble MOHUTOPATCS, f06aBASAOTCA Ha cTpaHuuy ‘My ASn’ aBTOMaTUYeCKN.
Ecnu Bbl gobaBnseTe HoBbIN Npedmnkc n ASn B 'my prefixes', He 3abyabTe A06aBUTbL CBOIO AS Ha CTpaHuLy
‘My ASn’. B npoTuBHOM criyyae ‘routing report’ n ‘New Prefix alert’ (code 60) He 6yayT paboTaTb, NOKa Bbl
He caoenaeTe 3TO BPYYHYIO.

MpumMmep oTuyeTa.

From: BGPmon Alert < info@bgpmon.net >
To: you@gmail.com

Subject: BGPmon Routing report

Date: Sun, 10 Jan 2010 02:53:27 +0100 (CET)

Your routing table report for AS271 (BCNET-AS — BCnet)

S —=——=——=— Changes:


http://bgpmon.net/
http://bgpmon.net/
http://bgpmon.net/blog/?p=257
http://www.shrubbery.net/rancid/
http://www.shrubbery.net/rancid/

RIB file used:

RRCO1 — LINX, London

RRC03 — AMS-IX / NL-IX / GN-IX, Amsterdam
RRC11 — NYIIX, New York

RRC12 — DE-CIX, Frankfurt

RRC13 — MSK-IX, Moscow

RRC15 — PTTMetro, Sao Paulo

—————— AS Adjacency report ------
New Downstream / Customer AS:
+ AS25689 (NRCNET-AS — National Research Council of Canada)

------ Prefixes report ------

Lost prefixes for AS271

— 207.23.245.0/24 (Sky Research Inc.)

— 209.87.17.0/24 (UBC Commercial Client)

------ Prefixes reachable via peers report ------

+ 134.87.113.0/24 via AS6939 (BCNET IPv6 awareness day) now reachable via HURRICANE — Hurricane
Electric, Inc.

+ 2607:f8f0:690::/48 via AS6939 (No valid route object!) now reachable via HURRICANE — Hurricane
Electric, Inc.

— 209.87.17.0/24 via AS6509 (UBC Commercial Client) no longer reachable via CANARIE-NTN — Canarie Inc
— 207.23.245.0/24 via AS6509 (Sky Research Inc.) no longer reachable via CANARIE-NTN — Canarie Inc

— 209.87.17.0/24 via AS6939 (UBC Commercial Client) no longer reachable via HURRICANE — Hurricane
Electric, Inc.

— 207.23.245.0/24 via AS6939 (Sky Research Inc.) no longer reachable via HURRICANE — Hurricane
Electric, Inc.

Upstream Adjacent AS list:

*AS852 ASN852 — Telus Advanced Communications)
*AS6327 SHAW — Shaw Communications Inc.)
*AS6509 CANARIE-NTN — Canarie Inc)

*AS6939 HURRICANE — Hurricane Electric, Inc.)
*AS13768 PEER1 — Peer 1 Network Inc.)

Downstream Adjacent AS list:

*AS3633 BC-SYSTEMS — Province of British Columbia)
*AS11105 SFU-AS — Simon Fraser University)

*AS16462 UVIC-AS — University of Victoria)

*AS25689 NRCNET-AS — National Research Council of Canada)
*AS25722 GATEWAY-OPERATIONS — Payment Processing Inc.)
*AS32956 ZED-RADIO3 — Canadian Broadcasting Corporation)
*AS36000 NHA-ASN1 — Northern Health Authority)

*AS36391 TRIUMF — TRIUMF (Tri-University Meson Facility))
*AS25689 NRCNET-AS — National Research Council of Canada

Announced IPv6 prefixes:
*2607:f8f0:670::/48 (No valid route object!)
*2607:f8f0:680::/48 (No valid route object!)
*2607:f8f0:690::/48 (No valid route object!)
*2607:f8f0::/32 (No valid route object!)

Announced IPv4 prefixes:

*128.189.0.0/16 (BCNet Class B network)
*128.189.0.0/17 (BCNet network)

*128.189.128.0/18 (UBC RESnet network)
*128.189.192.0/18 (UBC wireless network)
*128.189.4.0/24 (No valid route object!)
*128.189.64.0/19 (No valid route object!)
*128.189.96.0/19 (No valid route object!)
*134.87.0.0/16 (BCNET-2)

*134.87.112.0/24 (BCnet gigapop servers — News,DNS)
*134.87.113.0/24 (BCNET IPv6 awareness day)
*134.87.114.0/23 (BCNET conference 2009 (DUAL stack))
*134.87.2.0/24 (BCnet gigapop C3 interconnect links)



*134.87.3.0/24 (UBC_TRU DR project)

*134.87.4.0/24 (BC Genome Sequence Centre)

*134.87.58.0/24 (BCnet gigapop C3 interconnect links)

*137.82.0.0/16 (UBC)

*142.103.0.0/16 (University of British Columbia (UBC1))
*142.207.0.0/16 (NET-UNBC)

*142.231.0.0/16 (BCNET3)

*142.231.1.0/24 (BCnet gigapop C3 interconnect links)
*142.231.110.0/24 (BCNET VANTX interconnects)

*142.231.112.0/24 (BCnet gigapop servers — News,IRR)
*142.231.113.0/24 (BCnet gigapop servers — RealServer, Video Server)
*142.231.142.0/24 (BCnet gigapop connections)

*142.231.2.0/24 (No valid route object!)

*142.231.20.0/24 (UBC MedSchool AV Network)

*142.231.3.0/24 (BCIT Internet Engineering Lab)

*142.231.4.0/24 (UBC MedSchool AV Network)

*142.231.5.0/24 (UBC MedSchool AV Network)

*142.231.64.0/19 (University of British Columbia (UBC) Okanagan)
*142.232.0.0/16 (BCITNET2)

*142.90.0.0/16 (TRIUMF)

*192.139.193.0/24 (DPIC)

*192.146.156.0/24 (Thompson Rivers University)
*192.219.32.0/19 (Open Learning Agency)
*192.68.67.0/24 (British Coulmbia Institute of Technology
*192.68.68.0/24 (British Coulmbia Institute of Technology
*192.68.69.0/24 (British Coulmbia Institute of Technology
*192.68.72.0/24 (British Columbia Institute of Technology
*192.68.73.0/24 (BCIT Internet Engineering Lab)
*192.73.5.0/24 (University of British Columbia (CDNnet))
*198.162.20.0/22 (BCNET-AGG-13)

*198.162.32.0/19 (University of British Columbia (UBC-CS))

*198.162.67.0/24 (Forintek)

*199.175.163.0/24 (SPINNAKER)

*199.60.119.0/24 (Emily Carr Institute of Art and Design)

*199.60.120.0/24 (Emily Carr Institute of Art and Design)

*199.60.226.0/23 (Emily Carr Institute of Art and Design)

*204.239.83.0/24 (NETBLK-UNBC-DMZ)

*206.12.0.0/16 (NETBLK-BR-COL-6)

*206.12.0.0/24 (BCNET ORAN interconnect links)

*206.12.10.0/24 (Great Northen Way Digital Arts)

*206.12.104.0/22 (University of British Columbia (UBC) Vancouver BCWARN BC Amateur Radio Network)
*206.12.11.0/24 (E-Learning Conference)

*206.12.12.0/24 (UBC Commercial Clients)

*206.12.14.0/24 (CANFOR)

*206.12.18.0/24 (UBC Commercial Clients)

*206.12.19.0/24 (UBC Commercial Clients Debian Project)

*206.12.2.0/24 (No valid route object!)

*206.12.24.0/22 (WestGrid project)

*206.12.24.0/24 (WestGrid)

*206.12.28.0/24 (UBC Commercial)

*206.12.52.0/22 (UBC eduroam wireless)

*206.12.8.0/24 (WestGrid project inter-router links)

*206.123.160.0/19 (Thompson Rivers University)

*206.87.0.0/16 (BCNET (Non-portable address space))

*206.87.0.0/18 (University of British Columbia (UBC) Okanagan)

*206.87.128.0/19 (University of British Columbia (UBC) Vancouver wireless)

*206.87.96.0/19 (University of British Columbia (UBC) Vancouver wireless)

*207.23.0.0/16 (BR-COL-8)

*207.23.128.0/19 (BC Childrens and Womens Hospital)

*207.23.240.0/24 (BCnet gigapop interconnects (BCNET-4))

*207.23.241.0/24 (BCNET VICTX interconnects)

*207.23.242.0/24 (BCNET PGTX interconnects)

*207.23.243.0/24 (BC Research — UBC Commercial Client)

*207.23.249.0/24 (UBC Commercial Client)

*207.23.252.0/24 (UBC Commercial Client)

*207.23.254.0/24 (BCNET KELTX interconnects)

*207.23.255.0/24 (BCNET KAMTX interconnects)

*207.23.78.0/24 (UBC Research Enterprises Inc.)

NET-192-68-67-0-2))
NET-192-68-68-0-1))
NET-192-68-69-0-1))
BCIT))
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*207.23.8.0/21 (University College of the Cariboo)

*207.23.94.0/24 (BCnet gigapop C3 interconnect links)
*207.23.95.0/24 (BCnet gigapop C3 interconnect links)
*207.23.96.0/20 (Royal Roads University (RRU))

*209.87.0.0/18 (BCNET-5)

*209.87.18.0/24 (Prince George Public Library)

*65.39.232.0/22 (Farleigh Dickinson University Vancouver campus)

* The upstream / downstream categorisation in this report is strictly a description relative topology,
and should not be confused with provider / customer / peer inter-AS relationships.
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